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BBeaeHue

BaHkoBckas cuctema (BC) Poccuiickoin Pepepaunm (PD) BkntovaeT B cebs baHk Poccuu, kpe-
OVTHbIE OpraHmn3aumm, a Takke dunuansl 1 NpeacTaBUTENbCTBA MHOCTPaHHbIX 6aHkoB [1]. PasBuTtre
n ykpenneHne 6C P®, a Takxe obecneveHne adpdekTnBHOro 1 6ecnepeboiiHoro GyHKUMOHMPOBaHUS
nnatexHown cuctemol PO asngaoTcsa uenammn nearensHocty baHka Poccuu [2]. BaxHenwnm ycnosu-
eM peanusaumm aTux uenemn asnsetca obecneyeHne HeobXoaMMOro n 4OCTaToO4YHOro YPoBHS MHDOP-
MaLMoHHoN 6e3onacHocTu (VB) opranHndaumin BC P®, nx akTMBOB (B T.4. MIHPOPMALIMOHHBIX), KOTO-
pbIli BO MHOTOM onpegensetcs ypoBHeM VB 6aHKOBCKUX TEXHONOMMYECKNX NPOLECCOB (MAATEXHbIX,
MHGPOPMALMOHHBIX U NP.), aBTOMaTU3MPOBAHHbIX BAHKOBCKMX CUCTEM, SKCMTyaTUPYIOLLMXCS OpraHu-
3aumnsaimum bC PO,

OcobeHHocTn BC P® TakoBbl, 4TO HEraTMBHbIE NOCNencTBUS c60eB B paboTe oTAeNbHbIX opra-
HN3aLMIA MOTYT NPUBECTU K ObICTPOMY PasBUTUIO CUCTEMHOIO KpM3auca niaTexHon cuctemsl PO, Ha-
HecTun yuiep6 nHTepecam COOGCTBEHHMKOB U KIIMEHTOB. B criyyasx HacTynneHus nHumaeHTos UMb 3Ha-
4YUTEbHO BO3PACTAIOT PE3YNbTUPYIOLNIA PUCK U BO3MOXHOCTb HaHECeHUs yuiepba opraHn3aumam
BC P®d. Noatomy ansa opraHusaumin 5C PO yrpoabl VIb npeactaBnaioT CyLLLECTBEHHYO OMACHOCTb.

[ns npoTMBOCTOSHMSA TakuM yrpo3am n obecneveHmns apdOeKTMBHOCTU MEPOMPUATUIA MO INK-
BUAaUMM HeGNaronpuaTHbIX NOCNEACTBUA MHUMAEHTOB B (MX BAUSAHMS Ha onepauyoHHbIi, penyTa-
LMOHHbIN, CTpaTerniecknin 1 MHole puckn) B opraHmsaumsx 6C PO cnenyet obecnedunTb AoctaToy-
HbIi ypoBeHb VIB. Heo6X0aMMO TakKe COXPaHUTb 3TOT YPOBEHb B TEYEHUE ANIUTENBHOIO BpeMeHu. 1o
3TUM nNpudnHam obecnedeHne b asnsaetcs ans opranndaumii BC PP ogHMM 13 0CHOBOMOaratoLmx
aCNeKTOB VX OEeATENIbHOCTU.

JeaTtenbHoCTb, OTHOCALLAsACA K o6ecneveHmnio VB, AomkHa KOHTPoONMpoBaTbes. B ¢BA3M C 9TUM
BaHk Poccumn 9BnsieTcs CTOPOHHUKOM PErynspHoi oueHkr ypoBHsa VB B opraHmsaumsax bC PP, oueH-
Ku pucka HapyweHus B 1 npuHaTna mep, Heo6XoaMMbIX A5 yApaBieHUs 3TUM PUCKOM.

Ncxops ns aToro paspaboTaH HacToswWwmin ctaHaapT no obecneveHnio Vb opranmnzauuii 5C PO,
KOTOPbIN 9BngeTcd 6a30BbIM AJ15 pa3BMBaloLLEn N 0OecnevmBaloLL,Een ero rpynmnbl JOKYMEHTOB B 00-
nacTn cTaHAapTM3auum, B LEeSIOM COCTaBSIOLMX KOMIMIEKC JOKYMEHTOB B 061aCTV CTaH4ApTU3aLMN
no obecneyeHunto I opraHmnzaumnin 6C PO.

OCHOBHBbIE Lenu cTaHaapTusauum no o6ecnedeHuio Ub opraHnsauuii 6C PP:

— pasButne n ykpennexHme bC P®D;
— noBblleHne aoepus kK 6C PD;
— nopaepxaHune ctabunbHOCTU opraHusaunin C P n Ha aToii ocHoBe — cTabunbHocT BC PO

B LLEeJIOM;

— JOOCTUXEHUE aeKBaTHOCTM Mep 3aLUNTbl peasbHbiM yrpo3am Vb;

— npenoTBpaLleHne 1 (Unn) cHUXeHne yuiep6a ot nHunaeHTos UB.
OcHOBHbIE 3aga4un cTaHgapTu3auum no obecneueHuio Ub opravnsauumii 6C PO:

— YyCTaHOBeHMe eaAnHbIx TpeboBaHmin No obecneyeHunto b opranmsaumin 6C PD;

— noBbllWeHne 3P DEKTUBHOCTM MeEPONPUATUIA No obecnedveHnio n nogaepxanmio b opraHnaa-
unin BC P®.
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1. O6AaCTb NPUMEHEeHMS

HacToawuii ctaHoapT pacnpocTpaHaeTcs Ha opraHm3aummn 6aHKOBCKOM cuctemMbl POCCUMINCKOM
depnepauun (nanee — opraHusaunm 6C P®) n yctaHaBnmeaeTt nonoxeHus no obecneyveHuto b B
opraHmzaumsax 6C P®.

HacToawwii ctangapT peKOMEHO0BaH AN NMPUMEHEHUS MyTEM BKJIIOYEHNS CCbIJIOK Ha HEro 1
(Vnn) NPAMOro MCNoib30BaHUS YyCTaHaBIMBAEMbIX B HEM MOJIOXEHMIN BO BHYTPEHHUX HOPMAaTUBHbIX U
MeTOANYECKMX OOKYMeEHTax opraHmnadaunii bBC PD, a Takxe B OroBopax.

MonoxeHns HacToALWEero cTaHaapTa NPUMEHsITCH Ha 4O0OPOBOSIbHOM OCHOBE, €GN TOJIbKO B
OTHOLLIEHUW OTAENbHbIX MOJIOXEHWIN 0693aTENTbHOCTb X MPUMEHEHUS HE YCTaHOBJIEHA 3aKOHOAATESb-
CcTBOM P®, MHbIMM HOPMATUBHbLIMM NPABOBLIMW akTaMK, B TOM YMC/ie HOPMaTUBHbLIMUK akTamu BaHka
Poccun.

06953aTenbHOCTb NPUMEHEHUS HACTOSLLEro CcTaHaapTa MoXeT OblTb YCTaHOBMIEHa AOroBopa-
MW, 3aKlo4eHHbIMKU opraHndaumnsamm BC PO, nnn pewerHnem opraHmsaumm 6C P®. B aTux cnyyasx
TpeboBaHUs HACTOSALLEro CTaHaapTa, CoaepXKaLlme NosoXeHUs A0MKEHCTBOBAHWS, MPUMEHSIOTCS Ha
0b653aTeNbHOM OCHOBE, a pekoMeHaauMM NPUMEHSIIOTCA MO peLleHnio opraHmsaummn 5C PO.

2. HopmaTtuBHbIe CCbIAKM

B HacToduweM CTaHaapTe NCNOoJIb30BaHbl HOPMaTMBHbLIE CCbIJIKM Ha crenylowme CTaHaapThl:
FOCT P NCO 9001-2008 Cuctema MeHeaXMeHTa kKayecTBa. TpeboBaHus

3. TepMuHbI M onpeaeAeHus

TepMUHbI, yCTaHOBMEHHBIE HACTOALLMM CTAHOAPTOM, MPUMEHSAOTCS BO BCEX BUAAX OOKYMEH-
Tauum 1 BO BCeX BUAAX AeaTenbHOCTK no obecneyenmtio Vb B pamkax Komnnekca 6P MBBC!.

3.1. BaHkoBckas cucrema Poccuiickont Pepepauun: baHk Poccum n kpeamTHble opraHum-
3aummn, a Takxe dunnansl 1 NPeacTaBUTENbCTBA MHOCTPAHHbIX 6aHKOB [1].

3.2. CtaHpapT: JJOKYMEHT, B KOTOPOM B LeNsX 40OPOBOLHOrO MHOFOKPATHOrO NCMNOJIb30Ba-
HVS YCTaHaBNMBAIOTCHA XapakKTePUCTUKM MPOAYKUMW, MPasBuia OCYLLLECTBEHUSA U XapaKTEPUCTUKN NPO-
LLeCCOB NMPOU3BOACTBA, IKCMyaTaunmn, XpaHeHns, NepeBo3Kn, peann3aumm n yTuan3aumu, BolfMosHe-
HUS paboT UK okasaHUs yCcnyr.

MpumevaHve.

CTaH,EI,apT Tak>Xe MOXeT coaepXaTb TpeGOBaHI/lﬂ KTEPMUHONOIMnN, CUMBOJIKE, YNakKOBKE, MapKNpoBKe NN 3Tn-
KeTKaM 1 npasunamMm nx HaHeCeHud.

3.3. PekomeHpaauum B o6nacTtu craHpgaptuaauum: [JokyMeHT, coaepxXxalliuii CoBeThl opra-
HN3aLMOHHO-METOONYECKOr0 XapakTepa, KOTOPbIE KacalTcs NpoBeaeHnsa paboT no ctaHgapTu3aumm
1 cnocOoBCTBYIOT MPUMEHEHMIO OCHOBOMOMAraloLLero ctaHaapTa.

3.4. Komnnekc BP UBBC: B3anmoyBsizaHHas COBOKYMHOCTb AOKYMEHTOB B 061acTn cTaHaap-
Tn3auum baHka Poccum “ObecnedyeHne MHGOpPMaLMOHHOW 6€30MacHOCTY opraHmn3aumii GaHKOBCKOW
cuctembl Poccuiickoin @epepaumn”.

'Cm. n. 3.4.
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3.5. MeHepxxmeHT: CKOOPAMHNPOBAHHASA OEATENbHOCTb NO PYKOBOACTBY U YNPABIEHMIO.

3.6. Cuctema: MHOXeCTBO (COBOKYMHOCTb) MatepurasbHbiX 0ObEKTOB (971EMEHTOB) Nt0OON, B
TOM 4Yncne pasnmyHon GrU3ndYeckom, NPUPOLbl U MHPOPMALMOHHBIX 0OBLEKTOB, B3AMMOAEACTBYIOLLNX
Mexay cobo ang aocTmkeHus obLen uenm, obnagarliee CMCTEMHbIM CBOMCTBOM (CBOMCTBaAMMU).

MpumeyvaHve.

CuCTEMHbIM CBOWMCTBOM (CBOVICTBaMI/I) ABNAETCH CBOI7ICTBO, KOTOpOEe He nMmeeT H OAMH N3 3N1eEMEHTOB N HA OOHO
13 MOAMHOXECTB 3/1IEMEHTOB Npu to6oM cnocobe yneHeHns. CUCTEMHOE CBOMCTBO HE BbIBOAMMO HEMOCPEACTBEHHO
N3 CBOMCTB 3JIEMEHTOB 1 YacTeun.

3.7. Undpopmaumsa: CeeneHus (COOBLLEHNS, faHHbIE) HE3ABUCUMO OT GOPMbI UX NpeacTaBe-
Hua [3].

3.8. UndpacTpykTypa: KoMmnnekc B3anMoCBA3aHHbIX 0OCNYXUBAIOLLMX CTPYKTYP, COCTaBASAO-
LLMX OCHOBY N4 pelleHns npobnemsbl (3apayn).

3.9. UudpopmaumoHHaa uHdpacTpykTypa: Cnuctema opraHM3auuOHHbIX CTPYKTYp, obecne-
YMBAIOLLUX QYHKLMOHMPOBAHNE U pa3BUTMe MHPGOPMaLMOHHOMO NPOCTPaHCTBA 1 CPeacTB MHOpMa-
LLMOHHOI0O B3aMOAENCTBUS.

MpumeyaHne.

MHdopmaumoHHasa nHdpacTpykTypa:

BKJIlO4AET COBOKYMHOCTb MHDOPMALMOHHbIX LLEHTPOB, 6AHKOB AaHHbLIX 1 3HAHWN, CUCTEM CBSA3W;

obecneunBaeT oOCTyn noTpebuTenein K MHGOPMaLMOHHBLIM pecypcam.

3.10. AokymeHT: 3adnKCMpoBaHHAga Ha MaTepuanbHOM HocUTene MHpopmMauuns ¢ peKBU3nNTAa-
MW, MO3BONSAOLMMUN ee NAEHTUGULMPOBaTb.

[FOCT P 52069.0-2003]

MpumeyvaHne.

|_|O,EI, MaTepumasibHbIM HOCUTENEM NnogpasyMmeBaeTca nagenue (MaTepI/IaJ'I), Ha KOTOPOM 3arnncaHa VIHCDOpMaLI,VIFI
n KOTopoe obecrneyrBaeT BO3MOXHOCTb coxpaHeHna aTon VIHdJODMaLI,VII/I N CHATUE ee KOI'II/II71, Harnpwumep, 6ymara, mar-
HWUTHa4 NeHTa 1Uin KapTa, MarHuUTHbIA NN na3epr||7| ANCK, CDOTOI'IJ'IeHKa nT.n.

3.11. Mpouecc: CoBOKYNHOCTb B3aMMOCBSA3aHHbIX PECYPCOB N AEATENbHOCTU, Npeobpasyto-
Las BXOA4bl B BbIXOAbI.

3.12. TexHonorusa: CoBOKYNHOCTb B3aVIMOCBSI3aHHbIX METO/I0B, COCOB0B, MPMEMOB NpeaMeT-
HOWM OedATeNIbHOCTU.

3.13. TexHonoru4yeckui npouecc: [pouecc, peannsyoLmin HEKOTOPYIO TEXHOOIMIO.

3.14. ABTOomaTusupoBaHHasa cuctema: Crucrema, CoCToqLLaa U3 nepcoHana u KomMmnaekca
CpencTB aBTOMaTU3auum ero AesaTesibHOCTU, peannsylowas NHGOPMaLMOHHYIO TEXHONOMMIO BbINOJ1-
HEHWNS YCTAHOBNIEHHbIX OYHKLINIA.

[FOCT 34.003-90]

3.15. ABTopmu3sauus: lNpenocTaBieHne Nnpae OCTyNa.

3.16. UpentTndukaumsa: Npouecc npuceoeHns ngeHTndmnkaTopa (yHMKanbHOro MMeHu); cpas-
HEHWE NpeabaBAFEMOro aeHTUGnKaTopa ¢ NepPeyHEM NPUCBOEHHbLIX UOEHTUHUKATOPOB.

3.17. AyteHTudukauua: Nposepka NPUHAANIEXHOCTM CyObEKTY AOCTYNa NPEAbABIEHHOMO UM
naeHTndunkartopa (NoATBEPXAEHMNE NOOJIMHHOCTN).

3.18. Perucrtpauusa: dukcauuns AaHHbIX O COBEPLUEHHbIX AENCTBUSAX (COOBLITUSX).

3.19. Ponb: 3apaHee onpeneneHHas COBOKYNHOCTb NpaBuJl, yCTaHaBAMBAIOLMX AONYCTUMOE
B3aMMOOENCTBME MeXAY CYOBbEKTOM N OOBLEKTOM.

MpumeyaHuns.

1. K cybbektaMm OTHOCATCA Nnua U3 4ymicna pykoBOAUTENEN opraHu3aumm 6aHKOBCKOM cuctemMbl Poccuiickon
depepaumm, ee nepcoHana, KIMeHToB UM MHULMNPYEMbIE OT UX UMEHM MPOLECChI MO BbINMOJHEHWNIO AeACTBUIN Haa, 00b-
eKTamMn.

2. O6bekTamum MOryT ObITb annapaTtHoe cpencTso, NporpaMmMHoe cpeacTBo, NporpaMmMHo-annapaTtHoe cpencT-
BO, MHDOPMALMOHHBIN pecypc, ycnyra, NpoLecc, CUCTEMA, HaJ, KOTOPbIMU BbIMOSHAIOTCSA AENCTBUS.

3.20. ¥rposa: OnacHocTb, npegnonaraiLias BO3MOXHOCTb NOTepb (ywepba).

3.21. Puck: Mepa, yunTbiBaoLLas BEPOATHOCTb peannsaumm yrpo3sbl M BEIMYNHY NOTEPD (yLLep-
6a) oT peanmsaumm 3TON yrposbl.

3.22. AkTuB: Bce, 4TO MMeeT LLEHHOCTb A opraHmM3aumnm 6aHKOBCKOM CUCTEMbI POCCUINCKONA

d)e,u,epau,mm N HAXoOUTCHA B ee pacCnopaXeHnn.

MpumeyvaHve.

K akTBam opraHusaumm 6aHKoBCKOM cucTembl Poccuiickor Pepepaumm MoryT OoTHOCUTLCS:

paboTHUKK (NepcoHan), GuHaHCOBLIE (OeHEeXHble) cpeacTBa, CpeacTBa BblHUCINTENbHON TEXHUKN, TENEKOM-
MYHUKaALMOHHbIE CpeacTBa 1 np.;

pasnuyHble BUAbl 6aHKOBCKOM MHGOpMaUum — nnaTexHasa, GUHaHCOBO-aHanuTM4eckas, CnyxebHas, ynpasnsio-
Lias, NnepcoHanbHble JaHHbIe 1 Np.;

6aHKOBCKME NpoLLecchl (baHKOBCKME NiaTexXHble TEXHOIOrM4Yeckme npoLecchl, 6aHKOBCKME MHOOPMALMNOHHbIE
TEXHONOrMYeckme NpoLLecchl);

6aHKOBCKME NPOAYKThI 1 YCAYrn, NpefoCTaBAsieMble KIMEHTaM.
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3.23. UndpopmaumoHHbIN akTuB: HbopMauma ¢ pekBnsntaMmm, NO3BONSIOLLMMN €€ NOEHTU-
duumpoBaTh; MMeloLas LLeHHOCTb AN opraHmM3aumm 6aHKOBCKON cnuctemsl Poccuinickon depepaumu;
HaxoAsLLasCcsa B pacnopsiXXeHn opraHm3aumnm 6aHKkoBCKOM cuctemMbl Poccuiickon depepaunm mn
npencrasneHHas Ha Nio6oM MaTepuanbHOM HOCUTENE B MPUIrOAHON A ee 06paboTkm, XpaHEHUS NN
nepega4n popme.

3.24. Knaccudukaumsa nHGoOpMaLUOHHbIX aKTUBOB: PasfeneHne cyecTBylowmx nHdop-
MaLUMOHHbIX aKTUBOB OpraHnaauunm 6aHKkoBCKOM cnuctemMbl Poccuiickon enepaumm no Tmnam, Bbirnos-
HAEeMO€e B COOTBETCTBUM CO CTEMEHBLIO TSXECTM NOCNeACTBUI OT NOTEPU UX 3HaYMMbIX cBonCTB UB.

3.25. O0beKkT cpeabl HGOPMaLMOHHOrO akTuBa: MatepuasnbHbii 06bEKT cpefbl UCNOJb-
30BaHUs 1 (MNKn) skcnayaTaumm nHGOPMaLMOHHOIo akTrBa (00BbEKT XpaHeHus, nepegayn, obpaboT-
KN, YHUYTOXEHUA N T.4.).

3.26. Pecypc: AKT1B opraHn3daumm 6aHKoBCKOM cucTemMbl Poccuiickoi Deaepaummn, KOTOpPbIiA
MCMoJsb3yeTcs UM NoTpebnsaeTcs B NpoLecce BbiNOJIHEHUS HEKOTOPOW AeATEeNIbHOCTH.

3.27. BaHKOBCKUI TeXHONOrn4eckuii npouecc: TeXHONOrMYecknii NpoLLecc, peanmnayloLni
onepaumn no U3MeHeHUIo 1 (UNK) onpeaeneHnto COCTOSHUSA akTUBOB OpraHu3aumm 6aHKOBCKOM CUC-
Tembl Poccuiickoin Depepaumm, MCnonb3yeMbix Npu GyHKLNOHUPOBAHUM UM HEOOX0AMMBbIX 4719 pea-
nm3aumm 6aHKOBCKUX YCNYT.

MpumevaHuns.

1. Onepauum Hafg akTMBaMm opraHmsaLmm 6aHKOBCKOM cucTembl Poccuiickort depepalv MOryT BbINOSIHATLCS
BPYYHYIO UM OblTb aBTOMATM3UPOBAHHLIMW, HANPUMEP, C MOMOLLLbIO aBTOMaTU3NPOBaHHbLIX OAHKOBCKMX CUCTEM.

2. B 3aBUCMMOCTM OT BUAA AeATENbHOCTW BbIAENAOT: 6aHKOBCKNM MaaTeXHbli TEXHOJIOrMYeckmii npouecc, 6aH-
KOBCKMN MHDOPMALIMOHHbIV TEXHONOMMYECKNI NPOoLECC 1 Ap.

3.28. BaHKOBCKMIA NiaTeXHbIW TEXHOJIOMMYeCKUi npouecc: 4acTb 0aHKOBCKOro TEXHOJIO-
rmyeckoro npotecca, peannayoulas 6aHKoBCKkMe onepaunn Hag MHHOPMaLMOHHBIMW akTMBaMKn op-
raHmsaumnm 6aHKOBCKOWM cucteMbl Poccuiickon depepaumm, cBs3aHHble C NepeMeLLeHneM OeHex-
HbIX CPEACTB C OAHOrO CHETa Ha APYron 1 (UIN) KOHTPOJIEM OAHHbIX ONepaLnii.

3.29. BaHKOBCKUI MHPOPMaALMOHHbIV TEXHONOrMYeCcKui npouecc: Yactb 6aHKOBCKOro TEX-
HOJIOrMYECKOro npoLecca, peanmayiollas onepaumv No NSMEHEHMIO 1 (M) oNpeaeneHnto CocTos-
HUS MHPOPMALVOHHBIX aKTUBOB, HEOOXOANMBIX 415 GYHKLUNOHMPOBAHUS OpraHn3aumnm 6aHKOBCKOW
cuctembl Poccuinckon denepanm n He SBASIOLLNXCS NIATEXHON nHbopMaLmnei.

MpumevaHuns.

1. MnatexHas nHpopmaums — nHbopmaums, cogepxallascs B LOKYMEHTax, HA OCHOBaHMN KOTOPO coBepLua-
I0TCS onepaunmn, CBA3aHHbIE C NEPEMELLEHNEM AEHEXHbIX CPEACTB C OQHOr0 CHeTa Ha OPYrown.

2. HennatexHas nHdopmaums, Heobxoanmas ojist PyHKLUMOHNUPOBAHMS OpraHmM3aumnmn 6aHKOBCKOM cucTeMbl Poc-
cuiicko PepepaLmm, MOXeT BKItoYaTb B CEOS, HaNpUMep, AaHHbIE CTATUCTUYECKOM OTYETHOCTU U BHYTPUXO3ANCTBEH-
HOM OeATENbHOCTN, aHANUTUYECKYIO, PUHAHCOBYIO, CNPABOYHYIO MHDOPMaLNIO.

3.30. AeTOoOMaTuU3npoBaHHaa 0aHKOBCKaga cuctema: ABToOMaTU3MpPOBaHHas cuctema, pea-
NN3yioLLasa TEXHONIOMMIO BbINMONHEHNS DYHKLMIA OpraHn3aLmm 6aHKOBCKOM cucteMbl Poccuinckon de-
aepaunu.

3.31. Komnnekc cpencTB aBTOMaTU3aLMM aBTOMaTU3NPOBaHHO 6aHKOBCKOV CUCTEMbI:
CoBOKYMHOCTb BCEX KOMMOHEHTOB aBTOMATU3NPOBAHHOM GAHKOBCKOW CUCTEMbI OpraHu3auum 6aH-
KOBCKOW cucTembl Poccuiickoih @epepaunu, 3a UCKOHEHUEM NtoOen.

3.32. BesonacHocTb: COCTOSIHME 3aLMLLEHHOCTU MHTEPECOB (Lenei) opraHmaaunm 6aHKoB-
ckou cuctembl Poccuiickoih @epepaunm B yCIOBUSIX Yrpo3.

3.33. UndopmaumoHHaa 6e3onacHocTb; UB: Be3onacHOCTb, CBA3aHHas C yrpo3amMu B UH-
dopmaLmoHHOM chepe.

MpumeyaHuns.

1. 3awmeHHoCcTb JocTuraeTcs obecrnevyeHmemM COBOKYNHOCTM CBOMCTB MIB — AOCTYNMHOCTU, LLEeNTOCTHOCTU, KOH-
bdnaeHUManbHOCTM MHOOPMALMOHHBIX akTUBOB. MNPUMOPUTETHOCTL CBOMCTB VIB onpenenseTcs LLEHHOCTbIO yKa3aHHbIX
aKTUBOB A1 UHTEPECOB (Lieneit) opraHndaunmn 6aHKoBCKoM cucTembl Poccuiickon @enepauun.

2. MHdopmaumoHHas cdepa npeacraBnseT coboi COBOKYNHOCTb MHbOpMaLMn, MHOOPMaLIMOHHO MHPPaCTPYK-
Typbl, CyObEeKTOB, OCYLLECTBAAOWMX cOop, GopmMMpoBaHme, pacnpocTpaHeHe, XpaHeHne U NCcnoJib3oBaHne NHGop-
Mauunn, a Takxe CUCTeMbl peryimpoBaHna BO3HMUKAKLWKUX NMPU 3TOM OTHOLUEHWU.

3.34. JocTynHOCTb MHpOPMaLMOHHbIX akTUBOB: CBolicTBO VB opraHmndaumnm 6aHKOBCKOW
cuctembl Poccuiickon depepaumm, COCTosILLEE B TOM, YTO MHPOPMALMOHHbIE aKTUBbLI NPeOCTaBNSA-
I0TCS aBTOPU30BAHHOMY MOSb30BATENIO, MPUYEM B BUAE U MECTE, HEOOXOAMMbIX MONb30BATENIO, N B
TO BPEMSI, KOria OHM eMYy HEOOXOAUMbI.

3.35. LlenocTHOCTb MHPOPMALMOHHbIX akTUBOB: CBONCTBO VB opraHndaunm 6aHKOBCKOW
cucteMbl Poccuiickoii Penepaumnm CoxXpaHaTb HEM3MEHHOCTb UM UCNPaBNaTb 0OHAPYXEHHbIe 13-
MEHEHUS B CBOUX MHPOPMALIMOHHbIX aKkTUBax.

3.36. KonpupeHumanbHOCTb MHPOPMaLMOHHbIX aKTUBOB: CBOliCcTBO VB opraHusaumm 6aH-
KOBCKOW cucTtembl Poccuiickon Depepaumn, COCTosILLLEE B TOM, 4TO 06paboTka, XpaHeHue 1 nepeaa-
4ya MHHOPMAaLIMOHHbIX aKTVUBOB OCYLLECTBASIOTCS TaKMM 00pa3oM, 4TO MHPOPMaLMOHHbIE akTUBbI A0C-
TYMHbI TOJIbKO aBTOPM30BaHHbIM MOJIb30BATENSAM, 00bEKTAM CUCTEMbI UIN NPOLLECCaM.



CTO BbP MBBC-1.0-2010 9

3.37. Cucrema uHpopmaumoHHoi 6esonacHoctu; CUB: CoBOKYMHOCTb 3aLLMTHBLIX MEP, 3a-
LWMTHBIX CPEACTB M NMPOLLECCOB MX 9KCMyaTaumm, BK4Yass pecypcHoe U agMUHUCTpaTuBHoe (opra-
HU3aUMOHHOEe) obecneyeHume.

3.38. Cuctema meHeg)XxmeHTa uHopmMaLUoHHO 6e3onacHocTu; CMUB: YacTb MeHenx-
MeHTa opraHm3auumn 6aHKOBCKOWN cncteMbl Poccuiickon Pepepauunu, npegHasHavyeHHas onsg co3na-
HUS, peanusaunu, aKkcnayaTauum, MOHUTOPUHIa, aHannsa, NoanepXkKu N COBEPLUEHCTBOBAHUS CUC-
Tembl obecneyeHusa VB.

3.39. Cucrtema ob6ecnevyeHus nHpopmaunoHHoi 6esonacHocTu; COUB: CoBOKYNHOCTb
CUB n CMUMB opraHusauum 6aHKOBCKOM cucTeMbl Poccuiickor Denepaumu.

3.40. O6nacTb AelicTBMUA cucTemMbl o6ecnevyeHnss MHPopMaLMOHHONK 6e3onacHOCTU; 06-
nactb geinnctema COUB: CoBOKYNHOCTb MHOOPMALMOHHBIX aKTUBOB N 3/IEMEHTOB MHMOPMALIMOH-
HOW MHMPaCTPYKTYPbI OpraHm3aummn 6aHkoBCkol cuctembl Poccuiickon denepauunm.

3.41. Oco3HaHue HeobOxoanMocTu obecnevyeHus HGOpPMaLUOHHOW Ge3onacHOCTH;
oco3HaHue UB: MNMoHnMaHMe pyKOBOACTBOM OpraHm3aunn 6aHKOBCKOM cuctembl Poccuiickon de-
nepaunm HeobxoaMMOCTM CaMOCTOATENbHO HA OCHOBE MPUHSATLIX B 3TOW OpraHM3aumm LeHHOCTEN K
HaKOMJIEHHbIX 3HAHMN GOPMMPOBATL N YHNUTbIBATHL B PAMKax OCHOBHOM AeAaTeNnbHOCTU (6u3Heca) npo-
rHO3 pe3ynbTaToB OT AeATeNnbHOCTM No obecnedeHunio VB, a Takxe nogaepXmBaTb 3Ty AEATENbHOCTb
afeKBaTHO NPOrHO3y.

MpumevaHve.

Oco3HaHue Vb aBnseTcs BHYTPEHHe NoByAUTENbHOM NPUYMHON AS19 PpyKOBOACTBA GaHKOBCKOM cuctemsl Poc-
CUINCKOMN (De,u,epau,mm NHNUMNPOBATb U NOAAEPXNBATb AEeATEe/IbHOCTb Mo obecnevyeHnio |/|5, B OoT/indme ot I'IOﬁy)K,EI,eHI/I‘;I
NN NPpUHYXOEeHNA, Korga peweHune (o]0} NHNUMNPOBAHNN N NoanepXKe 0edATeSIbHOCTU No obecneveHnio b onpeaendert-
CSl COOTBETCTBEHHO /IGO0 BO3HUKLLNMU npo6nemaMM opraHmnsauumu, NnMb0O BHELLUHUMU d)aKTOpaMM, Harnpwumep, Tpe6o-
BaHNAMWM 3aKOHOB.

3.42. BawmTtHaa mepa: CnoxmsLLagacs npakTrka, npoueaypa ninm MexaHnam, KOToOpbI€ UCMOJb-
3yI0TCA A9 YMEHbLUEHNS pucka HapyweHna B opraHnsaumm 6aHKOBCKOM cucTeMbl Poccuinckon
depepauun.

3.43. Yrpo3sa nipopmauuoHHoi 6e3onacHocTu; yrpo3a UB: Yrposa HapyLleHUs CBONCTB
MB — [OCTYyNHOCTU, LENOCTHOCTU AN KOHPUOEHLMNANBHOCTU MHOOPMALIMOHHBIX aKTUBOB OpraHn3a-
umn 6aHKOBCKOM cucTembl Poccuiickoih depepaunu.

3.44. Ya3BnmocTb uHpOpMaLMoOHHOK 6e3onacHocTu; yazesumocTtb UB: Cnaboe mecTo B
MHPPaCTPYKTYpe opraHnsaumm 6aHKOBCKOW cucTemMbl Poccuinickon epnepauum, Bkitovas COUB, ko-
TOpOoe MOXET ObITb MCMOJIb30BAHO AJ1 peanm3aummn nnv cnocobcTBoBaTbL peanmaaummn yrpossl Vb.

3.45. Ywep6: YTpaTa akTMBOB, NoBpexAeHue (yTpaTa CBOMCTB) akTUBOB U (MNN) MHDPACTPYK-
Typbl OpraHM3auuu unn Opyron Bpes akTueam un (Unu) nHpacTpykType opraHmnaaumm 6aHKOBCKOWA
cuctembl Poccuiickon @epepaummn, HaCTynNuBLLMIA B pedynbTate peanmaauum yrpo3 Nb yepes ysa3Bu-
mocTtu UB.

3.46. UHumpeHT nidpopmaumnoHHoii 6esonacHocTu; uHuupeHT UB: CobbiTMe, ykasbiBalo-
LEe€E Ha CBEPLUMBLLYIOCS, MPEANPUHMMAEMYIO NNV BEPOATHYIO peannsaumio yrpossl Mb.

MpumeyaHuns.

1. Peannzaums yrposbsl Ib — peanusaums HapylweHus cBOUCTB B nMHGOpMaUMOHHbIX aKTUBOB OpraHn3aumnm
©6aHkoBCcKoW cucteMbl Poccuiickoin depepaumn.

2. HapyLieHune MoXeT BbI3blBaTbC UCTOYHMKaMK yrpo3 VB: nnbo cnyyariHbiMu dakTtopamm (owmnbkor nepcoHa-
na, HenpaeubHbIM GYHKUMOHNPOBAHNEM TEXHUYECKUX CPEACTB, NMPUPOAHbIMU hakTopamMun, HanpuMep, NoXapom unm
HaBogHeHneMm), nMbo npegHamMepeHHbIMU AENCTBUAMM, MPUBOAALLMMU K HAPYLLIEHUIO AOCTYMHOCTU, LLEIOCTHOCTU U
KOH(DVI,D,eHU,VIaJ'IbHOCTVI VIHd)OpMaLI,VIOHHbIX aKTNBOB.

3.47. HapywuTtenb nHpopmMmaunoHHoi 6esonacHocTu; HapywuTtenb UB: CyobekT, peanu-
3ylowmii yrpossl b opraHmsaumm 6aHKOBCKoOM cuctemsl Poccuiickor depepaunu, HapyLuas npenoc-
TaB/IeHHblE EMY MOJIHOMOYNS NO AOCTYNY K akTMBaM OpraHmn3aunm 6aHKOBCKOM cuctemMbl Poccuinckon
denepaunm UM No pacnopsi>KEHNIO UMM,

3.48. Mogenb HapywmuTens HPopMaunMoHHOW 6e3onacHoCcTU; Moaenb HapywuTena UB:
OnucaHne n knaccudukaumsa HapywmnTenen Vb, Bka4vas onncaHme nx onbita, 3HaHU, JOCTYMHbIX
pecypcoB, HEOOXOANMbBIX ANS peanm3aumn yrposbl, BO3MOXHOW MOTUBALMN NX OEACTBUN, a Takxke
cnoco6bl peanu3aumm yrpo3 Vb co CTOPOHbI yKa3aHHbIX HAPYLLUUTENEN.

3.49. Mopgenb yrpo3 nidpopmaumoHHo 6e3onacHocTu; mogenb yrpo3a UB: OnuvcaHune nc-
TOYHMKOB yrpo3 Ub; meTonoB peannsdaumm yrpo3 VIB; 06bekToB, NPUrofHbIX A1 peannsaumm yrpo3
MB; ya3BMMOCTEN, UCMNOJb3yEMbIX UCTOYHUKAMN Yrpo3 UB; TMNOB BO3MOXHbLIX NOTEPbL (Hanpumep,
HapyLleHne OOCTYNHOCTU, LENTOCTHOCTU N KOHPUAEHUMNANTBHOCTU MHPOPMALIMOHHbBIX aKTUBOB); Mac-
wTaboB NOTEHUMaNbLHOro yuiepba.

3.50. Puck HapyweHusa nipopmaumoHHOM 6e3onacHoOCTU; puck HapyweHua UB: Puck,
CBSI3aHHbIN ¢ yrpo3on UBb.

3.51. OueHka pucka HapyweHus nHpopmaumnoHHoM 6e3onacHocTu: CucTteMaTn4eckmin n
[OKYMEHTNPOBAHHbI NPOLECC BbiBNEHUS, cOopa, MCNONb30BaHUS 1 aHann3a nHdopmawmm, no3Bo-
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NFI0LLEN NPOBECTUN OLEHMBAHME PUCKOB HapyLleHnsa B, cBa3aHHbIX C MCMOAb30BaHMeM nHdopma-
LMOHHbIX aKTMBOB OpraHMsaunmn 6aHKoBCKOM cucTeMbl Poccuiickoii @epepaumm Ha BCex cTagusix nx
XM3HEHHOIrO UyKna.

3.52. OO6paboTka pucka HapyweHnsa nHdopmMaLnoHHON 6e3onacHocTu: NpoLecc Beibopa
1 OCYLLECTBJIEHUS 3ALLUTHbBIX MEP, CHMXAKLWMX PUCK HapyweHna NB, nnm mep no nepeHocy, NpuH§-
TUIO NN YXOAY OT pucCKa.

3.53. OcTaTo4HbIi pUCK HapyLueHus nHpopmMaLmMoHHO 6e3onacHocTu: Puck, ocTaiomincs
nocne o6paboTkn pucka HapylieHus Ub.

3.54. JonycTUMBbIlA pUCK HapyLleHUus NHPOPMaLMOHHONM 6e3onacHocTu: Prck HapyLue-
HUsA VB, npeanonaraemblii yuiep6 oT KOTOPOro opraHmaaumns 6aHKOBCKON cucTemMbl Poccuiickon de-
[epaunmn B JaHHOE BPEMS U B AHHOM CUTYyaLMn FOTOBa NPUHATD.

3.55. JlokymeHTauunsa: CoBOKYNHOCTb B3aMMOCBS3aHHbIX JOKYMEHTOB, 00beANHEHHbIX OOLLEN
LLesIEBOM HANPaBNIEHHOCTbLIO.

3.56. MnaH pa6oT no o6ecnevyeHunio MHGoOpMaLMOHHOK Ge3onacHocTU: [JOKYMEHT, ycTa-
HaBNMBAIOLLMIA NEepeyYeHb HAMEYEHHbIX K BbINMOSHEHNIO paboT unn meponpuatuii no obecnevexHnio b
opraHm3saumm 6aHKOBCKO cucTeMbl Poccuiickon @epepaumn, x nocnenoBaTesibHOCTb, 00beM (B To
W MHOM pOpPME), CPOKM BbINONHEHUS, OTBETCTBEHHbIX JINL, U KOHKPETHBIX MCAONIHUTENEN.

3.57. CBnaeTenbCTBA BbINOJIHEHUSA AEATEeJIbHOCTU Mo o6ecnevyeHuto MHGOpPMaLUOHHOW
O0e3onacHocTU: [JoKyMEHT UM 3/IEMEHT AOKYMEHTa, CoAepXallni AOCTUTHYTbIE pe3yNbTaThl (Mpo-
ME>XYTOYHbIE UM OKOHYaTESbHbIE), OTHOCSLWMECS K 06ecneyveHmto B opraHnsaunm 6aHKOBCKOM CUC-
Tembl Poccuiickon depepauum.

3.58. Monutuka nnpopmaumnoHHoi 6esonacHocTu; nonutuka UB: okymeHTauus, onpe-
nensiouas BbICOKOYPOBHEBbIE LIENN, COAEPXKaHME U OCHOBHbIE HanpaBieHns AeaTelbHOCTM No obec-
neveHuio VIB, npegHasHavyeHHas onsa opraHmaaumm 6aHKOBCKOM cucTembl Poccuiickoi depepaumn B
LLesniom.

3.59. YacTHasa nonutuka nHpopmMaLMoHHONM 6e3onacHoCTH; YacTHasa nonutuka UB: [lo-
KyMeHTauus, AeTanmanpytowias noaoXeHusa nonntmkn b npuMeHnTEeNbHO K OAHOM UM HECKOJTbKUM
obnactam B, Buaam n TeXHONOrmam 0eaTenbHOCTY OpraHu3aumm 6aHKOBCKOW cucTeMbl Poccuiickon
depepauun.

3.60. MoHuUTOpUHT: [10CTOSIHHOE HabAEHVE 32 0ObeKTaMU N CyObekTaMu, BAUSIOLLIMMU Ha
B opraHmnsaumm 6aHKoOBCKOWM cuctemMbl Poccuiickon depepaumn, a Takxke cbop, aHanna n o6o0bLue-
HVe pe3ynbTaToB HAGNOAEHNA.

3.61. Ayaut unpopmaumoHHom 6es3onacHocTu; ayaut UB: CructemaTmyeckumin, He3aBucu-
MbI N JOKYMEHTMPYEMBbIA MPOLECC NOSYYEHUS CBUAETENBLCTB AEATENbHOCTN OpraHm3aumm 6aHKoB-
ckoli cuctembl Poccuiickonn depepaumm no obecneyveHmio Vb, ycTaHOBNEHWS CTEMNEHN BbINOSIHEHNS B
opraHmsaumm 6aHkoBcKkoM cucteMbl Poccuinckoin @epepaumnmn kputepunes VB, a Takke aonyckaroLui
BO3MOXHOCTb GOPMMPOBAHMS MPODECCUOHANBHOMO ayANTOPCKOro Cy>XXaeHus o coctosaHun UG opra-
HU3aummn 6GaHKOBCKOM cucTembl Poccuiickoin @epepaunu.

MpumevaHve.

Ay,EI,I/IT NB BbINonHAETCH paGOTHI/IKaMVI opraHnsauunun, ﬂBJ‘I‘r‘I}OLLI,BVICFI BHELUHEN MO OTHOLLUEHUIO K opraHnsauunm
6aHKoBCKO cucTteMbl Poccuiickon @epepauun.

3.62. Kputepun oueHku (ayauta) MHPOpMaLMOHHOW 6e30MNacHOCTU; KPUTEPUN OLLEHKUN
(ayauTta) UB: CoBokynHoCTb TpeboBaHuin B o6nactm Vb, onpeaeneHHblx ctaHgapTom banka Poccun
CTO BP MBBC-1.0 “O6ecneyeHne nHpopmMauoHHOM 6e30MacHOCTM opraHm3aumini 6GaHKOBCKOM CUC-
Tembl Poccuiickoin @epepauum. ObLime nosoxeHnsa” Unmn ero 4acThbio.

3.63. CBupeTenbcTBa OL,€HKU COOTBETCTBUSA (ayauTa) uHpopMaLuuoHHOK 6e3onacHoCTU
YCTaHOBJIEHHbIM KPUTEPUSAM; CBUAETENIbCTBA OLEHKU cooTBeTcTBUSA (ayauTta) UB: 3anucw,
n3noxeHne GakToB Unm gpyrasg MHpopmMauus, KOTOPbIE MMEIOT OTHOLLEHNE K KPUTEPUSIM OLLEHKN CO-
OTBETCTBUS (CAMOOLLEHKM COOTBETCTBUS, ayamTa) b n MoryT ObiTb MPOBEPEHDI.

MpumeyvaHve.

CBI/I,EI,eTeJ'IbCTBa OLUEeHKN coOoTBeTCTBUA (CaMOOLI,eHKI/I COOTBEeTCTBUA, ay,EI,I/ITa) 415} MOryT ObITb KA4ECTBEHHbIMU
nnan Konn4ecTBeHHbIMU.

3.64. BeiBoabl ayauta MHPOPMaLMOHHONM 6e3onacHocTu; BbiBoAbl ayauTta UB: Pesynb-
TaT OLEHKM cOOpaHHbIX CBUAETENLCTB ayamTa Mb.

3.65. SakniouyeHune no pesynbTaTam ayauTa uHopMaLMoHHO 6e3onacHoCTU (ayauTop-
CcKoOe 3akJllo4yeHue); 3akJloyeHue no pesynbtatam ayauta UB: KauecTBeHHas nam KONMYECTBEH-
Has OLEeHKa COOTBETCTBUSA YCTAHOBJIEHHbLIM KpuTepuam ayauta UbB, npeacrtaBneHHas ayautopCcKom
rpynnoi nocne paccMOTpeHns BCex BbiIBOAOB ayauTa Vb B cooTBeTCTBMN C Lenamu ayauta UB.

3.66. O6nacTb ayauta uHpopmaLmnoHHOK 6e3onacHocTu; obnactb ayauta UB: Conep-
XaHue 1 rpaHuubl ayamnta UbB.

MpumeyvaHve.

Ob6nacTb ayauta NB 06bI4HO BKIOYaET MeCTOHaxoXaeHne, opraHn3aunoOHHYIO CTPYKTYPY, BUAbl AEATEeIbHOCTU
I'IDOBepSIEMOVI opraHn3daunm n npouecchbl, KOTOpble NoABepPraloTCcda ayouTy |/|E, a Takxxe OXBaTblBaeMblIl nepuoa BpeMeHu.
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3.67. Mporpamma ayauta uHpopmMaLMoOHHOW Oe3onacHOCTU; Nnporpamma ayauta UB:
[MnaH oearensHOCTY No NPOBEAEHMI0 OOHOMO UM HECKONbKUX ayamnTos B (1 gpyrux nposepok UB),
3anJaHNPOBaHHbIX HA KOHKPETHbIM NEPUOA, BDEMEHU 1 HaMpPaBiieHHbIX HA OOCTUXEHNE KOHKPETHOM
uenn.

MpumeyvaHve.

I'Iporpamma ayanTa NB BkNio4aeT BCIO nedaTesibHOCTb, HeOGXO,EI,VIMle Ang nnaHnpoBaHuUg, npoBeaeHns, KOHTPO-
N4, aHann3a u cosepLueHCcTBoBaHUA ayamtos Ub (n gpyrux nposepok UB).

4. O003Ha4eHnsl U COKpalLeH!s

ABC — aBTOMaTM3MpoBaHHasa 6aHKOBCKas CUCTEMA;

BC — 6aHkoBCKas cuctema;

XKLL — >XM3HEHHbIN LUVKIT;

NB — nHdopmaumoHHas 6€30nacHOCTb;

NCNOH — nHdopmaymoHHas cucteMa NepCoHasbHbIX AAHHbIX;

HC/J, — HecaHKLUVOHUPOBAHHbIN OOCTYT;

HP — HepernaMmeHTMpOBaHHblE OECTBUS B PAMKax NPeafoCTaBNE€HHbIX MOJIHOMOYNIA;
P® — Poccuiickaa denepauus;

CK3WM — cpencteo kpunTorpadmyeckon 3awmtbl MHGOpMauun;
CMWMB — cuctema MmeHegKMeHTa MHGOpPMaLMOHHOM 6e30MacHOCTY;
CUB — cuctema nHpopmaumoHHo 6e30nacHoOCTY;

COWB — cuctema obecneyveHns MHGOPMALIMOHHOM 6e30NacHOCTY;
OBM — 3neKkTpOoHHas Bb4UCANTENbHASA MALUVHA;

OUIM — anekTpoHHag umdposas NOAMUCH.

5. UcxoAHas KOHUeNTyaAbHasi cxeMa (napaaurma)
oOecneyeHns UH(POPMALIMOHHOM OE30NACHOCTH
opraHmM3aumnii 0aHKOBCKOM CUCTEMbI
Poccuinckon Meaepaumm

5.1. CywHocCTb 6M3HECA 3aKJII0HAETCS B BOBIEYEHUM aKTMBA, NpUHaaiexallero CoOCTBEHHUKY
(opranusaummn 6C P®), B 6usHec-npoLecc. dT1a AeaTeNbHOCTb Bcerna noasepXeHa puckam, Tak Kak
M Ha caMm akTuB, N Ha BM3HEC-NPOLLECC MOryT BO3AENCTBOBATbL PA3/IMYHOIO POAA Yrpo3bl.

Yrpo3bl peanmsyloTcs Yepes X UCTOHHUKM 1 UMEIKOT COOTBETCTBYIOLLYIO BEPOSTHOCTb peanun-
3aumn.

BblAensaioT NCTOYHUKN Yyrpo3 NPUPOAHOIr0, TEXHOrEHHOIO N aHTPOMOreHHOoro xapakrtepa. Uc-
TOYHWMKM YrPO3 aHTPOMOreHHOr0 XapakTepa MOryT ObiTb KakK 3/10YMbILLUIEHHbIE, TaK Y HE3/TOYMbILLIEH-
Hble.

5.2. B 0CHOBE NCXOOHOM KOHLLENTYyanbHoM cxembl b oprannzauuii BC P® nexuT npotreBobop-
CTBO COOCTBEHHMKA' W 3MI0YMbILLNIEHHMKA? C LLENbIO NMOJyYEHUst KOHTPOJIS Had, MHDOPMALMOHHBIMA
akTuBamu. OgHaAKO Apyrue, He30YMbILLNIEHHbIE, AENCTBUS UAW UCTOYHUKN YrPO3 TakXe nexar B cde-
pe pacCMOTPEHNS HACTOSALLErO cTaHaapTa.

Ecnu 3n0yMbILLIEHHNKY yOAeTCq YCTaHOBUTb Takol KOHTPOJb, TO Kak camon opraHm3aumn 6C
P®, Tak 1 knMeHTam, KOTopble LOBEPUIV el CBOM COOCTBEHHbIE aKTUBbI, HAHOCUTCS YLLEP6.

5.3. PykoBoacTteo opraHndaumnm 6C P® nonxHo 3HaTh, 4TO 3awmath. ng aToro Heobxoanmo
onpeaennTb 1 3aWmTUTb BCE MHOOPMALMOHHbIE aKTUBbI (PECYPChI), peann3aums yrpo3 B OTHOLLEHUN
KOTOPbIX MOXET HaHECTU yLLepb opraHmsaumumn BC PO.

5.4. Hanbonblummm BO3MOXHOCTAMU A1 HaHeceHus yuepba opraHndaunn 5C PO obnapaet ee
COOCTBEHHbIN NepcoHan. B aTom cnydae copepxaHnem OeATENbHOCTU 3/10YMbILLIEHHMKA SBNSIETCS
npsMoe HeLeneBoe NCNob30BaHMeE NPeaOCTaBAEHHOr0 EMyY B MOPSAKE BbINOMHEHUS CY>KeOHbIX 004-
3aHHOCTEN KOHTPOJIA Haj, akTuBaMum B0 HEPErTaMEHTUPOBAHHAA AEATENbHOCTb AJ19 MONY4YEHUS KOH-
Tpons Hag akTmBamu. [Npy 9TOM OH BYAET CTPEMUTBLCH K COKPLITUIO CNe0B CBOEN AeATENbHOCTY.

' Mop, coBCTBEHHNKOM 3[1ECh MOHMMAETCS CYOLEKT X03CTBEHHOI 1BATEIHOCTY, MMEIOLMIA NpaBa BNaAeHNs, PacropsXeHnst Uu Nojib-
30BaHWs aKTUBAMM, KOTOPbIA 3aMHTEPECOBAH WK 06513aH (COrnacHo TpeboBaHNSIM 3aKOHOB UM UHBIX 3aKOHOAATENbHBIX UM HOPMATUBHO-
NPaBOBbIX aKTOB) 0BECNEYMBaTh 3aLMTy aKTUBOB OT YIpo3, KOTOPbIE MOTYT CHU3WUTb WX LIEHHOCTb UMM HAHECTU Yiep® COBCTBEHHMKY.

2 TMop, 3N10YMBILLNIEHHUKOM 3[1€Ch MOHMMAETCS! JINLI0, KOTOPOE COBEPLUAET WiN COBEPLUMIIO 3apaHee 06yMaHHOe Ie/CTBIE C 0CO3HAHWEM
€r0 OMacHbIX NOCNEACTBUIA UMW HE NPEABUAENO, HO [OMKHO ObLIO U MOTNIO NPEABUAETb BO3MOXHOCTb HACTYMNEHUS 3TUX NOCNEACTBUIA
(amanTuposaHo u3 ct. 27 YK P®D).
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BHeLLHWI 3N10YMBbILLNEHHUK, KaK NPaBUIO, UMEEeT COOBLLIHMKA (COOBLLHMKOB) BHYTPU OpraHun-
3aunn 6C PO.

HesnoymblilLneHHble 0eCTBMS COOCTBEHHbIX PaBOTHMKOB co3aatoT NnMbo ysa3sumoctn Nb, nnbo
VHUMAEHTBI, BANSIIOLME HA CBONCTBA AOCTYNHOCTU, LLENIOCTHOCTN U KOHOUAEHLUMANBHOCTW akTnUBa Uan
napameTpbl CUCTEMbI, KOTOPAas 3TOT aKkTMB NOALEPXVBAET.

5.5. MNpakTnyeckn HMKorga He N3BECTHO O FOTOBSALLEMCS HanageHn, OHO, Kak Npasuio, ObiBa-
€T HeOXnaaHHbIM. HananeHns, Kak NnpaBuio, HOCAT JIOKANbHbIN M KOHKPETHbIN N0 MECTY, e 1 Bpe-
MEeHU XapakTep.

5.6. 3N0yMBILLNEHHWK N3y4aeT 0ObEKT HanaaeHus, Kak MpPaBuo, HE TOJIbKO TEOPETUYECKM, HUKAK
He nposBnasa cebs, HO U NPakTUYECKN, NyTeM BbiSIBieHUs ya3BumMocTen MB. Tytem nomcka nnmn cos-
naHuns yassumocTer b oH oTpabaTtbiBaeT Hanbonee addEKTUBHbI METOL HANaAEeHNS (MONyYeHUS
KOHTPONSA Hag, akTUBOM).

C uenblo CHMXEeHUs pUCKOB HapyLleHus Ub 1 ynpaBneHns nMm COOCTBEHHMK CO34aET YMNOJIHO-
MOYEeHHbI opraH — cBoto cnyx6y UMb (nogpasneneHue (nuua) B opraHmsaumnm 6C P®, oTBeTCTBEH-
Hble 32 o6ecnedyeHne NB), opraHndyet co3paHme n akcnnyataunio CONB, a Takke opraHmM3yeT 3KC-
nnyataumio ABC B COOTBETCTBUM C Npasunamu n tpebosaHnamn, 3agasaemoimm COMB. OgHa us 3a-
nad cnyx6bl b — BbiiBNeHne cnefoB akTUBHOCTU HAPYLUUTENS.

5.7. O4VH N3 rNaBHbIX UHCTPYMEHTOB COOCTBEHHMKA B 06ecnedeHn b — OCHOBaHHbINM Ha OnMbl-
TE NPOrHO3 (COCTaBNEHNE MOAENN YIPO3 U MOAENN HapyLLmTens)'.

Yem 060CHOBaHHEE 1 TOYHEE CAENaH MPOrHO3, TEM MOTEHUMANBHO HUXE PUCKN HapyLleHnsa b
opraHusdaumm BC P® npm MUHUManbHbIX peCcypcHbIX 3aTtpaTtax. [pyn aToM cneayeT yYntblBaTh, YTO CO
BPEMEHEM Yrpo3bl, X UCTOYHUKN U PUCKU MOTYT U3MEHATLCS. [ToaToMy Moaenn cnenyeT nepuoamn-
YeCkn nepecmaTpmBaThb.

5.8. Hanbonee npaBubHbIr 1 9PPEKTUBHbBIN CNOCOO A0OUTHCH MUHMMU3ALMN PUCKOB Hapy-
weHus Nb opraHmzauum 6C P — paspaboTtats nonutuky b opranndaumm 6C PD 1 B cOOTBETCTBUN
C Hell peann3oBaTb, 9KCMyaTMpoBaTb U coBeplieHcTBoBaTb COUB opraHmsauunm 6C PO.

5.9. Nonutuka b opraHmnzaumin BC PO pazpabaTbiBaeTCA HA OCHOBE HAaKOMJIEHHOIO B OpraHm-
3aumn BC P® onbiTa B 06n1actn obecneyveHus Mb, pedynbTtaTtoB naeHTuduKaumm akTMBoB, Noasiexa-
LMX 3aLmMTe, pesdynbTaToB OLEHKN PUCKOB, C YY4ETOM 0COBEHHOCTEN Bn3Heca 1 TEXHONOornin, Tpebo-
BaHWi1 3akoHoaaTenbcTBa Poccuiickoi Pepepaumm, HopMaTuBHbIX akToB BaHka Poccumn, a Takxke UH-
TepecoB 1 BU3Hec-Lener KOHKPEeTHOM opraHnaauum bC PP.

5.10. CobniogeHne nonntukn Vb B 3HaYNTENBbHOM CTENEHN BASETCS 9N1IEMEHTOM KOPNOpaTmB-
HOW 3TUKU, NO3TOMY Ha ypoBeHb VB opraHusaumnmn BC PO cepbe3Hoe BAUSHNE OKa3biBAOT OTHOLLIE-
HUS Kak B KOJITEKTUBE, TaK N MEXAY KOIEKTUBOM N COOCTBEHHNUKOM UM MEHEAXMEHTOM OpraHmn3a-
umn BC P®, npeacTaBnsowmm nHTepecsbl co6CTBEHHMKA. N03TOMY 9TUMKM OTHOLLEHUAMW HEOBOX0aAM-
MO yrnpaBnsTb. [oHMMas, 4To Hanbosee KPUTUYHBIM 351IeMeHTOM 6e3onacHOCTU opraHn3aummn 6C PP
SIBNIIETCA ee nepcoHas, CO6CTBEHHUK AOMIKEH BCEMEPHO MOOLLPATh 3aMHTEPECOBAHHOCTbL U OCBE-
LOMEHHOCTb NepcoHana B pewieHnn npobnem UB.

5.11. daneko He kaxaasa opraHmsaumsa bC PD pacnonaraet noTeHUmManom ass CaMoCToATe Nb-
HOrO COCTaBJIEHUS MOAENEN YrpO3 N HapyLmTens, a Takke nonutnkn 6. B aTom cnyyae 3t Ooky-
MEHTbI AOJIKHbI COCTABAATHCH C NPUBJIEYEHNEM CTOPOHHUX OPraHn3auuni.

Mogenu yrpos 1 HapyLUMTeNs OOMKHbI YYMTbIBaTb paspaboTky BeQyLLMX CMEeLnannucToB 6aH-
KOBCKOW CUCTEMBbI, @ TaKXe MeXAYyHapOAHbI OnbIT B 9TOM cdepe.

5.12. MNpwn paspaboTke Mmogener yrpo3 n Mogefen HapywmnTens Heo6XoANMO yHuUTbIBaTb, YTO
13 BCEX BO3MOXHbIX 0OBEKTOB aTak ¢ HanbosblLEeN BEPOSTHOCTbIO HapyLLMTeNb BelbepeT Hanbonee
cnabo KOHTPONUPYEMbIN, FAE ero AedaTenbHOCTb OyAEeT OcTaBaTbCs HEOOHAPYXXEHHON MakCUManbHO
ponro. MNoatomy Bce onepaumm B 6aHKOBCKUX TEXHONIOMMYECKUX NPOLLECCax, rae OCyLLECTBISETCS
B3aMMOJEeNCTBME NepcoHana co cpeacTeamMmm n cucteMamm asTomaTmsaumm, 4OKHbI OCOOEHHO TLua-
TeIbHO KOHTPO/IMPOBATLCS.

5.13. CtpaTterus obecnevyeHus b opraHusaumin BC PP, Takum 06pa3om, 3akftoHaeTcs Kak B
9P PEKTMBHOM MCMONb30BAHMN MO UMEIOLLLEMYCS NMaHy 3apaHee padpaboTaHHbIX Mep no obecneye-
Huto VB, NpoTMBOCTOSALLMX aTakaM 3110YMbILLJIEHHMKOB, TaK 1 B PErYISPHOM NepecMoTpe Moaenem v
nonutuk NB, a Takxke koppekTnposke COUMB. B cnyyae peanusauum yrpo3 AOMKEH ObiTb MCMNOJIb30-
BaH A0MOJIHUTENbHBIN (CneumanbHo pa3paboTaHHbI) NiaH 4eNcTBUIA, MO3BONSAOLLNI CBECTU K MUHN-
MyMYy BO3MOXHbIE€ NOTepn n BocctaHoBUTL COUB.

5.14. Jliobon ueneHanpaBieHHON OeATeNbHOCTU (BM3HECY) CBOMCTBEHHbLI PUCKM. DTO OObEK-
TUBHAsi peanbHOCTb, U MOHU3UTb 3TU PUCKN MOXHO Wb A0 ONPEAENEeHHOr0 OCTaTO4HOrO YPOBHS.

" Mogenu UB (yrpo3 u HapylumTeneit) npefHa3HayeHsl 0Tpaxarb byayliee, BCIEACTBUE YEro OHW HOCST NPOrHO3HbINA XxapakTep. Mopenu
1B pa3pabarbiBaioTcs Ha OCHOBE (akTOB MPOLLIOTO M OMbITa, HO OPUEHTMPOBaHLI Ha Bynyee. Mpu paspaboTke Moaenei (MporHose)
CMONb3YIOTCS UMEIOLLMIACS OMbIT M 3HAHWUS, NOITOMY YEM BbILLE 3HAHUS, TEM TOYHEE NPOrHO3.
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OcrTaBLuascs (octaTo4Hasi) 4HacTb puUcka, onpeaensemas B TOM yncne dakropamm cpepl 4eaTeNbHO-
cTn opraHusauum BC P®, nonxHa 6biTe NpM3HaHA NPMEMIEMO U NpUHATa MO0 OTKIIOHEHA. B aToM
cny4dae OT pucka cnenyet NMMb0o YKINOHUTLCS (UBMEHUTb cpeany AEATENbHOCTM), MO0 NepeBecTn Ha
KOro-Hmbyab (Hanpumep, 3actTpaxoBaTtb). TakMm 006pa3oM, ypoBEHb 3aLLMLLLEHHOCTU MHTEPECOB (Lie-
neii) opraHusaumn 6C PP onpenensietcs, BO-NePBbIX, BENNYMHOM NPUHATBLIX €10 OCTAaTOYHbIX PUCKOB,
a BO-BTOPbIX, 3G DEKTUBHOCTLIO pabOT N0 NOAAEPXAHUIO NMPUHATLIX PUCKOB HA A0MYCTUMOM, HU3KOM
(ocTaToO4HOM) YPOBHE.

5.15. Puckun HapyweHus B gomkHbl ObiTb COrfnacoBaHbl U MePapxXnYeckn CBA3aHbl C pyuckamm
OCHOBHOW (6un3Hec) peatenbHocTu opraHusaummn 6C PO yepe3 BO3MOXHbIN yLepo.

Pucku HapyleHns VB BbipaxaloTca B BO3MOXHOCTU NOTEPU COCTOAHUSA 3aLUULLLEHHOCTU NHTE-
pecoB (uenei) opraHnsaumm 5C PO B HpopMaLmMoHHOM chepe 1 BOZHUKHOBEHUS yLiepba B1u3Hecy
opraHugdaumm 6C P®D nnum ybuITKOB.

MoTeps COCTOSAHUSA 3aLLMLLEHHOCTN MHTEPECOB (uenei) opraHnsauum bC PO B nndopmaum-
OHHOW cdepe 3akioyaeTcd B yTpare CBONCTB AOCTYMHOCTU, LLeSIOCTHOCTU Mn KOHGUAEHUMANBHO-
CTN MHPOPMALIMOHHBIX aKTUBOB, YTpaTe 3afaHHbIX Lenamu 6usHeca napaMmeTpoB UM AOCTYNMHOCTHU
cepBUCOB MHPPaCTPYKTYpbl opraHmsaunn 6C PO.

5.16. YazsumocTb VB co3paeTt npeanochiikm K peann3aumnm yrposbl Yepes Hee (MHunaeHT VB).
Peannzauus yrpossl HapylieHus B npuBoanT K yTpaTe 3alUmniLEeHHOCTN MHTEPECOB (Lenein) opraHn-
3auun BC P® B nHdopmaLmMoHHOM chepe, B pesynbTarte Yero opraHmsaumm bC PO HaHocuTca yiep6.
TaxecTb ywepba COBMECTHO C BEPOSATHOCTLIO MPUBOAALLErO K HeMy nHumaeHTa Ib onpeaenstoT Be-
JIN4MHY pUCKa.

5.17. NOCTOSIHHbIN aHaNU3 1 U3y4yeHne MHPPaACTPYKTYpPbl opraHnsauum 6C PO ¢ uenbto BbisSB-
NIEHVS N YyCTPaHeHus ya3sumMocTteln b — ocHoBa adpdekTnBHON paboTel COUB.

5.18. AHann3 1 oueHka pnckos HapyLeHus B fomkHa OCHOBbLIBATLCS HA MAEHTUDUKALMN aK-
TMBOB opraHusauum bC P®, Ha nx ueHHocTu ons uenen n 3agad opraHnsauum 6C P®, Ha mogensx
yrpo3 v HapywuTenein b opraHnsaumn 5C PO.

5.19. MNpu NPpUHATUM peLlEeHni 0 BHEAPEHUMN 3ALLMUTHBIX MEP A9 NMPOTUBOAENCTBUSA MAEHTUDU-
LMPOBAHHbLIM Yrpo3aM (prckam) He0OXOAMMO YYNTbIBATb, HTO TEM CaMblM OAHOBPEMEHHO MOXET yBe-
nnumBaTbCs cnoxHocTe COUB opraHnsaunm BC P®, 4To, B CBOIO 04epenb, Kak NpaBuio, nopoxaaeT
HOBblEe PUCKN. 03TOMY NpKY BbIOOPE PELUEHNSA O BHEAPEHUN 3ALLMUTHBLIX Mep A1 06paboTKM CyLLEeCT-
BYIOLLMX PUCKOB AO/MKHbI YHUTLIBATLCSA BOMPOCHI 3KCMyaTauumy 3alUTHbIX MEP U UX BAUSIHUS Ha 00-
LLYIO CTPYKTYPY PUCKOB OpraHnsauuu.

5.20. Oprannzauma BC P® ocyLiecTBASET CBOKO AEATENBHOCTL MYTEM peann3aLmm COBOKYM-
HOCTM NPOLECCOB, CPean KOTOPbIX BO3MOXHO BblAENIEHNE CEnYIOLWNX FPYII:

— OCHOBHbIe MNpoLiecchl, o6ecneymBatoLLme JOCTUXEHME Lenent 1 3anad opraHmaaumn bC PO;

— BCNomMoraTesibHble NpoLuecchl, 06ecneynsaroLLmMe Ka4ecTBO, B TOM yncne obecneyeHne MB op-
raHmnzauum 6C PO;

— npoueccbl MeHeOXMeHTa (ynpasneHus), obecneymsaoLme Nnogaepxky napameTpoB OCHOB-
HbIX 1 BCNOMOraTe/ibHbIX MPOLLECCOB B 3a4aHHbIX NPeaeniax 1 nx KOPPEeKTUPOBKY B Clly4ae 13-
MEHEHWS BHELLUHNX UM BHYTPEHHUX YCTIOBUIA.

Takoe pasgeneHve npoueccoB sBASETCS YCNOBHbIM, Tak KAK OCHOBHbIE M BCMOMOraTesbHble
npoLecchl Hepeako 06pasyloT eamHoe Lenoe, Hanpumep, GyHKUNOHMPOBaHWE 3aLUUTHBIX Mep CO-
CTaBNSIET YAaCTb FPYMMNbl OCHOBHbIX MPOLECCOB. B TO e Bpems npoLecChbl MEHEOXKMEHTA OTAENEHbI OT
OCHOBHbIX 1 BCMOMOraTeIbHbIX NPOLLECCOB, KOTOPbLIE ABAFIOTCA 00beKTaMu MEHEAXMEHTA.

5.21. CoBOKYMHOCTb 3aLUTHLIX Mep, peanuayoLmx obecnedyerHne Nb opratmsauum 6C PO, n
NPOLLECCOB MX 9KCMyaTaLmm, BKIoYas peCypCHOE U agMUHUCTPATMBHOE (OpraHn3aumoHHoe) obec-
neyeHune, coctasnset CUB opraHmzaumn 5C POD.

CoBOKYMNHOCTb MPOLECCOB MeHeaxxmeHTa VB, Bkiovyas pecypcHoOe n agMUHUCTPaTMBHOE (Op-
raHn3aumnmoHHoe) obecneveHne aTnx npoueccos, coctaBnsget CMUB opranusaumm 5C PO®.

CosokynHocTb CUIB n CMUB coctaensiet COUB oprannsaumm 6C PO®.

5.22. MNpouecchbl akcnnyaTaumm 3aWwmnTHbIX Mep GYHKUVMOHUPYIOT B peasbHOM BpemeHn. CoBO-
KYMHOCTb 3alUMTHbBIX Mep 1 NPOLLECCOB UX 3KCnayaTauum gomkHa obecneynsaTb TeKyLNA, Tpebye-
MbIll ypoBeHb VB B yCNOBMSX LWUTATHONO GPYHKLIMOHMPOBAHNS, @ TAKKE B YCIIOBUSX peannsaunm yrpos,
YUYTEHHbIX B Moaensx opraHmsaumnm bC PP 1 nprBoaawmnx K BOSHUKHOBEHMIO:

— JNoKasbHbIX MHUMAEHTOB UNB;

— wmMpokomMacLuTabHbIx KaTacTpod 1 aBapuin PasnnMyHoOM NPUPoAbl, NTOCAEACTBUSA KOTOPbIX MOTYT
MmeTb oTHolleHune kK B opranmsaummn 6C PO®.

5.23. COVB pomkHa ObiTb onpeeneHa, CnaaHMpoBaHa U pernaMmeHTUpoBaHa B OpraHmaaumm
BC P®. OgHako aaxe npaBuibHO BbICTPOEHHbIE MPOLECCHI U MICMOJIb3YEMbIE 3aLLNTHBIE MEPbLI B CUJTY
0OBEKTUBHBIX MPUYNH CO BPEMEHEM MMEIOT TEHAEHUMIO K 0cnabneHnio cBoen apdekTMBHOCTU. ITO
HEMUWHYEMO BeAeT K Aerpajaumm CUCTEMbI 3aLUUTbl M BO3PAaCTaHUIO PUCKOB HapyLeHus UB.
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[ns nopaoepxaHusa CUCTEMBbI 3aLWUTbl HA AOJIKHOM YPOBHE B KQY4ECTBE ONepaTMBHOMN Mepbl UC-
NoNb3yeTCs MOHUTOPUHT COObITUI M MHUMAEHTOB B CUB. MeHeaXMeHT coObITUI U nHUMaeHToB 6e30-
NMacHOCTU, MOJIy4EHHbIX B pe3Yy/ibTaTe MOHUTOPMHIa, NO3BONSET U36exaTb AerpagaLmm n 06ecneymTb
TpebyeMblii ypoBeHb 6€30MacHOCTN aKTUBOB.

[ns oueHkn coctosHma VB 3awumuwaemMoro akTmea v BbiIBIEHWSI NPU3HAKOB Aerpagaumm nuc-
NONb3yeMbIX 3aLLMTHbLIX MEP MPOBOANTCS OLLEHKA (CaMOOLEeHKa) COOTBETCTBUS CUCTEMbl TPeOOBaHM-
SIM HaCTOSALWEero ctaHgapTa.

5.24. na peannsauuun n nogaepxaxusa Vb B opraHnsaumm 6EC PO HeobOxoanma peanvsaums
yeTblpex rpynn NPOLECCOB:

— nnaHuposaHne CONB opranusaummn 6C PP (“nnaHmpoBaHue”);

— peanuzauusa CONB opranusauuu BC PO (“peannsauns”);

— MOHUTOPUHT 1 aHann3 COUB opraHusaummn 5C PO (“npoeepka”);

— nopaepxka u ynyyweHne COUB oprannsdaumm C PO (“coBeplueHCTBOBaHME”).

YkaszaHHble rpynnbl npoueccor cocTtaenstoT CMUB oprannsaumm 6C PO.

5.25. MeHepxmeHT MB ecTb 4acTb 06Lero KOpnopaTMBHOro MeHeIKMeHTa opraHusaumn 6C
P®, koTopasi opueHTMpoBaHa Ha COAENCTBME AOCTUXEHWIO LIenen AesTeNlbHOCTU opraHM3aumm ye-
pes obecneyeHre 3aLLMLLEHHOCTN €€ MHPOPMALIMOHHOW Cepbl.

Mpynnbl npoueccoB CMWB opraHmsaunn BC P® cnenyet opraHn3oBbiBaTh B BUOE LMKIINYE-
ckon mogenun emuHra “... — nnaHMpoBaHne — peannsauns — npoBepka — COBEPLLUEHCTBOBAHME —
nnaHMpoBaHue — ...”, KoTopas ABASEeTCH OCHOBON MOAENN MeHeoKMeHTa cTaHaapToB kadecTBa FOCT
P NCO 9001 n B ISO/IEC IS 27001-2005 [4]. OpraHnsaums v BeinonHeHune npoueccos CMUB Heo6-
XOOUMbI B TOM Yncne gnsg obecnevyeHms yBepeHHOCTU B TOM, HTO XOPOLUMIA MPaKTUYECKNn ONbIT opra-
Hu3aumm 6C PO nokyMeHTUpyeTCs, CTaHOBUTCS 0683aTeNbHbIM K NpuMeHeHunio, a COVB coBeplLueH-
CTBYyeTCH.

5.26. OcHoBow ans noctpoeHns COUB opraHunsaummn BC PO aenaioTca TpeboBaHms 3aKkoHoaa-
TenbcTBa Poccuiickon PepepaLmm, HopMaTuBHblE akTbl BaHka Poccum, KOHTpakTHble TpeboBaHUS
opraHmzaummn bC P®, a Takxe ycnoBus BegeHnss Ou3Heca, BblpaXXeHHble Ha OCHOBE naeHTUdUKaunm
akTMBOB opraHnsaumm BC PD, nocTpoeHns moaenu HapyLumTenei n yrpos.

5.27. PucyHok 1 nnntoctpupyetT B3anmocesasb CUB, CMUB n COUB opranusauum 5C PO.

CUCTEMA MEHEKMEHTA UH®OPMALIMOHHON BE3OMNMACHOCTU

Peanusauusa MnaHnposaHue
(od0]7] (od0]7] 3

N
CUCTEMA HDOPMALIMOHHOW BESOMACHOCTU

Mpoeepka CoBepLueHCTBOBaHNE

Counb Counb

PucyHok 1. COUB oprannsauuu 6C P®

5.28. PykoBoacTtBy opraHmzaumn 5C P® HeobxoanmMo MHULMNPOBATL, NOAAEPXNBATbL U KOH-
TponupoBaTb BbinosiHeHne npoueccoB COUB. CTeneHb BbINOMHEHUS YKA3aHHOW AeATENbHOCTUN CO
CTOPOHbI PYKOBOACTBA OpraHmn3aumn onpeaenseTcs oco3HaHmemM HeobxoammocTu obecnedenuns b
opraHusaummn 6C P®. OcosHaHmne HeobxoammocTn obecnedveHus Nb opraHmzauum BC PO nposis-
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NeTcs B UICNONb30BaHUM PyKOBOACTBOM opraHusauum 6C PP 6msHec-npenmyLecTs obecnedyeHns
B, cnocobeTBYOWMX GOPMMPOBAHMIO YCNIOBUI ANA AaNbHENLLEro passmtmua OusHeca opraHn3aumm
C AONYCTUMBIMU PUCKAMMU.

5.29. Oco3HaHue HeobxoaumocTn obecneveHns Nb aBnseTcs BHYTPEHHUM NOOYANTENbHbBIM
MOTMBOM PyKOBOACTBa opraHmnsauum 6C P nocTossHHO MHMUMMPOBATh, NOAAEPXKNBATbL, aHANTU3UPO-
BaTb 1 KOHTponmposaTb COUB, B oTAnYMe OT cuTyaumm, KOraa peLleHne O BbIMOSHEHUN YKa3aHHbIX
BMOOB AEATENIbHOCTU NPUHUMAETCH NMOO0 B pe3yfbTate BO3HUKLLMX Npobnem, nnbo onpenensercs
BHELLHMMK dhakTopamMu.

5.30. OcosHaHue HeobxoammocTn obecneyeHns Vb opraHnsaumm 6C PO BeipaxkaeTca nocpen-
CTBOM BbINONHEHNSA B pamkax CMUB geatenbHOCTH CO CTOPOHbI PYKOBOACTBA, HAanNpaBiEHHOM HA UHU-
LMMpPOBaHME, NoAAepPXaHWeE, aHanm3 n koHTponb COUB opranHusaunmn 6C PO.

6. MoaeAu yrpo3 u HapylumTeaeit HH(pOpPMaLMOHHOH
0e30MacHOCTM OpraHM3aumnii GaHKOBCKOM CUCTEMbI
Poccuinckon Meaepaumm

6.1. Mogenn yrpos v HapyLumTenern 4OMKHbl OblTb OCHOBHBIM MHCTPYMEHTOM opraHmnaauum 6C
P® npwn passepTbiBaHMK, NOAAEPXKAHUN U COBEPLLUEHCTBOBaHUM COUB.

6.2. JeatenbHocTb opraHm3aumn 6C P® nopaepxuvBaeTcs BXxoasllen B ee cocTaB MHdpopma-
LLMOHHOM MHOPACTPYKTYPOI, KOTopas obecneynBaeT peann3daumio 6aHKOBCKUX TEXHOIOMMIA U MOXET
ObITb NpeAcTaBneHa B BUAE MEPAPXMN CNeayoLLMX OCHOBHbIX YPOBHEN:

— $un3nyeckoro (MMHMM CBA3M, annapaTHbie CpeacTsa v np.);

— CeTeBOoro o60pyAoBaHUS (MapLUpyTU3aTopbl, KOMMYTATOPbl, KOHLLEHTPATOPbI 1 NP.);
— CeTeBbIX MPUIOXEHNI 1 CEPBUCOB;

— onepauyunoHHbix cuctem (OC);

— cucTteM ynpaeneHus 6asamu gaHHbix (CYB);

— BaHKOBCKMX TEXHONOMMYECKNX MPOLLECCOB U NMPUNOXEHUN;

— BU3HEeC-NPOLECCOB OpraHM3auum.

6.3. Ha kaxxa0oM 13 ypoBHEN YrpO3bl U X UCTOYHUKMN (B T.4. 3I0YMbILLAEHHWKW), METOAbI U CPes-
CTBa 3alnTbl M NOAX0AbI K OLLeHKe 3DdOEKTUBHOCTU ABASIOTCA PA3NINYHBIMU.

6.4. FnaBHOM LENbIO 3N0YMbILLNEHHNKA ABASETCS NOAyYEeHNEe KOHTPOAS HaA MHPOPMALMOHHbI-
MW aKTUBaMK Ha ypoBHe Gu3Hec-npoLeccoB. MNpamoe HanageHne Ha ypoBHE OU3HEC-MPOLECCOB,
Hanpumep, NnyTemMm packpbiTusa KOHOUAEHLMANBbHON GAHKOBCKOWM aHanuTu4yeckom nidopmaunun, 6onee
9P PEKTMBHO 4S9 3/I0YMBbILLMIEHHUKA U OMacHee Ang cCOOCTBEHHMKA, YEM HanaaeHne, OCyLLECTBSE-
MOE Yepes HUXHME YPOBHU, TpebdyioLLee cneundunyeckmx onbita, 3HaHUn 1 Pecypcos (B T.4. BDEMEH-
HbIX) U MO3TOMY MeHee 3P DEKTUBHOE NO COOTHOLLUEHWIO “3aTpaThl / MosyYaeMbir pedynbrart”.

Apyrumu uenamMmm 310yMbILLSIEHHUKA MOTYT SBAATLCH, HanpuMep, HapylueHne @yHKLMOHUPO-
BaHMa Gu3Hec-npoueccoB opraHusaumm 6C PP nytem HapylueHus AOCTYMHOCTU UK LLENOCTHOCTHU
MHOOPMALIMOHHBIX aKTUBOB, HaNnpMMep, NoCPencTBOM PacnpPOCTPaHEHNA BPEOOHOCHbLIX NPOrpamMm
WK HapyLleHns npasun akcnayatauum 9BM vnum mnx ceten.

6.5. OpraHmnsaumsa goxHa onpeaenmTb KOHKPEeTHblE 00beKTbl cpeabl MHDOPMALMOHHbBIX aKTH-
BOB Ha KaXA0M 13 YPOBHEN NHPOPMALMOHHOM MHDPACTPYKTYPbI.

6.6. OCHOBHbIMU NCTOYHMKamMK yrpo3 Vb aengioTcs:

— HebnaronpuaTHbIE COBLITUS NMPUPOAHOI0, TEXHOrEHHOMO U COLMAIbHOMO XapakTepa;

— TeppopuUCTbl N KPUMUHASIbHbIE 3JIEMEHTHI;

— 3aBUCMMOCTb OT MOCTaBLUVKOB/NPOBanAepOB/NapTHEPOB/K/INEHTOB;

— cbown, oTKasbl, paspyLleHns/NoBPEXAEHNS MPOrPaAMMHbIX N TEXHUYECKUX CPEACTB;

— paboTHukK opraHusaumm bC PP, peanusyiowime yrpossl Ub ¢ nCNonb3oBaHMEM NeranbHO npe-

[OCTaBfIEHHbIX M NPaB U MOJSIHOMOYMIA (BHYTPEeHHWE Hapywmntenu UB);

— paboTHukM opraHundaumm 6C PP, peannayowime yrpossl B BHe neranbHO NpenoCTaBieHHbIX

VM NpaB 1 NOHOMOYUNIA, a Takxke CyObekTbl, He aBngtoLmecs paboTHMKaMmn opraHnsaumm 6C

P®, Ho ocywecTBagowme nonbitkn HCA n HPA, (BHewHme HapywmnTenn UB);

— HecooTBeTCTBME TPeOOBaHUAM HaA30PHbIX 1 PETrYANPYIOLLMX OPraHoB, AECTBYIOLEMY 3aK0-

HOOATENbCTBY.

6.7. Hanbonee akTyanbHbIE UCTOYHUKM YrPO3 Ha GU3NYECKOM YPOBHE, YPOBHE CETEBOIO 000-
PyLOBaHVS 1 YPOBHE CETEBbIX MPUNOXEHWI:

— BHewHune Hapywmntenun MB: nuua, paspabaTtbiBatoLLme/pacnpocTpaHsiowe BUpyCcobl U apyrme

BPEOOHOCHbIE MPOrpaMMHbIe KOAbI; Nrua, opraHusyowme DoS, DDoS n nHble BUAbI atak; nmua,

ocyuwiecteagowme nonbitkn HCA v HPL,;
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— BHYTpeHHMe HapywunTenn Wb: nepcoHan, MMetoLwLmii npaea AocTyna k annapaTHoMy 060pyno-

BaHWIO, B TOM YUCIle CETEBOMY, aAMUHUCTPATOPbLI CEPBEPOB, CETEBBLIX NMPUIIOXEHNA U T.1M.;

— KOMOWHMPOBAHHbIE UICTOYHMKN YrPO3: BHELLHNE U BHYTPEHHNE HapywmnTtenn Vb, nencreyolume

COBMECTHO U (1K) COriaCoBaHHO;

— cbou, oTKasbl, paspyLUeHns/NOBPEXAEHMS NPOrPaAMMHbIX N TEXHUYECKUX CPEACTB.

6.8. Hanbonee akTyasnibHble MICTOYHUKM YIPO3 HA YPOBHAX ONEPaLMOHHbIX CUCTEM, CUCTEM YNpPaB-
neHusa 6a3amMum faHHbIX, 6GaHKOBCKMX TEXHOIOMMYECKNX NPOLLECCOB:

— BHYTpeHHue HapywuTtenu MB: agMuHuctpatopsl OC, agmuHnctpatopel CYB/[, nonb3oBatenu

OaHKOBCKUX MPUIOXEHWUI U TEXHONOMMIA, aAMUHUCTpaTopbl b n T.4.;

— KOMOWHMPOBAaHHbIE MCTOYHMKN YIPO3: BHELUHWE N BHYTPEHHWE HapywnTtenn Vb, aencreyowme

B croeope’.

6.9. Hanbonee aktyanbHble UICTOYHUKN YrPO3 HA YPOBHE ON3HEC-NPOLECCOB:

— BHYyTpeHHue HapywunTtenu NbB: aBTopr3oBaHHbIe Nonb3oBaTenu n onepatopsl ABC, npeacrasu-

TeSIN MEHEXKMEHTA OpraHusauum n np.;

— KOMOWHMPOBAHHbIE NCTOYHUKU Yrpo3: BHELWHUE Hapywmtenu VB (Hanpumep, KOHKYPEHThI) 1

BHYTPEHHWE, AENCTBYIOLME B CrOBOPE;

— HecoO0TBeTCTBUE TPEOOBAHUAM HAZA30PHbIX 1 PETYNPYIOLLMX OPraHoB, AENCTBYIOLLEMY 3aK0-

HOOATeNbCTBY.

6.10. ICTO4HMKM YrpO3 NCNONBL3YIOT 419 peanusauumm yrpoabl ya3zsumocTtu Ub.

6.11. Xopouwei npakTukoi B opraHnsaumsx bC PD aenseTtcs paspaboTka Mmoaenen yrpos u
HapywunTtenen b ona opraHMsaummn B LLESIOM, a Takke Npu HeoBXO0AMMOCTU 419 ee OTAeNbHbIX B6aH-
KOBCKMX MPOLLECCOB.

CrteneHb AeTanmsauum napaMeTpoB MOAENEN yrpo3 1 Hapywmntenein b MoxeT 6bITb pa3nuyHa
1 onpeaenseTcs peanbHbiMy NOTPEOHOCTAMM AN KaXA0M OpraHm3aunmn B OTAENbHOCTH.

7. Cucrema nHdopmauMoHHOM 0e30MacHOCTH
opraHu3aumit 0aHKOBCKOH CUCTEMbI
Poccuickon Meaepaumm

7.1. O0OwWwme nosioXxeHuda

7.1.1. BoinonHeHue TpeboBaHuii K CUB opraHmnzauum BC PO asnsetca ocHoBoOM ana obecne-
YyeHus JomKHoro yposHsa Nb. @opmMupoBaHmne TpeboaHuii k CUB opraHmnzaumm bC PP gonxHo npo-
BOOUTbLCS HA OCHOBE:

— MOJIOKEHUI HAaCTOALWEro pasgena ctaHaapTa;
— BbINOJIHEHUS AeaTenbHOCTU B pamkax CMWB oprannzaumm BC P®, onpeneneHHol B pasaene 8

HaCTOosALWEero cTaHaapTa (B YHaCTHOCTU, AeATeNbHOCTM Mo pa3paboTke naaHoB 06paboTKM pUC-

KOB HapyLieHuns UB).

TpeboBaHus kK CUB opraHmsaumm BC P® gonkHbl 6biTb 0POPMAEHbl AOKYMEHTaIbHO B COOT-
BeTCTBUUN C PekomeHpaumsamm B o6nactm ctaHaaptusaumm banka Poccumn PC BP MBBC-2.0 “O6ecne-
yeHne MHdOopPMaLMOHHOK Be3onacHOCTU opraHmn3auuii 6aHKOBCKO cuctembl Poccuiickoin depepa-
umn. MeTogmyeckne pekomMeHaaLmMm no AoKyMeHTaumm B o6nactu obecnevyeHns HGOpPMaLMOHHOM
6e3onacHOCTM B cOOTBETCTBMU C TpebosaHuammn CTO BP NBBC-1.0".

7.1.2. NMonoxeHunsa nogpasnenosB 7.2—7.11 HacTosLero ctaHgapTa o6pasyoT 6a30BbIi HAGoP
TpeboBaHuin K CUB, npuMeHuMBbI K 60NbLWMHCTBY opraHmsaunii BC Pd. B cooTBeTCTBUM C 0COOEH-
HOCTAMU KOHKpeTHoW opraHmn3aumn 5C P® paHHbI 6a30BbIi HA60P TpeboBaHU MOXET ObITb pac-
LMPEH NyTEM BbINOJIHEHUS OeATEeNbHOCTU B pamMkax npoueccos CMWB opraHmsauum 6C PO, Hanpu-
Mep, onpenenerHns obnactu gericteua COUB oprannzaumm bC P®, aHannsa v oLeHKr puCckoB Hapy-
weHna NB.

7.1.3. TpeboBaHusa kK CUB gomkHbl 6bITb CHOPMUPOBAHBLI B TOM YUCTE ANS Cneayioumx o0-
nacremn:

— Ha3HayeHuns 1 pacnpeneneHns poner n obecneyeHns 4OBEPUS K MEPCOHANY;
— ob6ecnevyeHuns Nb Ha ctaguax XL, ABC;
— 3awmTtel o1 HCO v HP, ynpasneHus 4OCTyNnoM v pernctpaumen scex genctesnii B ABC, B Tene-

KOMMYHMKaLUNOHHOM 000pYyA0BaHNUM, aBTOMATUYECKMX TeNEeDOHHbIX CTaHUMSX U T.4,.;

— aHTMBUPYCHOW 3aLLMThI;
— MUCN0SIb30BaHNS PecypcoB ceTn MIHTepHeT;

' Ha fiaHHbIX YPOBHSIX 11 ypOBHE GMU3HEC-NPOLECCOB PEAnM3aLys yrpo3 BHELWHUMM HapywwuTensmn Vb, AelicTBYIOWMMM CaMOCTOSITENbHO,
663 Coy4acTus BHYTPEHHNX, NMPAKTUYECKN HEBO3MOXHA.



CTO bP MUBBC-1.0-2010 17

— wucnonb3oBaHna CK3U;
— 3aLmTbl 6AHKOBCKMX NAATEXHbBIX N NHDOPMALIMOHHBIX TEXHONOMMYECKMX NPOLLECCOB, B TOM YMCIE

OaHKOBCKMX TEXHOJIOMMYECKMX MPOLLECCOB, B paMKax KOTOpbIX 06pabaTbiBalOTCS NepCoHasb-

Hbl€ AaHHbIE.

B koHkpeTHol opraHusaummn bC PO tpebosaHua k CUB moryT dopmMmnpoBaTtbCcs U ans Apyrmx
obnacTen n HanpaBleHN OEATENbHOCTH.

7.1.4. Npu pacnpeneneHnn npas JocTyna paboTHMKOB N KIIMEHTOB K MHPOPMALMOHHBLIM aKTU-
BaM opraHu3dauumn BC P® cnenyeTt pykoBOACTBOBATLCS NPUHLMNAMMN:

— “3HaTb cBOEro kamMeHTa"';
— “3HaTb CBOEro cryXxaulero”?;
— “HeobxoauMO 3HaTb™?,

a TaKkxke peKOMeHAyeTCs UCMONb30BaTb NPUHLUMN “ABOMHOE ynpasaeHmne” .

7.1.5. dopmuUpoBaHME poner OOMKHO OCYLLECTBAATLCSH HA OCHOBAHUWN CYLLLECTBYIOLLNX OU3-
Hec-npoLeccoB opraHndaunn BC PD 1 npoBOANTLCS C LLENbIO UCKITIOYEHUS KOHLLEHTPAL MM MOHOMO-
YN U CHUXXEHNS PUCKA MHUMAEHTOB VB, CBA3aHHbIX C noTepen MHGOPMaLUNOHHbIMW aKTUBaMU CBONCTB
OOCTYNHOCTHU, LEeNOCTHOCTU UAN KOHDUAEHUNANBHOCTH.

dopmmpoBaHme pPosiel He AOKHO BbIMOHATLCS MO NPUHUUNY PUKCaLMN HGaKTUHECKU CNIOXUB-
LUMXCS NpaB 1 NOJSIHOMOYUI NnepcoHana opraHmsaumm 6C PO.

7.1.6. Onqa obecneyeHns NBb n koHTponsa 3a kayecTBOM obecneyeHns VB B opranmnzauum 6C
P® nomxHbl 6bITh ONpeaeneHbl posiv, CBA3aHHbIE C AeATENbHOCTbLIO N0 06ecneyerHnto MIB. PykoBoacTeo
opraHunsdaumm bC P® nomkHO OCyLLECTBAATL KOOPAMHALMIO CBOEBPEMEHHOCTM 1 KA4ECTBA BbIMOJIHE-
HUS ponen, cBa3aHHbIX ¢ obecnedyeHnem Mb.

7.1.7. b ABC ponxHa obecrnednBatbcs Ha Bcex cTaamsax XL, ABC, aBTomatnampytoLmx 6aH-
KOBCKME TEXHOI0rM4yecKmne npoLecchl, C y4eTOM MHTEPECOB BCEX CTOPOH, BOBJIEYEHHbIX B NMPOLLECCHI
XKLL (pa3paboTyumkoB, 3aKka34MKOB, MOCTABLLUMKOB NPOAYKTOB U YCAYr, 3KCMIyaTUPYIOLLMX U HAA30p-
HbIX NoapasaeneHnii opraHmsaumm 5C PD).

7.1.8. Mpun npuHATUM pyKOBOACTBOM opraHmsauuu BC PO pelueHuii 06 MCNONb30BaHUM CETU
MHTepHeT, npn ¢popmMMpoBaHUN LOKYMEHTOB, PErNIaMEHTUPYIOLMX NOPALOK UCMONb30BaHNA CETH
MHTEpHET, a Takke MHbIX LOKYMEHTOB, CBA3aHHbIX ¢ obecnevyeHnem VB npm ncnonb3oBaHuu cetu
MHTEepHET, He0OX0AMMO YyYUTbIBaTb CAEAYIOLMNE MOTIOXKEHNS:

— ceTb VIHTEpHET HE MEET eANHOr0 OpraHa ynpaBneHus (3a UCKIIIOYEHUEM CNY>XObl yipaBneHns

NPOCTPAHCTBOM UMEH 1 aAPECOB) U HE SABASETCS OPUANYECKMM INLOM, C KOTOPbIM MOXHO Oblno

Obl 3aKJIIOYNTB AOrOBOP (cornaweHne). Mpoeariaepsl (nocpenHukm) cet VIHTepHET MoryT obec-

NeYnTb TOJILKO Te YCNIYrn, KOTOPbIE PEan3yTCHa HEMOCPEACTBEHHO UMU;

— CYLLECTBYET BEPOSTHOCTb HECAHKLIMOHMPOBAHHOIO JOCTYNa, NOTEPU U UCKaxXeHUs nHdopma-
umn, nepegasaemMoin NocpPencTBOM ceTu VIHTepHET;

— CYLLECTBYET BEPOSTHOCTb aTaku 3/I0YMbILLJIEHHMKOB Ha 060pyaOBaHMe, NporpamMmMHoe obec-
nevyeHne n MHGOPMaLMOHHbIE PECYPChbI, NOAKITIOYEHHbIE/OOCTYMNHbIE U3 ceTn IHTepHeT;

— rapaHTum no obecneyeHunio Vb npu ncnonbaosaHnm cetn IHTEPHET HUKAKMM OPraHoM/y4ypex-

[eHveM/opraHmsaumein He NPeaoCcTaBIA0TCS.

7.1.9. B pamkax 6aHKOBCKMX MaTEXHbIX TEXHOOIMYECKMX MPOLECCOB B KAYECTBE akTMBOB,
3aWmaeMbIX B NepBylO o4epenp, crneayeT paccMaTpmsar:

— 0GaHKOBCKWI NMiaTexXHbI TEXHONOMMYECKNA NPOLLECC;
— nnaTexHyo nHbopmaumio.

7.2. O6wue TpeboBaHUs No o6ecnevyeHnto MHGOPMaLMOHHO 6e30nacHOCTH
npuv Ha3Ha4YeHUU U pacnpeaesieHny poJsiein u obecnevyeHn AOBepuUsa K NepcoHany

7.2.1. B opraHmnzaummn 5C PD aomkHbl ObiTb BblAeNEHbl U JOKYMEHTaIbHO OnpeaesnieHbl posn ee
pabOoTHMKOB.

1 “3Hatb cBoero knmeHTa” (Know your Customer): npuHLuM, 1CMoNb3yeMblii PErynvpyIowyMin opraHamy sl BbIDaXeHusi OTHOLLEHUS! K
bWUHAHCOBLIM OPraHM3aLuMsM C TOYKW 3PEHNS 3HAHUS [eSTeNbHOCTU UX KIUEHTOB.

2 “3Hatb cBoero cnyxauero” (Know your Employee): npuHumn, LEMOHCTPUPYHOLMIA 03a604EHHOCTb OPraHU3aLmMm No NoBOAY OTHOLLEHMS
CMNyXaLLWX K CBOUM 00513aHHOCTSIM 1 BO3MOXHBIX NPo6/eM, Takux, kak 310ynotpebneHure uMyLiecTeoM, adepsl uin GrHaHCOBbIE TPYAHO-
CTU, KOTOPbIE MOTYT NPUBOANTL K NMpoBaeMam ¢ 6e30MacHOCTbLIO.

% “Heobxommmo 3Hatb” (Need to Know): npuHLyn, orpaHumBaioLLmii NoaHOMOUMS MO AOCTYNY K MHbOpMAaLMK 1 pecypcam o obpaboTke
MHbOPMALMK Ha YPOBHE MUHUMANLHO HEOOXOAMMbIX S BLINOHEHUS OMPEAENeHHbIX 00513aHHOCTEA.
4 “NlBoitHoe ynpaeneHue” (Dual Control): npuHUMN COXpaHeHWsi LENOCTHOCTM MpoLecca U 6opbObl G MCKaXEHUEM YHKUMIA CUCTEMDI,

Tpebylowmin ay6nmpoBaHus (anropuTMUYECKOr0, BPEMEHHOT0, PECYPCHOr0 MM MHOTO) AeMCTBUIA A0 3aBEPLIEHUS ONpeAeNeHHbIX TpaH-
3aKLMIA.
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dopMupoBaHme ponen, CBA3aHHbIX C BbINMOJHEHMEM AEATENbHOCTUN No 06ecneyveHmto VB cpe-
OV NPOoY€ero A0KHO OCYLLECTBAATLCSA HA2 OCHOBaHMM TpeboBaHMN 7 1 8 pa3aenoB HACTOSALLLENO CTaH-
papra.

7.2.2. Ponu cnegyeT nepcoHnduuUmMpoBaTh C yCTAHOBIEHNEM OTBETCTBEHHOCTHM 32 UX BbINON-
HeHue. OTBETCTBEHHOCTb AO/IKHA OblTb JOKYMEHTaIbHO 3adUKCUPOBaHA B ALOJIKHOCTHbIX MHCTPYK-
LMSIX.

7.2.3. C uenblo CHMUXEHMS puckoB HapylleHus Vb He pekoMmeHayeTcs, 4TOObl B paMkax OHOM
ponu coBmeLllannce cneayowme dyHKLMn: pa3paboTkm n conpoBoxaeHus cuctemol/IN0O, nx paspa-
OOTKM 1 9KCMJlyaTaumm, CONPOBOXAEHMS U 3KCMIyaTalmmn, aAMUHUCTPATOPa CUCTEMbI M aAMUHAUCT-
paTtopa B, BbINOAHEHNS onepaLwmii B CUCTEME U KOHTPOJIS UX BbINOJIHEHNS.

7.2.4. B opranusauuu BC P® gonmkHbl 6bITb 4OKYMEHTaNbHO ONPEeAeNeHbl U BbINMOMHATLCS MPO-
Leaypbl KOHTPONSA AeAaTeNbHOCTN paboTHMKOB, 061afaloLWwmMxX COBOKYMHOCTLIO MOSIHOMOYMIA (Pons-
MK), MO3BONSAIOLLMX MONYYNTb KOHTPOb HAaZ, 3amuiaeMbliM MHOOPMALMOHHBIM aKTUBOM OpraHmn3a-
unm BC P®.

7.2.5. B opranusaummn 6C P® gonxHbl OblTb JOKYMEHTANIbHO OnpeaeneHbl npoueaypbl npuema
Ha paboTy, BavsioLyio Ha obecnedenne VB, Bknovaowme:

— MNPOBEPKY NOAAVNHHOCTM NPEA0CTaB/IEHHbBIX AOKYMEHTOB, 3a9BAeMOol KBanudukaLmm, TO4YHO-

CTW N NONHOTLI Brorpaduyecknx GakTos.;

— MPOBEPKY B HaCT NPODECCUOHANBHbBIX HABBIKOB 1 OLLEHKY NPOdMECCUOHaNIbHOM MPUrO4HOCTN.

YkasaHHble npoueaypbl LOMKHbI NpeaycMaTpuBaTh AOKYMEHTaNbHYIO GrKcaLmio pe3ynstaTos
NPOBOAMMbIX MPOBEPOK.

7.2.6. PekomeHayeTcs AOKYMEHTaNbHO ONPEeAennTb NPoLeaypbl PEryasgpHOn NpoBepPKX (C Ao-
KYMEHTasnbHOM prKcaunen pesynbTaToB) B 4aCT NPOMECCUOHASbHbIX HABbIKOB 1 OLLEHKN nNpodec-
CUOHANbHOM NPUrOAHOCTM PabOTHNKOB, a TakXXe BHEMNAHOBOW NPOBEPKU (C AOKYMEHTaNbHOM dukca-
LuMen pesyabTaTtoB) — NPU BbIBAEHUN GAKTOB UX HELUTATHOIO NOBEAEHUS, Y4aCTU] B MHUMOeHTax Nb
WM MOO03PEHMIA B TAKOM NOBELEHUN NW YHACTUN.

7.2.7. Bce paboTHukn opraHmsaumm bC PO nomkHbl faBate MMCbMEHHOE 0693aTeNbCTBO O
cobnioaeHnn KOHONAEHUMANBHOCTU, MPUBEPXKEHHOCTM NpasmuiaM KOpnopaTUBHON 3TUKM, BKIOYas
TpeboBaHMa NO HEAOMYLLEHNIO KOHDINKTA MHTEPECOB.

Mpv B3aMMOAENCTBUN C BHELUHUMW OpraHn3aumnaMmun u knmeHtamm tpebosaHma no obecneye-
HUIO VIB 8OMKHBI pernameHTMpoBaTbCs MOMOXEHNAMM, BKIIOYAEMbIMY B LOFOBOPLI (COrnalleHms) ¢
HUMN,

7.2.8. O6593aHHOCTM NepcoHana no BbINOSHEHNIO TpeboBaHMin Mo obecnedeHntio B fomxHbl
BKJ1IOYATbCS B TPYAOBbIE KOHTPAKThI (COrnalleHus, A0roBopbl) U (MAn) AOMKHOCTHbLIE MHCTPYKLNN.

HeBbinonHeHne paboTHukamu opraHmsauum 5C PO TpebosaHuii no o6ecnedeHno Vb nonxHo
NPUPaBHUBATLCS K HEBLIMOMHEHWIO AOKHOCTHBIX 00513aHHOCTEN 1 NPUBOAUTL K&K MUHUMYM K ANC-
LMNIINHAPHON OTBETCTBEHHOCTW.

7.3. O0wume Tpe6oBaHMA No obecnevyeHuio MHGOPMaLMOHHO 6e3onacHoOCTU
aBTOMaTU3NPOBaHHbIX 6aHKOBCKMX CUCTEM Ha CTaAUsAX XXM3HEHHOro uuknia

7.3.1. lMpun dopmmpoBaHum TpeboBaHmi No o6ecneveHmnto b pekoMmeHayeTcs paccMaTpmBaTh
cnepyouwme obume ctagum moaenn XL, ABC:

1) paspaboTka TEXHNYECKNX 3aaaHNIA;

2) NpoekTupoBaHue;

3) cospaHue 1 TeCTUPOBaHME;

4) npnemMka 1 BBOA, B AENCTBME;

5) skcnnyatauns;

6) conpoBOXAEHNE U MOOEPHU3ALNS;

7) cHATWe C aKkcnyaTauun.

B cnyyae paspaboTtkn ABC B opraHmzaumm 5C PO pekomeHayeTcs paccmMaTpmBaTh BCE CTaanmn
XU, ABC, a B cnyyae nprnobpeteHus rotoBbix ABC pekoMeHayeTcs paccmatpuBaTbh ctagumn 4—7 XL,
ABC.

7.3.2. PaspaboTka TexHn4eckmnx 3agaHmii n npnemka AbC 0onxHbl OCYLLLECTBNSATLCSA MO corna-
COBaHUIO 1 Npu y4acTum noapasaeneHns (nuy) B opraHmndaumm b6C P®, oTBeTcTBEHHOrO 32 06ecne-
yeHune UB.

7.3.3. BBOA4 B OeNCTBME, KCMyaTaUmns U CONPOBOXAEHME (MOAEPHM3AUMS), CHATME C SKCMya-
Taunm ABC g0mKHBI OCYLLECTBAATLCA MNOA, KOHTPOSEM NoApa3aeneHns (nmy) B opraHmaanmmn, OTBeT-
CTBEHHOro 3a obecneyeHne Nb.

7.3.4. Mpuenekaemble ans pa3zpaboTkm 1 (Mnn) NpomM3BOACTBA CPEACTB 1 cucTeM 3awwmnTsl ABC
Ha JOroBOPHOM OCHOBE CMNeuManu3npoBaHHbIE OpPraHM3auun OOJKHbl UMETb JIMUEH3UV HA OAHHbIN
BUA, OeATEeNbHOCTM B COOTBETCTBUMN C 3aKOHOAATENbCTBOM PD.
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7.3.5. PazpabatbiBaemMble ABC 1 (MnKn) UX KOMMOHEHTbI A0JIKHbI OblTb CHAOXEHbI LOKYMEHTa-
uMen, coaepxallen onncaHne peann3oBaHHbIX 3aWUTHBIX MeP, B TOM YMUCIIe B OTHOLWEHUN yrpo3 NB
(MCTOYHUKOB Yrpo3), ONUCaHHbIX B MoAenn yrpo3 opraHmsauuu bC P®. MNMprnobpeTtaembie opraHmsa-
umeii BC P® rotoBbie ABC 1 (1) X KOMMNOHEHTbI PEKOMEHAYeTCs cHabXaTb yka3aHHOM AOKYMEHTa-
Lnen.

Takke ookyMeHTaums Ha paspabaTbiBaemble ABC nnm npnobpetaemole rotoblie ABC 1 X KOM-
MOHEHTbI J0JKHA COAEPXaTh ONMMCaHNE PeanIM30BaHHbIX 3ALLMTHbLIX MEP, NMPEANPUHATBLIX pa3padboT-
YMKOM OTHOCUTENIbHO 6e30MacHOCTM Pa3paboTku 1 6e30MacHOCTM NOCTaBKU.

B norosop (koHTpakT) 0 paspaboTtke ABC nnm noctaeke rotoBbix ABC 1 nx KOMNOHEHTOB opra-
Hu3aumnsm BC PD gomkHbl BKIOYATLCS MOMOXEHUS MO COMPOBOXAEHMIO MOCTaBASEMbIX 3NN Ha
BECb CPOK MX CNy0bl. B cnyyae HEBO3MOXHOCTU BKJIIOYEHUS B I0FOBOP (KOHTPAKT) yKa3aHHbIX MOJo-
XEHUN AoKeH OblTb NPUOOPETEH NOJHBIN KOMMNEKT paboyen KOHCTPYKTOPCKOM A0KYMEeHTaummn, obec-
neynBaloLLMii BO3MOXHOCTb conpoBoxaeHns ABC 1 nx kOMNoHeHTOB 6e3 ydyacTusa pa3paboTyuka. Ecnm
00a ykasdaHHbIX BapraHTa HenpueMemsbl, Hanpumep, BCAeACTBME BbICOKON CTOMMOCTU UKW NO3ULMN
durpmMbI-nocTaBLLmKa (paspaboTymka), pykoBOACTBO opraHmsauun 6C P® gonxHO oueHUTbL 1 OOKY-
MeHTaNIbHO 0POPMUTL AOMNYCTUMOCTb pucka HapyweHua UB, Bo3HMKaowero npy HEBO3MOXHOCTH
conpoBoxaeHns ABC 1 nx KOMNOHEHTOB.

7.3.6. Npu paspaboTke TEXHNYECKMX 3a4aHNI HA CUCTEMbI AUCTAHLUMOHHOIO 6aHKOBCKOro 00-
CNY>XMBaHUSA AOJIKHO OblTb YYTEHO, YTO 3aluMTa AaHHbIX A0JKHA 00eCcneymBaTbCs B YCIOBUSAX:

— MONbITOK AOCTYNa K 6aHKOBCKON MHMDOPMaLMN aHOHUMHbIX, HEABTOPM30BaHHbIX 3/T0YMbILLEH-

HWUKOB MPU NCMOJIb30BAHNN CETEN 06LLErOo NOMb30BaHMS;

— BO3MOXHOCTM OLLINOOK aBTOPU30BAHHbIX NONb30BaTENEN CUCTEM;
— BO3MOXHOCTV HEHAMEPEHHOI0 UM HeaZleKBaTHOIO UCMOJIb30BaHUSA KOHOUAEHUMANbHbBIX OaH-

HbIX aBTOPU30BaHHbLIMU MOJIb30BATENSAMN.

7.3.7. Ha cTaanu TecTMpoBaHUs A0JIKHbI 06ecneymBaTbCs aHOHMMHOCTb AaHHbIX U MpoBepkKa
afleKBaTHOCTW pasrpaHn4eHns 4ocTyna.

7.3.8. Ha ctapmmn akcnnyaTtaumm ABC 0omKHbI ObITb OKYMEHTaNIbHO ONpeaeNeHbl U BbINMOHATHCS
npoLeaypbl KOHTPOs paboTocnocoOHOCTU (DYHKUMOHNPOBaHNUSA, 9PHEKTUBHOCTIN) Pean30BaHHbIX
B ABC 3awwnTHbIX Mep. Pe3ynbTaThl BbIMOMHEHUS KOHTPONASA AOJKHbI JOKYMEHTUPOBATHLCS.

7.3.9. Ha ctagmmn conpoBoOXaeHNs (MOAEPHN3ALMN) [OMKHBI ObITb AOKYMEHTANBHO onpeaene-
Hbl U BbINOJIHATLCS MPOLLEeyPbl KOHTPONS, 06ecneymBaioLne 3alnTy OT:

— YMBbILLJIEHHOIO HECAHKLMOHMPOBAHHOIO PACKPbLITUSA, MOOUDUKALIMN NN YHUHTOXEHUSA MHDOP-

Mauuu;

— HeyMbILWIEHHOM MoAndUKauMmn, PackpbITUS MW YHUHTOXEHUA NHpopMauunm;
— oTkKasa B 06CNYXUBAHUN U YXYOLEHNS OOCNY>XMBAHUS.

PegynbTaTthl BLINOSHEHWA KOHTPONSA A0J/IKHBI JOKYMEHTUPOBATLCH.

7.3.10. Ha ctagmmn conpoBoXaeHuns (MoaepHu3aumm) npu nto6om BHeceHnn nameHeHms B ABC
OOJIXHbI MPOBOAMTLCH MPOLEAypbl MPOBEPKN PYHKLMOHANIBHOCTU, pedyfibTaTbl KOTOPOW OOIXKHbLI A0-
KYMEHTaNbHO (PUKCUPOBATLCH.

7.3.11. Ha cTaguun CHATMA € aKcnayaTauumy A0AKHbl ObiTb JOKYMEHTaNIbHO ONPeAesneHbl 1 Bbl-
NONHATLCS NPOLLeAypbl, 06ecneymBaioLmne yaaneHme nHeopmMaLlmm, HECaHKLMOHMPOBAHHOE UCMOSb-
30BaHME KOTOPOWM MOXET HaHeCTu yepb O13HeC-AeaTeNbHOCTN opraHmsauuu, u nidopmaumm, uc-
nonb3yemMomn cpeacteamm obecnedyeHus Nb, n3 noctossHHo namat ABC 1 ¢ BHELLHUX HocuTenen, 3a
VCKJTIOHEHNEM aPXMBOB 3JIEKTPOHHbLIX JOKYMEHTOB M MPOTOKOI0B 3JIEKTPOHHOIO B3anMOLenCcTBuS,
BeLEHME N COXPAHHOCTb KOTOPbIX B TEYEHNE ONPEAESIEHHOro Cpoka NpeaycMOTPEHbl COOTBETCTBYIO-
WMMN HOPMATUBHBLIMU U (MIN) AOTOBOPHLIMU OOKYMEHTaMu. Pe3ynbtathl BbINOJIHEHUS NMPOoLenyp
OOJKHbI AOKYMEHTMPOBATLCS.

7.4. O0Owume TpeboBaHMe No obecnevyeHuio MHGOPMaLMOHHOK 6e30nacHOCTHU
npu ynpaeseHnun JoCcTynom n peructpauum

7.4.1. JonxeH ObITb AOKYMEHTANbHO ONpeaeneH nepeyeHb MHPOPMALMOHHbIX aKTUBOB (UX TU-
nos) opraHmzaumn 6C P®. MNpaea noctyna paboTHUKOB 1 KNNMEeHTOB opraHm3aumn bC P® k aaHHbIM
aKTMBaM JOJKHbl OblTb AOKYMEHTaIbHO 3adUKCUPOBAHbI.

7.4.2. B coctaBe ABC f0mKHbl NPUMEHATBCS BCTPOEHHbIE 3alUUTHbIE MEPbI, @ TaKXe PEKOMEH-
OYI0TCS K MICMOb30BaHMIO CePTUPULMPOBAHHbIE UK paspeLleHHble PYKOBOACTBOM opraHusaummn 6C
P® k npumeHeHunio cpencTea 3awmtbl MHGopmauum ot HCA n HPA.

7.4.3. B opraHusaummn bC P®D nonxHbl 6biTb AOKYMEHTaIbHO OnpenesieHbl U yTBepXaeHbl PyKo-
BOLCTBOM, BbIMOJIHATLCS U KOHTPOJMPOBATLCA Npoueaypbl naeHtudukaumm, ayteHTndumnkaumm, as-
Topu3aumn; yrnpasneHnsa 4OCTYNOM; KOHTPOS LLeSIOCTHOCTU; PerMcTpauum coobiTuin n oeincTeui.

Mpouenypbl ynpaBaeHnsa 4OCTYNOM OOJIKHbI UCKTI0YaTb BO3MOXHOCTb “CaMOCaHKLMOHNPO-
BaHUA”.
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PesynbTatbl KOHTPONSA NPOLLEAYP AOIKHbI LOKYMEHTUPOBATLCS.

7.4.4. B opraHusauum 5C PP Heob6x0aMMO A0KYMEHTalbHO OnpeaenuTb NpoLenypbl MOHUTO-
pVHra n aHanusa gaHHbIX perncrpaumm, 4encTBui n onepaumin, No3BOJSIOLLME BbISIBAATb HEMPABO-
MEpPHbIE NN NOA03PUTENbHBIE ONepaumn 1 TpaH3akuumn. Insa nposeneHns npoueayp MOHUTOPUHIA U
aHanusa JaHHbIX perncTpaunmn, OerncTBUn 1 onepaunii pEKOMeHAyeTCq NCNoNb30BaTh Creunannsn-
pOBaHHbIE NPOrpaMMHbIe U (UIN) TEXHUYECKME CPeaCTBa.

Mpouenypbl MOHUTOPUHIA U aHanM3a AOJKHbI MCNOJIb30BaTb JOKYMEHTANIbHO ONpeaefieHHbIe
KPUTEPUN BbISIBIEHNS HEMPAaBOMEPHbIX UV NOJ03PUTENbHBIX AENCTBUN U onepauuin. YkasaHHble Npo-
Leaypbl MOHUTOPWHIA U aHaNn3a 40/KHbI MPUMEHATLCS Ha PErYNsiPHON OCHOBE, HAaNpPUMep, eXeaHeB-
HO, KO BCEM BbIMOSIHEHHbLIM ONepPaLmaM 1 TPaH3aKLUAM.

7.4.5. NMopsipok pgoctyna paboTHnkos opraHmsaumnn BC P® B nomelleHus, B KOTOPbIX pa3me-
waTcs 00beKTbl cpeabl NHHOPMALMOHHBLIX aKTUBOB, A0JIKEH OblTb PErNamMeHTUPOBaH BO BHYTPEH-
HUX JOKYMeHTax opraHn3daumm bC PD, a ero BbINOSHEHME OOMKHO KOHTPOMMPOBATHLCS.

PesynbTarbl KOHTPONA BbIMOJHEHNSA NMOPALKE [OCTYNA AOJIKHLI 0ODOPMNATLECA AOKYMEHTasbHO.

7.4.6. Vicnonb3dyemble B opraHusaumn 6C P® ABC, B TOM 4ymcne CUCTEMbI ANCTAHLMOHHOIO
0aHKOBCKOr0 00CNyXMBaHWS, OOMKHbI 06ecneymBaTb Cpeay NpPo4Yero BO3MOXHOCTb PeErncTpaumnn:

— ornepauui ¢ AaHHbIMU O KIIMEHTCKMX CYETax, BKJIKOYasa onepauum oTKpbITUs, Mmogndunkaumm mn
3aKpPbITUSA KIIMEHTCKMX CHETOB;

— NPOBOAMMBbIX TPAH3aKLUMN, UMeLWMX GUHAHCOBbLIE NOCNEACTBUS;

— ornepauui, CBA3aHHbIX C Ha3Ha4YeHneM 1 pacrnpenesieHnemM npas nosib3osartesei.

7.4.7. CuctemMbl AUCTAHLMOHHOMO 6aHKOBCKOI0 0OCAYXXMBAHNSA AOIKHbI Peann30BbIBaTb 3ALLUT-
Hble Mepbl, 06ecneymBaloLLe HEBO3MOXHOCTb OTKa3da OT aBTOPCTBA NPOBOAMMbIX KIMEHTaMK one-
pauuin n TpaH3akumin, Hanpmmep, L.

MNMpoTokonam onepauuii, BbINOAHAEMbIX NMOCPEACTBOM CUCTEM ANCTAHLIMOHHOIO 6aHKOBCKOrO
06CnyX1BaHUS, PEKOMEHAYETCS NPUAATb CBOMCTBO IOPUANYECKON 3HAYNMMOCTHU, HANPUMep, NyTEM BHe-
CEeHWsi COOTBETCTBYIOLLMX MONOXEHNIA B 4OFOBOPbLI HA ANCTAaHUMOHHOE DaHKOBCKOE 0OCNyXMBaHME.

7.4.8. MNpwn 3ak04eHNN 4OFOBOPOB CO CTOPOHHMMM OPraHn3aunsaMmn PEKOMeHAYeTCs iopuam-
yeckoe odopmMIeHNe AOrOBOPEHHOCTEN, NPeayCMaTpUBaIOLLMX HEOOXOANMBI YPOBEHb B3auMOLeNn -
CTBUS, B C/lyyae BbixoAa nHuuaeHTa b 3a pamkm otaensHom opradmsauum 6C PO. Mpumepom Tako-
ro B3aMMOLENCTBUNSA MOXET CITYXWUTb MPUOCTAHOBKA BbIMOJIHEHUSA pacnpenesieHHON MeX 4y HeCKOosb-
KMMUW OpraHn3aLmsaMm TpaH3akLUmn B CriyHae, eCnv MMeKoLLMeCs AaHHbIe MOHUTOPUHIA 1 aHanm3a npo-
TOKOJOB OrnepaLlmin No3BONAI0T NPEeANnOIOXNTb, YTO BbIMOJIHEHNE OAHHOM TPaH3akuun ABISETCH Ya-
CTblO 3aMbICNa 3/10YMbILLIIEHHVKOB.

7.4.9. lomxkHbI ObITb JOKYMEHTaIbHO 0DOPMIIEHbI 1 OBEAEHbI A0 CBEAEHMS PAOOTHUKOB U KIn-
eHToB opraHunzaummn BC P® npouenypsbl, onpenensione AEACTBUS B Clly4ae KOMNpoOMeTaumm nHPop-
MaLmm, HeoOXoOUMONM s UX naeHTudukaumm, ayteHTndukaumm 1 (Mnu) asTopmsaumm, B TOM 41che
npowusoLueuielt no ux BMHe, BkoYas MHGOPMaLMIO 0 crnocobax pacno3HaBaHUS Takux Cly4aes.

OTn npouenypbl A0MKHbI NPeaycMaTpuBaTbh AOKYMEHTUPOBaHME PabOTHUKaAMU U KIMEHTaMM
BCEX CBOVIX AENCTBUIM U UX PE3Y/bTATOB.

7.4.10. B cuctemax guCTaHUMOHHOIro 6aHKOBCKOro 00CNyXMBaHUSA A0KHbI OblTh peann3osa-
Hbl MEXaHU3Mbl MHOOPMUPOBAHNS (PErYASPHOrO, HEMNPEPLIBHOIO UM NO TPEOOBAHUIO) KITMEHTOB 000
BCEX Onepaumngax, CoBepLlaemMbiX OT UX UMEH.

7.4.11. B opranmzaummn BC PO fomkHbI TPUMEHATLCS 3aLUUTHbBIE MEPbI, HanpaBeHHble Ha o6ec-
neyeHne 3awmtol oT HC n HPLL, noBpexXxaeHns unm HapyLleHns LenocTHOCTU MHpopMauumn, Heob-
XOAMMOW ANS perucTpauumn, ngeHtnoukaummn, aytTeHtudbunkaumm n (Mnm) asTopmsaumm KIMeHTOB r
paboTHMKoB opraHnsaumm 6C P®. Bce nonbitkn HCA n HPL, k Takoi nHdpopmaumm OoXHbl pernct-
pupoBaTbCs. [1py YBONIbHEHUN NN U3MEHEHUN AOHKHOCTHbLIX 006513aHHOCTEN PpabOTHNUKOB OpraHn3a-
umm BC PD, nmeBLUnX JOCTYN K yKadaHHOW MHdOopMaLmMm, He06X0AMMO BbINONHUTL JOKYMEHTUPO-
BaHHbIE NMPoLEeAypbl COOTBETCTBYIOLLEro NepecMoTpa npas AOCTyna.

7.4.12. PaboTa Bcex nonb3oBatene ABC gonxkHa ocyLecTBNATLCS NO4, YHUKaNbHBIMU y4eT-
HbIMM 3annUCcsaMN.

7.5. O0Owme TpeGoBaHMA No obecnevyeHuio MHGOPMaLUOHHOK 6e30nacHOCTHU
cpeacTBaMu aHTUBUPYCHOW 3aLlUTbl

7.5.1. Ha Bcex aBTOMaTM3npOBaHHbIX paboynx mectax n cepsepax ABC opraHmsaunm 6C PP,
€C/IM MHOE He NPEeAYCMOTPEHO TEXHOOMMYECKMM NPOLLECCOM, AOJIKHbI MPUMEHSTLCS CPeACTBA aH-
TUBUPYCHOW 3aLLMThI.

Mpouenypbl yCTAaHOBKU U PErynsipHOro 0OHOBNEHUSA CPEACTB aHTMBUPYCHOM 3aLUMThl (BEPCUA
1 6a3 faHHbIX) HA aBTOMATU3MPOBaHHbIX paboymx mecTtax u cepaepax ABC [0MKHbI ObITb AOKYMEHTU-
POBaHbl N OCYLLECTBAATLCA agMmuHmucTpatopamu ABEC nnm vHeiMn opurumanbHO YNOJTHOMOYEHHbBIMA
aiuamu.
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PekomeHayeTcs opraHn3oBaTb aBTOMATUYECKUIA PEXMM YCTaHOBKM OOHOBMIEHNIA aHTUBUPYC-
HOro NporpaMmmHoro obecneyeHns n ero 6a3 aHHbIX.

YcTaHoBKa U 0OHOBIEHME @HTUBUPYCHBLIX CPEACTB B OPraHmM3auum OMKHbI KOHTPOMPOBATLCS
npeacTaBUTENSIMU NOApas3aeneHms (ImuamMmm) B opraHmaanmm, OTBETCTBEHHbIMM 3a 06ecneyeHne Ub.

7.5.2. B opranmsauuu 6C P® pekomeHayeTcs opraHmsoBaTb GYHKLIMOHUPOBAHME NOCTOSHHOM
aHTMBMPYCHOM 3aLUMTbl B aBTOMaTMYECKOM pexmnmMe.

7.5.3. [LlomxHbl OblTb pa3paboTaHbl U BBEAEHbI B AEACTBUE MHCTPYKLIMM MO aHTUBUPYCHOW 3a-
LnTe, y4mThiBaOLWME OCOOEHHOCTN BAHKOBCKMX TEXHONOMMYECKNX MPOLECCOB.

7.5.4. B opraHmnzaumn bC P® gonxHa OblTb OpraHn3oBaHa aHTMBMPYCHas GuibTpaLms BCero
Tpadurka 3N1eKTPOHHOIrO NOYTOBOro o6MeHa.

7.5.5. PexomeHayeTCst OpraHnM30BaThb NOCTPOEHME ILLENIOHMPOBAHHOM LEHTPaNM30BaHHOW CUC-
TEMbl aHTUBMPYCHOWM 3aLUMThI, MPpeaycMaTpmMBaloLLLEen NCNONb30BaHNE CPeACTB aHTUBUPYCHOWN 3aLum-
Thl PA3/INYHbIX MPOU3BOAUTENEN N X PA3LESIbHYIO YCTAHOBKY Ha paboymx CTaHLMSX, MOYTOBbLIX Cep-
Bepax N MexceTeBbIX aKpaHax.

7.5.6. JomKHbI BbITb LOKYMEHTAJIbHO ONPEAENEHbI 1 BbINMOJHATLCS NPOLLEAYPbl NPeaBapUTeESb-
HOWM NPOBEPKM YCTAHABANBAEMOrO UM U3MEHSEMOIrO NPOrpamMMHOro o6ecneyeHns Ha OTCYTCTBME
BMPYCOB. ocne yCTaHOBKU UKW U3MEHEHUS MPOrpaMMHOro obecrneyeHns AomKHa OblTh BbINOSHEHA
aHTUBMPYCHas NpoBepka. Pe3ynbTaTbl yCTaHOBKW, UBMEHEHMS MPOrPaMMHOro 06ecneyeHms n aHTum-
BUPYCHOW NPOBEPKU AOJIKHbI JOKYMEHTUPOBATHLCS.

7.5.7. JonxHbI OblTb AOKYMEHTaNbHO ONpeaeneHbl NpoLeaypbl, BbINOMHAEMbIE B cinyyae o6Ha-
PY>XEHNS KOMMbIOTEPHbIX BUPYCOB, B KOTOPbIX, B YACTHOCTU, HEOOXOAMMO 3adUKCUPOBaTh!

— HeobXoAMMble MepPbl MO OTPAXEHWNIO N YCTPAHEHWIO NOCNEACTBUI BUPYCHOWM aTaku;
— nopsaoK odnLManbHOro MHGOPMMPOBAHUS PYKOBOACTBA;
— MNopsA0K NPUOCTAHOBAEHMS NPU HEOOXOAMMOCTM PaboThl (Ha NMEPUOA YCTPaHEHUS NOCNEeACT-

BWUI BUPYCHOW aTtakn).

7.5.8. [1OomMKHbI ObITb JOKYMEHTAIbHO ONPEeAEeneHbl U BbIMOAHATLCSA NPOLEenypbl KOHTPONS 3a
OTKJIIOYEHMEM 1 OOHOBNEHNEM aHTUBMPYCHbLIX CPEACTB HA BCEX aBTOMATU3MPOBAHHbIX paboymx Mec-
Tax n cepeepax ABC. Pe3dynbTaTbl KOHTPONS A0KHbI JOKYMEHTUPOBATLCS.

7.5.9. OTBETCTBEHHOCTb 32 BbINOSHEHNE TPEOOBAHMI MO AHTUBUPYCHOWM 3aLuMTe A0KHA OblTh
BO3JIOXEHA Ha pykoBOAUTENS DYHKLMOHANBHOrO noapasnenerust opraHndaummn 5C PO, a 0693aHHO-
CTW NO BbINOJIHEHWNIO NPEANUCAHHbIX MEP aHTUBMPYCHON 3aLmUTbl A0JKHbI OblTh BO3/IOXEHbI Ha KaX-
[oro paboTHMKa opraHusaummn, uMmetoL.ero goctyn Kk 3BM n (nnn) ABC.

7.6. O6wue TpeboBaHUs No o6ecnevyeHnto UHGopMaLMOHHOI Ge3onacHOCTU
npu UCNoNb30BaHNM pecypcoB ceTu MHTepHeT

7.6.1. PewweHne 06 ncnonb3oBaHnmn cetu HTepHeT Ans Npon3BoACTBEHHOM U (Mnn) COOCTBEH-
HOW XO3ANCTBEHHOM AEATENIbHOCTU A0/IKHO JOKYMEHTAIbHO NPUHMMATbLCS PYKOBOACTBOM OpraHn3sa-
umn BC P®. Mpun aTOM LEenm ncnonb3oBaHus cet MHTepHeT A0KHbI ObiTb IBHO NepeYmcfieHbl, Ha-
npumep, cetb MHTepHeT B opraHusaunmn 5C PP moxeT ncnonb3oBatbcs OJ1s:

— BeJeHUs OUCTaHUMOHHOro 6aHKOBCKOro 06CNy>XMBaHNUS;

— MONyY4EeHMs U pacnpocTpaHeHns nHGopmMaumm, CBA3aHHON ¢ OAHKOBCKOM AEATENbHOCTbIO (Ha-
npumep, NyTeMm co3aaHns MHGOopmaLMoHHbIX web-carToB opraHnsaumn 5C PO);

— MHOOPMALMOHHO-aHaNNTMYECKo paboTbl B MHTEPECAxX OPraHn3aLnu;

— 06MeHa 9N1EKTPOHHBIMU COOBLLEHNSMU, HANPUMEP, MOYTOBLIMU.

Mcnonb3oBaHune cetn IHTEPHET B HEYCTAHOBJIEHHbIX LLENSX AOKHO OblTb 3anpeLLeHo.

C uenbio OrpaHnYeHnsa NCNONb30BaHUA ceTu IHTEpHET B HEYCTaHOBJIEHHbIX LIENISX B OpraHn3a-
umn BC P® pekomeHayeTcs NPOBECTU BblAENIEHME OrPaHNYEHHOr0 YMCa NakeToB, CoaepXallumx rne-
peyeHb CEPBUCOB N PECYPCOB CeTU VIHTEepHET, AOCTYMHbIX A4 Nofib3oBaTteneii. HaneneHne paboTHU-
koB opraHusaumn 6C P® npaBamu nosb3oBaTesns KOHKPETHOro nakeTa A0J/IKHO 0POPMASTLCA OOKY-
MEHTa/IbHO W BbIMOJIHATLCHA B COOTBETCTBMM C €r0 AOHKHOCTHLIMU 00S93aHHOCTSIMU, B HaCTHOCTU, B
COOTBETCTBMW C HA3HAYEHHbLIMU MY PONISIMU.

7.6.2. B opranusaummn BC P® pomxeH ObiTb JOKYMEHTANIBHO ONpeaeneH Nopsaok NoaKoye-
HUS 1 UCMOJIb30BaHNSA PECYPCOB CeTU VIHTEPHET, BKIIIOYAIOLLMI B TOM YUCIIE NONOXEHNE O KOHTPOIE
CO CTOPOHbI NoAapasaeneHns (1uu) B opraHmaaumm, OTBETCTBEHHOro 3a obecneyeHme UB.

7.6.3. B opraHmnzaumsx bC PO, ocyliecTBnsioWMX ANCTaHUMOHHOEe 6aHKOBCKOe 0BcnyxunBa-
HVE KJINEHTOB, B CBSI3U C MOBbILLIEHHBIMW pUcKamu HapyweHnsa B npn B3anmMogericTtBun C CEeTbio
VMIHTepHeT JOJIKHBI MPUMEHATBCA CPeaCcTBa 3almTbl MHGOPMaLnK (MexceTeBble 3KpaHbl, aHTUBU-
pyCHblE CPEACTBA, CpeacTBa KpunTorpaduyieckor 3awmnTbl MHGopMaumm 1 np.), obecneyvsaioLime
npuem v nepenavy nHdopmaumm Tos1IbKO B YCTAHOB/IEHHOM OpMaTe U TOJSIbKO OJ19 KOHKPETHOM Tex-
HONOTUN.
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7.6.4. PexomeHayeTCs BbIMOJIHUTD BbIAENIEHME Y OPraHM30BaTh PU3NYECKYIO N30NSALLMIO OT BHYT-
peHHux ceTen Tex ABM, C MOMOLLbIO KOTOPbIX OCYLLECTBASETCS B3aMMOLENCTBME C CETbIO VIHTEpHET
B pexume on-line.

7.6.5. Tpu ocyLLecTBAEHNN ANCTAHLMOHHOIO 6aHKOBCKOIro 00CNYXXNBaHNUS AOKHbI MPUMEHSATb-
CSl 3aWMTHbIE MEpPbI, NPeaoTBpaLlaloLme BO3MOXHOCTb NOAMEHbI aBTOPM30BAHHOIO KAMEHTA 3/10-
YMbILLAIEHHMKOM B paMKax ceaHca paboTbl. Bce nonbITKM Takux NOAMEH AOJIKHbI PEMMCTPMPOBATHLCS
pernameHTUpoBaHHbLIM 00Pa30M.

7.6.6. Bce onepaumn KIMEHTOB B TEYEHNE BCEro ceaHca paboTbl C CUCTEMAMM AUCTAHLMOHHO-
ro 6aHKOBCKOro 00CNY>XKMBaHMS A0IKHbI BbIMOJIHATLCS TOJIbKO NMOCIEe BbIMOJSIHEHUS Npoueayp NoeHTm-
dukaumn, ayteHTMdurKkaumm n asTopnsaumnm. B cnyyasax HapyLueHms nnm paspbiBa COegMHEHNS HE06-
X0OauMo o6ecneynTb NOBTOPHOE BbIMOJIHEHME YKA3aHHbIX MPOLLEenyp.

[ns pocTtyna nonb3oBaTtenen K cuctemMam MCTaHUMOHHONO BAHKOBCKOIrO 0OCNYXXMBaHUS pe-
KOMEHOYEeTCS UCMNOoNb30BaTh CNeunann3MpoBaHHOE KIIMEHTCKOE NPOorpaMMHOe obecrneyeHme.

7.6.7. NoyToBbIN OOMEH Yepe3 ceTb VIHTEPHET JOMKEH OCYLLECTBAATLCS C MCMONb30BAHNEM
3alNTHBLIX Mep. NepeyeHb yka3aHHbIX 3alMTHbIX Mep 1 NOPAA0K X NCNONb30BaHUS OOMXHbI OblTb
onpeneneHbl JOKYMEHTaNbHO.

PekomeHayeTcst opraHM3oBaTb NOYTOBLIN 0OMEH C ceTblo IHTepHEeT Yepes orpaHMYeHHOEe KO-
NINYECTBO TOYEK, COCTOALMX U3 BHELLUHENO (NOAKITKOYEHHOrO K ceTn VIHTEPHET) 1 BHYTPEHHEero (noja-
KJIIOYEHHOI O K BHYTPEHHUM CETSAM OpraHmM3aumnmn) no4ToBbIX CEPBEPOB C 6€30nacHOM CUCTEMOW pen-
JINKaUMN NOYTOBBIX COOOLLLEHNI MeXAY HUMU (MHTEPHET-KNOCKMW).

7.6.8. OnekTpoHHasa noyta AoJKHa apXMBMPOBATLCS. APXMB AOSIXKEH ObITb JOCTYNEH NOAPA3-
LeneHnto (nmuy) B opraHmsaumm, oTBeTCTBEHHOMY 3a obecnedveHne Nb. IameHeHns B apxuse He 4O-
nyckatoTcs. MNopsaaok AocTyna Kk MHGopMaLmmn apxmsea AOMKEH ObITb JOKYMEHTaNIbHO ONPEAESEH.

7.6.9. PekomeHayeTcs He MPUMEHATb NPaKTUKY XpaHeHus n 06paboTkm 6aHKOBCKOM MHDOP-
Mauum (B T.4. OTKPbITON) Ha SBM, C MOMOLLbIO KOTOPBIX OCYLLLECTBASETCA B3aUMOLENCTBME C CETbIO
MHTepHeT B pexunme on-line. Hannine 6aHKoBCcKoO MHDopmMaumm Ha Takmux OBM gosmxHo onpenensatbes
O6u3Hec-uenamu opraHmsaumnm bC PP 1 nokyMeHTanbHO CaHKLIMOHNPOBATLCS €€ PYKOBOACTBOM.

7.6.10. MNMpwn B3amopeincTeum ¢ ceTbio MIHTEpHET A0XHbI ObITb JOKYMEHTaNIbHO onpeaene-
Hbl 1 MCNONb30BATbCH 3ALUNTHbIE MEPbl MPOTUBOLAENCTBUS aTakamM XakepoB M PacrnpoCTPaHEHMIo
cnama'.

7.7. O0wme TpeboBaHns No obecnevyeHuio MHGOPMaLUOHHO 6Ge3onacHoOCTHU
Mpu UCMOJIb30BaHUN CPEACTB Kpuntorpadpuniyeckon sawmntbl MHPoOpMaumn

7.7.1. CpencTtea kpmyntorpaduryeckon 3awmtel MHGopmaumm, unm wndpoBanbHble (KpuiTorpa-
dunyeckne) cpeactea (oanee — CK3W), npegHazHaveHbl ong 3awmtbl MHGopMauum npm ee o6paboT-
Ke, XpPaHeHUn 1 nepegaye rno KaHanam CBS3U.

HeobxoaumocTb ncnonb3osarHns CK3W onpeanenseTca opraHmsauueii BC Pd camocTtoaTesb-
HO, €C/IM MHOE He NpeayCMOTPEHO 3aKoHOAaTeNbCTBOM PO,

MpumeHeHne CK3W B opraHnzaumm 6C PD omkHO NpoBOoAUTLCS B COOTBETCTBUM C MOAENbIO
yrpo3 b 1 mopensio Hapywmtensa VB, npuHaTeiMu opraHusaumein 6C PD. PekomeHayeTcs yTBep-
OUTb YacTHyto nonntuky b, kacatowytocs npumeHeHms CK3U B opraHmsauum 6C PO.

CK3W, npumeHaemble ang 3awmTbl NePCOHaNbHbIX AaHHbIX, LOMKHBI UMETb Knacc He Hke KC2.

PaboTtbl no o6ecneyeHuio ¢ nomoubio CK3W 6e3onacHOCTU MHGOpMaLUum NPoBOAATCS B COOT-
BETCTBUU C AENCTBYIOLLMMM B HACTOSILLLEE BPEMS HOPMATUBHBIMUW JOKYMEHTAMU, PEFTAMEHTUPYIOLLMU
Bonpockl akcnnyaTaumm CK3U, TexHnyeckom gokymeHtaumen Ha CK3W v nuugeH3noHHbIMK TpeboBa-
HuaMmun ACB Poccun.

7.7.2. Ana obecneyeHns 6e3onacHocTn Heobxoammo ncnonb3oBatb CK3U, koTopble:

— [onyckaloT BCTpanBaHWe B TEXHOIOrMYeckue npouecchbl 06paboTkm 3/1EKTPOHHbIX COOOLLIEHNA,
obecneymBalT B3aMMOLENCTBME C MPUKIALHLIM NPOrpaMMHbIM 06EeCnevyeHneM Ha YPOBHE
06paboTkM 3anNpocoB Ha KpunTorpaduyeckme npeobpazoBaHns 1 BblAaun pes3ybTaToB.;

— MNOCTaBNgATCA pa3paboTymMkamMm C NOJSIHBIM KOMMJIEKTOM SKCMlyaTauMOHHOM AOKYMEHTaLNN,
BKJ1I04As OnMmMcaHme KJlo4eBOM CUCTEMbI, NpaBuia paboTbl C HEl, a Takke 060CHOBaHME HeOO-
XOAMMOIO OPraHn3aLmMoHHO-LITaTHOro obecneyeHmns;

— cepTdUUMpPOoBaHbl YNOJIHOMOYEHHbLIM FOCYJAPCTBEHHbLIM OPraHoM b0 UMELOT paspeLleHmne
®CB Poccun.

7.7.3. YcTaHoBKa 1 BBOA, B aKcnyaTauuio, a Takke akcnnyataumsa CK3WM nomkHbl OCyLLLECTB-
NATbCS B COOTBETCTBUM C 3KCMIyaTaUVMOHHOM U TEXHMYECKOM A0KYMEHTaLMen K 3TUM CpeacTBam.

1 Cnam — 00lLige HaMMEHOBAHME HE 3arpOLLEHHbIX N0Jb30BATENAMM SIEKTPOHHBIX MOCAHMIA 1 PEKTAMHBIX NMCEM, PACCHITAEMbIX B CETH
WNHTEpHET N0 CTABLIMM W3BECTHBIMM PACCHIAIOLLIEH CTOPOHE aapecam rosb30Baresei.
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7.7.4. Mpun npumeHeHun CK3U pomxHbl NnogaepXuBaTbCs HEMPEPBIBHOCTb MPOLECCOB NPOTO-
konupoBaHusa paboTel CK3M n obecneyveHns LenoCTHOCTU NPOrpaMMHOro obecneyeHns ons cpeabl
dyHKunoHmpoBaHus CK3W, npeacrtaBnsiolyto coboii COBOKYNMHOCTb TEXHUYECKUX M MPOrpaMMHbIX
CPeAcTB, COBMECTHO C KOTOPbIMM MPONCXOAMUT wTaTHoe dyHKUMoHnpoBaHne CK3UM n koTopble cro-
COOHbI MOBAUATH HA BbINONIHEHNE NpeabsaBagemblix K CK3U TpeboBaHumii.

7.7.5. b npoueccoB nsrotosaeHunsa kpuntorpadudeckux kntodvein CK3W pomkHa obecneym-
BaTbCS KOMIMJIEKCOM TEXHOIOMMYECKNX, OPraHN3aLNOHHbBIX, TEXHUYECKMX U MPOrPaMMHbIX Mep U
CPenCcTB 3alnThI.

7.7.6. Ang noBbIWeHMa ypoBHSA 6e3onacHocTu npu akcnnyatauum CK3U n nx knoyesbix cuc-
TEM PEKOMEHAYETCH peanM3oBaTh NpoLueaypbl MOHUTOPUHIA, PErMCTPUPYIOLLLETO BCE 3HAYNUMBbIE CO-
ObITUS, COCTOSBLUMECS B MpoLEecce 0OMeHa KpUnTorpapuyeckn 3alLEeHHbIMU JAHHBIMU, U BCE VH-
unaeHTol UB.

7.7.7. Nopsapok npumeHeHns CK3W onpepenseTcs pykoBoacTBoM opraHndaumm 6C P® Ha oc-
HOBaHWM yKa3aHHbIX BbilLle B JAHHOM pasfese JOKYMEHTOB 1 OO/KEH BKIIIOYaATb:

— nopsa0K BBOAA B AENCTBME, BKIOYasa npouenypsl BctpansaHua CK3U B ABC;

— NOpPS40K 3KcnayaTaumu;

— Nopsa0K BOCCTAHOBNEHUSA paboTOCNOCOOHOCTM B aBAPUMHbIX CIy4asXx;

— MNOPSAA0K BHECEHUS U3MEHEHN;

— MNOPSA0K CHATUSA C 9KcnyaTaumu;

— NOPSA0K yrpasJfieHNs KJTKOHEBO CUCTEMOM;

— nopsaok 06paLLeHNs C HOCUTENSMU KIIOYEBOM MHDOPMaLMK, BKITIOYAS AENCTBUS NPU CMEHE U

KOMMpomMeTauumn KIo4en.

7.7.8. Kpuntorpaduyeckne Knoym MOryT U3rotaBnmBaTbcs opraHmsauuamm 6C PO u (nnn)
knneHToM opraHudaunun 6C PP camocTtosiTenbHo. OTHOLIEHUS, BO3HUKAIOLLME MeXAY OpraHmn3aums-
Mn BC PD 1 nx knneHTamu, perynmpyoTcs 3akiioyaemMbIiMy LOFrOBOPaMMU.

7.8. O0Owume TpeboBaHMe No obecnevyeHuio MHGOPMaLUOHHOK 6e30nacHoOCTHU
6aHKOBCKMX NJIaTeXHbIX TEXHOJIOrMYEeCKUX NPOLLECCOB

7.8.1. CIB 6aHKOBCKOro NaaTexHOro TEXHONOMMYEeCKOro NpoLecca A0HKHa COOTBETCTBOBATb
TpeboBaHMAM NMYHKTOB 7.2—7.7, 7.8 HaCTOSLLEro cTaHaapTa.

7.8.2. BaHKOBCKUI NNaTeXHbI TEXHONOMMYECKNA NPOLECC JOMKEH OblTb AOKYMEHTMPOBAH B
opranunsdaummn 6C PO®.

7.8.3. JonxHbl OblTb LOKYMEHTaNIbHO ONpeaefieHbl NepeyHn NporpaMmMHoro obecneyeHus, yc-
TaHaBIMBaeMoro v (1nu) ncnons3dyemoro 8 3BM 1 ABC 1 Heo6xoaMMOro Ans BbINOHEHUS KOHKPET-
HbIX GaHKOBCKMX MAATEXHbIX TEXHOOrMYeCcKmx npoueccoB. CoCcTaB yCTaHOBAEHHOIO 1 UCMOJb3yEeMO-
ro B 9BM u ABC nporpaMmMHOro o6ecneyeHuns A0KeH COOTBETCTBOBATb ONPEAENEHHOMY NEPEYHIO.
BbinonHeHre faHHbIX TpeBOBaHNM AOMKHO KOHTPOANPOBATLCS C AOKYMEHTMPOBAHNEM PE3YNbTATOB.

7.8.4. Nopspnok oO6meHa nnaTexxHor nHdpopmaumeln 4OMKeH 6bITb 3adUKCUPOBaAH B LOrOBOPax
Mexay y4acTHMKaMm, OCyLLECTBASIOLWMMN OOMEH NNaTexXHoOn nHbopmaumnen.

7.8.5. PaboTHukn opraHusaummn 5C PO, B TOM yncne agMMHNCTPATOPbI aBBTOMATU3UPOBaHHbIX
CUCTEM 1 CPEeACTB 3aLmTbl MHDOPMALMK, HE JOMKHbI 001aaaTh NOJHOMOYMAMN AN BECKOHTPONb-
HOro CO34aHus, aBTOPU3aLUM, YHUHTOXEHUSA U MUSMEHEHNS NNATEXHOM MHGOpMaLmn, a Takxe npose-
OEeHNs HECAHKUMNOHMPOBAHHbIX OnepaLmii N0 U3MEHEHUIO COCTOSAHNS OAHKOBCKMX CHETOB.

7.8.6. PesynbTaThl TEXHOOMMYECKNX OnepaLmii no 06paboTke nnaTexHon nHGOopMaLM AO0MKHbI
KOHTPOJSINPOBATLCS (MPOBEPATLCH) N YOOCTOBEPSATLCH IMLAMY / aBTOMATU3UPOBAHHBLIMW MPOLLECCaMU.

PekomeHayeTcs, 4To6bl 06pabOoTKy NaaTeXHON MHGOPMaLMK U KOHTPOb (MPOBEPKY) PE3yib-
TaToB 0O0PabOTKM OCYLLECTBASANM padHble PabOTHUKN / aBTOMATMU3NPOBaHHbIE MPOLLECCHI.

7.8.7. O693aHHOCTM N0 AAMUHUCTPUPOBAHUIO CPEACTB 3aLLMThI MIATEXHOM MHdOopMaLmn pe-
KOMeHAyeTCs BOo3naraTb NPMKa3oM Uim pacrnopsixxeHnem no opraHndaumm 6C PO Ha agMuHMcTpaTo-
poB NB ¢ oTpaxeHnemM aTnx 0693aHHOCTEN B UX AOIHKHOCTHbLIX MHCTPYKLUSX.

7.8.8. Komnnekc mep no obecneyeHntio b 6aHKOBCKOro NAaTeXHOro TEXHONOrMY4EeCKOro npo-
Lecca JoMmKeH npeaycmMaTpmBaTth B TOM YUCTE:

— 3awmTy nnaTexHomn nHoopmaumm ot nckaxeHus, panbcndurkaumm, nepeagpecaumm, HecaHk-

LLMOHMPOBAHHOIO YHUHYTOXEHMS, NIOXHOM aBTOPU3aunmn 3IEKTPOHHBIX MIATEXHbIX COOOLLEHWI;

— pocTyn paboTHuka opraHmsaumm BC P® Tonbko k TeM pecypcamM 6aHKOBCKOrO NiaTexXHoro Tex-

HOJIOrMYECKOro NpoLecca, KOTopble HEOOXOANUMbI EMY A UCMOSTHEHUS AOMKHOCTHbIX 06593aH-

HOCTEN N1 peannaauuun Nnpas, NPeAyCMOTPEHHbIX TEXHONOrMen 06paboTKM NAATEXHON MHPOP-

Mauumu;

— KOHTPO/b (MOHUTOPWHI) UCNOAHEHNS YCTAHOBAEHHOM TeXHONOrMM NoAroToBkM, 06paboTku,
nepena4qn 1 xpaHeHus nnaTexxHon nHdopmaunm;
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— ayTeHTMOUKaUMIO BXOOSALLMX 3NEKTPOHHbIX MAATEXHbIX COOOLLEHWI;

— [OBYCTOPOHHIO ayTeHTUdMKaLmMio aBTOMaTU3NPOBaHHbIX Pabo4mx MecT (paboymx CTaHUMA 1
CepBEpPOB), yHaCTHMKOB 0OMeHa 3/IEKTPOHHbLIMU NAATEXHbLIMU COOOLLLEHNAMN;

— BO3MOXHOCTb BBOAA nnatexHon nHdopmaumnm B ABC TONbKO Ans aBTOPUSOBAHHbLIX NOSIb30Ba-
Tenem;

— KOHTPOJIb, HANPABAIEHHbIN HA UCKIOYEHME BO3MOXHOCTU COBEPLUEHWNS 3N10YMbILLAEHHbIX Oei-
CTBWI (ABOMHOM BBOJ,, CBEPKA, YCTAHOBJIEHMNE OrPaHNYEHNI B 3aBUCUMOCTU OT CYMMbl COBEP-
LaemMbix onepauun u T.4.);

— BOCCTaHOBJIEHME NATEXHOW MHPOPMaLMM B Clly4ae €€ YMbILIEHHOrO (CNy4anHoro) paspy-
LEHUS (MCKaXeHNS) UK BbIxoAa U3 CTPOS CPEACTB BbIYUCIINTENbHON TEXHNKMN;

— CBEpKY BbIXOAHbIX 3/1IEKTPOHHbIX MIATEXHbIX COOOLLEHWI C COOTBETCTBYIOLLMMN BXOAHBIMU U
06paboTaHHBIMWN INEKTPOHHBIMUY MAATEXHBLIMU COOBLLEHNAMM NPU OCYLLECTBNEHUN MexOaH-
KOBCKMX PacyeTOB;

— [0CTaBKy 3/IEKTPOHHbIX MAATEXHbIX COOOLLLEHMIA yHaCcTHMKaM oOMeHa.

Kpome Toro, B opraHmsaumm 6C PP pekomeHaoyeTcs opraHn3oBaTb aBTOPU30BaHHbI BBOA, Mia-
TexHom nHpopmaumm B ABC aByms paboTHUKaMM C NOCAEAYIOLLEN MPOrPaMMHO CBEPKON pe3ybTa-
TOB BBOJA Ha COBMNageHue (NpmHUmMn “ABOMHOIO ynpasneHus”).

7.8.9. Mpn NnpoekTMpoBaHum, pa3paboTke 1 aKcnayaTaumm CUCTEM AUCTAHLUNOHHOIO GaHKOB-
CKOro 06Cny>XMBaHns A0KHbI OblTb LJIOKYMEHTAIbHO ONPEAESNIEHbI U BbIMOJHATLCS NPOLEeaypbl, pea-
JINZYIOLWVE B TOM YUCJIE MEXaHU3MbI:

— CHWXEHNSA BEPOSTHOCTU BbINOJIHEHUS HENPEAHAMEPEHHbIX U CITyYanHbIX ONepaLmin nnv TpaH-
3aKUuMn aBTOPM30BaHHbLIMU KINMEHTaMU;

— poBefeHus MHdopMaunm 0 BO3MOXHBIX PYCKax, CBA3aHHbIX C BbINOJHEHMEM Onepauni 1m
TpaH3akuui 0o KIIMEHTOB.

KnmeHTbl cMctemM ANCTaAHLUMOHHOIO 6@HKOBCKOrO 06CNYyXMUBAHUA OOJKHbI OblITb 06ecneyveHsbl
AeTanbHbIMN MHCTPYKUMSMU, ONUCBIBAIOLLMMU NPOLLEAYPLI BbINOAHEHUS ONepaLmin M TpaH3akUmii.

7.8.10. JomkHbl ObITb LOKYMEHTANIBHO ONpeAeneHsbl npouenypbl 006CNyXnBaHUS CPEACTB Bbl-
YNCANTENBHOM TEXHUKU, NCMOSIb3yeMbIX B GAHKOBCKOM NAATEXHOM TEXHOI0MMYECKOM NPoLLEecce, BKIO-
yasi 3aMeHy MX MPOorpaMmMHbIX 1 (MNK) annapaTHbIX YacTen.

7.8.11. JomkHa ocyLLecTBAATLCS 1 OblTb PErfaMeHTMpoBaHa npouenypa nepuoamyeckoro KoH-
TPONS BCEX PeasSIM30BAHHbIX MPOrPaMMHO-TEXHUYECKMMU CPeacTBaMU YHKLUMIA (TpeboBaHUiA) no
obecneyeHnio b nnatexHon nibdopmaumn. PernameHTmpyiome AOKYMEHTbI A0KHbI OblTb corna-
COBaHbI CO cNy>x6011 NM60 NMLOM, OTBeYatoLuM B opraHmsaumm 5C P® 3a obecnederne Ub.

7.8.12. JomkHa ocyLLecTBAATLCS 1 OblTb pErnaMeHTMpoBaHa npouenypa BOCCTaHOBEHMS BCEX
peann3oBaHHbIX MPOrPaMMHO-TEXHUYECKUMU CcpeacTBamMm GyHKUMI no obecneveHmio b nnatex-
HoM nHdopMauun. PernameHTupyoLwme AOKYMEHTbI AOMXKHbI OblTb COrnacoBaHbl CO CNy>00m nnbo
NnUoM, oTBevYarLwmm B opraHusauum 6C P® 3a obecnederne Ub.

7.9. O0Owme TpeboBaHns No obecnevyeHuio MHGOPMaLUOHHOK 6e30nacHOCTHU
6aHKOBCKUX MUHPOPMALMOHHbIX TEXHOJIOrMYECKUX NMPOLLECCOB

7.9.1. CUB 6aHKOBCKOro MHMOPMALMOHHOIO TEXHOIOMMYECKOrO Npouecca A0JKHA COOTBET-
CTBOBaTb TPEOOBAHUSAM MYHKTOB 7.2—7.7, 7.9 HacTOsILLLEro cTaHaapTa.

7.9.2. B opraHusaumm 6C PD pekomeHayeTcs NPOBECTU KlacCUdUKaLMIO HennaTexHom nH-
dopmaumn.

Knaccnoukaumio HennaTexHom nHpopmauum cnenyet NpoBOANTbL B COOTBETCTBUM CO CTeNe-
HbIO TSHKECTM NOCNEACTBUI nNoTepn ee cBONCTB NB, B 4aCTHOCTU, CBOMCTB AOCTYMHOCTU, LLENIOCTHO-
CTU N KOHDUAEHLMANBHOCTW.

7.9.3. ng Kaxaoro 13 TUNOB HEMATEXHbIX MHPOPMALMOHHbBIX aKTUBOB (TUMNOB HEMIATEXHOWN
MHbOpPMaLMKN), NONYYEHHbIX B pe3ynbTate knaccudukaummn, 4OmKeH ObiTb AOKYMEHTANbHO onpeae-
JIeH Habop TpeboBaHUIN MO UX 3aLmTe.

7.9.4. O693aHHOCTN NO aAMUHUCTPUPOBAHUIO CPEACTB 3alUUTbl HEMIATEXHON NHMOPMaLMN
peKoMeHOyeTCs BO3naratb NprUKasoM nnm pacnopsxeHnem no opraHmsauum 6C PP Ha agpmuHmncTpa-
TopoB VB ¢ oTpaxeHnemM aTnx 0693aHHOCTEN B UX OOKHOCTHbIX MHCTPYKLUMSX.

7.9.5. Ang kaxpon ABC ponxeH 6bITb LOKYMEHTAIbHO ONPEeAeneH NoPsaa0K KOHTPOS ee PyHK-
LIMOHMPOBAHNSA CO CTOPOHbI L, oTBeYvaoLwwmx 3a Ub.

7.9.6. BaHkOBCKME MHHOPMALIMOHHbBIE TEXHONOMMYECKME MPOLECChI AOMKHbI OblTh JOKYMEHTU-
poBaHbl B opraHmsaummn 5C PD. YkasaHHble OKYMEHTbI AOMKHbI OblTb COrfiacoBaHbl co cnyxo6oii UB.
Yka3aHHble TEXHOSIOrMYECKME NPOLLECCHI AOMKHbI ObITb PEanM30BaHbl B paMkax CO30aHHbIX AN 9TUX
ueneii ABC. He Bxoaswme B cocTa gaHHbix ABC cepBepbl, oducHble IBM n apyroe obopyanoBaHue
pekomeHayeTcs nsonnposatb 0T ABC Ha ypOBHE NOKasbHbIX BbIYUCUTESbHBIX CETE CNOCOOOM, CO-
r1acoBaHHbLIM CO CNY>X001 NMOO NMLLOM, OTBEYAOLWMM B opraHusaumm 3a Mb.
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7.9.7. 0omxHbI OblTb LOKYMEHTANIbHO ONPEESNEHbI MEPEYHN NPOrpaMMHOro obecnevyeHus, ycra-
HaBMBaeMoro u (nam) ncnonabdyemoro 8 3BM n ABC 1 HeobxoanMoro s BbINOJHEHNSE KOHKPETHbIX
6aHKOBCKMX MHPOPMALMOHHBIX TEXHOMOMMYECKMX NpoLeccoB. CocTaB YCTaHOBIEHHOIO U UCMOMb3ye-
mMoro B O9BM n ABC nporpammHoro obecneyeHns gomkeH COOTBETCTBOBATL ONPeAEIEHHOMY MEPEYHIO.
BbinonHeHme gaHHbIX TPEOOBaHMI AOMKHO KOHTPOMPOBATLCS C LOKYMEHTVMPOBAHMEM PE3YSILTATOB.

7.9.8. JonxHa ObITb pernameHTUpoBaHa 1 OCYLLECTBASATLCA NpoLeaypa nepmognyeckoro KOH-
TPOJIsi BCEX peann30BaHHbIX NPOrPaMMHO-TEXHUYECKVMU CPEACTBAMW N OPraHU3auNOHHBIMU MepamMm
dyHKUMI (TpeboBaHwuii) No obecnedveHunio b HennaTexxHon nHdopmauumn. PernaMmeHTupyoLme AoKy-
MEHTbI A,OJIXHbI ObITh COracoBaHbl CO CNyX601 60 NMUOM, OTBEYaIoLLMM B opraHn3aumn 3a Ub.

7.9.9. JonxHa ObITb pernaMmeHTUpoBaHa 1 OCYLLECTBAATLCSA NPOoLeAypa BOCCTAHOB/IEHNS BCEX
peannM3oBaHHbIX NPOrPaAMMHO-TEXHMYECKMMU CPEACTBAMMU N OPraHN3aLMOHHBIMU MepaMn QYHKLNINA
no obecnevyenuio b HennatexxHon nHdopmaunn. PernaMmeHTupylowme JOKYMEHTbl OOMKHbI ObiTh
COrflacoBaHbl CO CNyx60r NMb0o NMLOM, OTBEYAIOLLMM B OpraHusaummn 3a Mb.

7.10. O0Owume TpeboBaHMA N0 00pPaboOTKe NepCoHasNbHbIX AaHHbIX B opraHusauuv 6C PO

7.10.1. B opranusauunn BC P® gonxHbl 6bITb ONpeaeneHbl, 4OKYMEHTaIbHO 3adUKCUPOBaHbI U
YTBEPXOEHbI PyKOBOACTBOM opraHm3aumn 6C PD yenm 06paboTkm NnepcoHanbHbIX JaHHbIX.

7.10.2. B opraHnsaunu 6C P® nonxHa 6bITb onpeaeneHa Heo6xXoaAMMOCTb yBeAOMIeHs Yron-
HOMOYEHHOr0 OpraHa no 3awuTe nNpaB CyobeKTOB NEPCOHaNbHbIX AaHHbIX 06 06paboTke NepcoHab-
HbIX JAHHbIX.

7.10.3. ns kaxnon uenn o6paboTku NepCcoHanbHbIX AaHHbBIX OOJKHbI ObITb ONpeneneHxsbl, 4o-
KyMeHTasbHO 3adUKCUPOBaHbI U yTBEPXAEHbl PYKOBOACTBOM opraHm3aumn 6C PO:

— 006beM n cogepxaHne NepcoHasnbHbIX AAHHbIX;

— CpPOKM 06paboTKn, B TOM HUCIIE CPOKN XPaHEHUS NepCoHasbHbIX AaHHbIX;

— HeobX0AMMOCTb MOJIlyHeHUs cornacus cyobekToB NePCOHaNbHbIX JAaHHbIX.

7.10.4. B opranunzaumm bBC P® pekomeHayeTcs NPpoBOANUTL Knaccudukaumio nepcoHasbHbIX
[aHHbIX B COOTBETCTBMU CO CTEMEHbIO TAXKECTU NOCNEACTBUI NOTEPU CBOMCTB BE30MaCcCHOCTM NePCo-
HaNbHbIX AJaHHbIX A9 cyObekTa NepcoHasbHbIX AaHHbIX.

PekomMeHayeTcs BbIAENATh CleayloLme KaTteropmm nepCcoHanbHbIX JaHHbIX:

— nepcoHabHble AaHHble, OTHECEHHbIE B COOTBETCTBUN ¢ PeneparnbHbiM 3akoHOM “O nepcoHainb-
HbIX OaHHbIX” [5] K cneymanbHbiM KaTeropmsamMm NepCoHanbHbIX AAHHbIX;

— nepcoHabHble AaHHble, OTHECEHHbIE B COOTBETCTBUN ¢ PenepanbHbiM 3akoHOM “O nepcoHainb-
HbIX OaHHbIX” [5] K BUOMETPUYECKNM NEPCOHANBbHBIM JAHHbIM;

— nepcoHasbHble JaHHble, KOTOPbIE HE MOTYT BbITb OTHECEHbI K CreunanbHbiM KaTeropmsam nep-
COHabHbIX AaHHbIX, K OBUOMETPUYECKUM NEPCOHANbHbBIM AHHbIM, K 00LLEeA0CTYNHbIM UM 06e3-
JINYEHHBIM NEPCOHANbHLIM AAHHbIM;

— repcoHasibHble AaHHbIe, OTHECEHHbIe B COOTBETCTBUM ¢ PenepanbHbiM 3akoHOM “O nepcoHasb-
HbIX AaHHbIX” [5] K 06WEeA0CTYNHLIM UM 06Ee3NNYEHHBIM NEePCOHasbHbLIM AaHHbIM.

7.10.5. Mepenaya nepcoHanbHbIX AaHHbIX opraHu3aumnert bBC PO TpeTbeMy nuy OOMKHA OCy-
LLEeCTBNATbCS C cornacus cybbekTa nepcoHanbHbIX AaHHbIX. B ToM cnyyae, ecnu oprannsauus 6C PO
nopy4aeTt 06paboTKy NepCoHasbHbIX JAaHHbIX TPETLEMY JINLY HA OCHOBaHUM A0roBOpa, CYLLECTBEH-
HbIM YCIOBMEM TaKoro AoroBopa sBnseTcs 06s93aHHOCTb obecneyeHns TPeTbUM NINLLOM KOHOUAEH-
LMaNbHOCTM NEPCOHAsbHbIX JAaHHbIX M 6€30MaCHOCTN NePCOHasbHbIX AaHHbLIX MPU nx 06paboTKe.

7.10.6. Opranmnzauma BC P® pomkHa npekpatnte 06paboTKy NepCoHasbHbIX AAHHbIX U YHUY-
TOXWUTb COBPaHHbIe NepCcoHabHble AaHHbIE, eC/IN MHOE He YCTaHOBJSIEHO 3aKoHoAaTelbcTBOM PD, B
cnefyloLwmx ciyyasx U B CPOKM, yCTaHOBNIEHHbIE 3akoHOAATeNbCTBOM P®:

— MO AOCTMXEHUN uener 06paboTku Unm npu yrpate HeoOX0AMMOCTU B UX OCTUXKEHUN;

— no TpeboBaHWio cybbekTa NepcoHasbHbIX AAaHHbIX UM YNOHOMOYEHHOrO OopraHa no sawmTe
npaB CyObeKTOB NEePCOHANbHbIX JAHHbIX — €C/IN MEPCOHasIbHble AaHHbIE ABASIOTCS HEMOJIHbI-
MW, YyCTapeBLUMMMW, HEAOCTOBEPHbLIMU, HE3AKOHHO MOJTYYEHHbLIMU UK HE SBNSIIOTCA Heo6Xxoau-
MbIMU 4115 3asIBIEHHO LLenm 06paboTku;

— Mnpu 0T3biBE CYyObEKTOM NMEepPCOHasbHbIX AAaHHbIX cornacus Ha 06paboTKy CBOUX NEPCOHAasbHbIX
[aHHbIX, ec/n Takoe cornacue TpebyeTcs B COOTBETCTBUM C 3aKOHO4ATEIbCTBOM PD;

— MpW HEBO3MOXHOCTW YCTPaHEHNS onepaTopoM AOMNYLLEHHbLIX HApyLLeHWn npu obpaboTke nep-
COHaJbHbIX AAHHBIX.

B opraHusaummn 6C P® ponxeH OblTb onNpefeneH n AoKyMeHTanbHO 3aduKCUpPOBaH nops-
[OK YHNYTOXEHWNS NepCOHasIbHbIX JAHHbIX (B TOM YNCIIE U MaTepuasnbHbIX HOCUTENEN NepCcoHasb-
HbIX OAHHBbIX).

7.10.7. B opranmzauum 6C PD ponxeH 6bITb onpeaeneH 1 4oKymMeHTalbHO 3adUKCUPOBaH Mo-
paaok 06paboTkm obpalleHnin CyObEKTOB NEPCOHaNbHbIX AaHHbIX (MM X 3aKOHHbIX NpeacTaBuUTe-
nen) no sonpocam 06paboTkM UX NEPCOHANIbHbIX AHHbIX.
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7.10.8. B opranusaummn 6C P® gonxeH ObiTb onpeneneH n AokymeHTanbHo 3adUKCUPOBaH Mno-
pPA4OK AENCTBUIA B Cllydae 3anpoCcoB YNOJIHOMOYEHHOIo OpraHa no 3awuTte npaB CyObekToB Nepco-
HaNbHbIX AAHHbIX UIN UHbIX HAA30PHbIX OPraHoOB, OCYLLLECTBSIOWMX KOHTPOsb U HaA30p B o6nacTu
NepCcOHasbHbIX AHHbIX.

7.10.9. B opraHusauum 5C P®D gonxeH 6bITb onpeaeneH u A0kyMeHTanbHO 3adrKCUPOBaH NoJ.-
xo4 Kk oTHeceHuto ABC K MHOOPMaLMOHHEIM CUCTEMAM NepCoHanbHbIX AaHHbIX (MCIMOH).

B opranusauuu BC P nonxeH OblTb ONPeaeneH u 4OKYMEHTaNbHO 3adUKCMPOBaH NepeyveHb
MCNAH. B nepeverb UCTOH 0onxHbl ObITh BKIIOYEHBI Kak MUHMMYM ABC, Lienbio co3aanuns  cnosb-
30BaHUS KOTOPLIX ABASieTCc 006paboTka NepCcoHasbHbIX AaHHbIX.

ABC, peanusylouine 6aHKOBCKME NATEXHblIE TEXHOOMMYECKME NPOLLECChI, HE OTHOCATCS K
nCnaH.

7.10.10. Ons kaxnoii MCMNAOH opraHmsauum BC P® aonmkHbl ObITh onpeaeneHbl M AOKYMeHTalbHO
3adUKCNPOBAHDI:

— uenb 06paboTkM NePCOHaNbHbIX AAHHbIX;
— 006beM 1 cogepxaHune obpabaTbiBaeMbIX NEPCOHasbHbIX AAHHbIX;
— nepeyeHb AeNCTBUI C NEPCOHANbHBIMU AaHHBIMW 1 CNOCO0bLI X 06paboTKN.

O6beM n copepxaHne NeEPCOHANbHbIX AAHHbIX, & TakXe NnepevyeHb AeCTBUM 1 Cnocobbl obpa-
OO0TKM NEePCOHasbHbIX AAHHbIX AOJ/KHbI COOTBETCTBOBATHL LensaMm 06paboTkm. B Tom cnyyae, ecnu ans
BbINMO/IHEHNS BAHKOBCKOrO MHMOPMALMOHHOIO TEXHOMOMMYECKOro NPOoLLECCa, peanmsaLumio KOTOporo
nopnepxueaet VCIMOH, HeET HeobxoaMmMOCTM B 00paboTke onpeaesieHHbIX MePCOHaNbHbIX AAHHbIX,
3TUM NepcoHasbHble AaHHble O0MXKHbI OblTb YAaneHsbl.

7.10.11. baHKOBCKME MHPOPMALMOHHbBIE TEXHOOMMYECKNE NPOLLECCHI, B paMkax KOTOPbIX 00-
pabaTbiBalOTCA NepcoHasbHble AaHHble B UCMAH, 4OmKHBI ObiTh JOKYMEHTUPOBAHbI B OpraHn3aLumm
BC P®.

Mpu 3TOM peKOMEHAYETCS UCKOYaTb GUKCcCauvo Ha OAHOM MaTeEPUaNbHOM HOCUTENE N Nep-
COHaJTbHbIX JAHHbIX, Y UHbIX BUAOB MHPOPMALMOHHbIX aKTUBOB, & TakXXe NePCOHaIbHbIX AaHHbIX, Lenun
06paboTkM KOTOPbIX 3aBEAOMO HECOBMECTUMBI.

Mpy 06paboTKe PasNNYHbLIX KATErOPUIn NEPCOHANbHbBIX AaHHbIX A9 KaXA0W KaTeropum nepco-
HaJTbHbIX AAHHbIX PEKOMEHOYETCS NCMOJIb30BAaThb OTAENbHbIN MaTEPUAsIbHbIA HOCUTENb.

7.10.12. B opraHusaumm 6C PD pomkeH 6biTb onpeaeneH 1 AoKyMeHTanbHO 3aduKCMpoBaH
nepeyeHb (CNUCcoK) paboTHUKOB, OCYLLECTBASIOLWMX 06paboTKy NepcoHasnbHblX AaHHbIX B UCTOH nbo
VIMEIOLLIMX JOCTYN K MEPCOHANIbHbIM AAHHbIM.

JonyckaeTcs ykazaHne paboTHUKOB B MepeyHe (CNMCKe) Ha PONIEBO OCHOBE B COOTBETCTBUN C
3aHUMaeMOoW OOHKHOCTbLIO HAa OCHOBaHMM TpeboBaHMin pasgena 7.2 HacTOSLLLErO cTaHaapTa.

B0O3MOXHO CyLECTBOBAHME MEPEYHS (CNXCKA) B 9NEKTPOHHOM BUAE NPW YCIIOBUM NPEaOCTaB-
neHuns paboTtHmkam npae goctyna B MCIMNOH TONbKO Ha OCHOBaHWUM PacnopsaauTeIbHOro JOKYMEHTA B
NOKyMeHTanbHO 3adrKCMpoBaHHOM B opraHm3aumn 6C PD nopsake.

JocTyn paboTHMKOB opraHusaummn 5C PD k nepcoHasibHbIM AaHHbIM 1 06paboTka NnepcoHasb-
HbIX AaHHbIX paboTHMKamMn opraHm3aumn BC PD aomkHblI OCYLLIECTBAATLCS TONBKO AJS1 BbIMOJHEHUS
VX OOJ/DKHOCTHBIX 00513aHHOCTEN.

7.10.13. PaboTHukM opraHnsauum 6C P®, ocyuiectensiowme 06paboTKy NepcoHasnbHbIX AaH-
Hbix B MCIMOH, [oOMKHBI ObITb MPONHGOPMMPOBaHbLI 0 pakTe 06paboTKM MU NEPCOHANbHbIX AaH-
HbIX, KaTeropusax obpabaTbiBaeMblx NePCOHANbHbIX AaHHbIX, @ TakXe A0JIKHblI OblTb 03HAKOMIIEHDI
noj, pOCnMchb CO BCEN COBOKYMHOCTbLIO TpeboBaHmin o 06paboTke n obecnevyeHmio 6€30NacHOCTH
NMepcoHasbHbIX AaHHbIX B 4aCTW, KacaloLlencs Ux JoMKHOCTHbIX 0693aHHOCTEN.

7.10.14. B opraHusaummn 6C PD pomxkeH 6biTb onpeaeneH N AoKyMeHTanbHO 3aduKCMpoBaH
nopsiaok AocTyna paboTHUkoB opraHmn3aumn 5C P® 1 nHbIX 11l B MOMELLLEHUS!, B KOTOPLIX BEAETCS
06paboTka NepCcoHasnbHbIX AAHHbIX.

7.10.15. B opranusauum bC P® pomkeH ObiTb onpeaeneH U AOKyMeHTanbHO 3adUKCUPOBaH
nopsA0K XpaHEHNS MaTepuasbHbIX HOCUTENEN NEPCOHAaNbHbIX JAHHbIX, YCTAaHABINBAIOLLMNA:

— MEeCTa XpaHEeHUs MaTepuasibHbIX HOCUTENEN NEPCOHANbHbIX AAHHbIX;
— TpeboBaHusa No o6ecnevyeHnio 6€30MacHOCTM NePCOHANbHbLIX AAHHBIX MPU XPAHEHUM X HOCU-

Tenem;

— paboTHMKOB, OTBETCTBEHHbIX 3a peanu3aumio TpeboBaHuin No obecnevyeHnto 6€30NacHOCTU

MepCOHaNbHbIX OAHHBIX;

— NOpPSA0K KOHTPOAS BbINOSHEHNSA TPeBOBaHMIM N0 obecneyeHnto 6€30NacHOCTU NEPCOHANbHbIX

OaHHbIX NPU XPaHEeHUN MaTepUasbHbIX HOCUTENEN NEPCOHANbHbLIX AAHHbIX.

7.10.16. Npu o6paboTke B opraHmsaummn 5C PP nepcoHanbHbIX AaHHbIX HA BYMaXKHbIX HOCUTe-
NI91X, B YaCTHOCTU, NMPU UCNONb30BaHUKM B opraHusaumnn 6C P® Tunosbix GopM OKYMEHTOB, XapakTep
nHdOopMaLnm B KOTOPLIX NpeanonaraeT Ui gonyckaeT BKIOYEHNE B HUX MEPCOHAbHbIX JAHHbIX,
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DOJKHBbI cobntoaaTbes TpeboBaHus, ycTaHoBNEHHbIe “lNonoxeHnem 06 ocobeHHOCTaX 06paboTku
NepCoHanbHbIX AaHHbIX, OCYLLLECTBNSIEMO 6€3 MCMNONb30BaHUS CPELACTB aBTOMAaTU3aumMn”, yTBEPXKOEH-
HbIM MNocTaHoBneHunem Mpasutensctea PP ot 15 ceHTabpsa 2008 r. Ne 687 [6].

7.11. O6wume TpeboBaHns No obecnevyeHno UHPOPMaLMOHHOK Ge3onacHOCTU
0aHKOBCKUX TEXHOJIOrMYECKUX NPOLLECCOB, B paMKax KOTOpPbIX 06pabaTbiBaloTcs
nepcoHasibHble gaHHble

7.11.1. CUB 6aHKOBCKOIr0 NaaTexHoro TeXHO0rM4eckoro npoLLecca, B paMmkax KoToporo o6-
pabaTtbiBalOTCA NeEpPCOHasbHble AaHHbIE, A0/IKHA COOTBETCTBOBATL TPEOOBAHMSAM NyHKTa 7.8 HAcToNA-
Lero ctaHgapTa.

CWB 6aHKOBCKOro MHGOPMAaLMOHHOIO TEXHONIOMMYECKOro NpoLLecca, B pamMkax KOToporo o6-
pabaTtbiBalOTCS NepcoHasnbHble aaHHble BHe VCIOH, aomkHa cooTBETCTBOBaTb TPeOOoBaAHUAM MyHK-
Ta 7.9 HacToslWero ctaHaapTa.

CWB 6aHKoBCKOro MHMOPMAaLIMOHHOIRO TEXHOJIOMMYECKOro NpoLLecca, B paMkax KOToporo o6-
pabaTbiBaloTCA NepcoHasnbHble gaHHble B ICTMH, oonkHa cCOOTBETCTBOBATbL TPEOOBaAHMSAM MYHKTOB 7.9
1 7.11 HacToswero ctaHgapTa.

7.11.2. Bce NCIMNAH opranusaunii BC P® oTHocATCH K cneuyanbHbiM B COOTBETCTBUM C MYHK-
ToMm 8 Mopsiaka NnpoeeaeHns knaccupukaumm NHGOPMaLMOHHBLIX CUCTEM NePCOHaNbHbIX AaHHbIX, YT-
BepXaeHHoro npmkazom MegepanbHon CiyX0Obl MO TEXHNYECKOMY M 9KCMOPTHOMY KOHTponto, depne-
panbHol cnyx6bl 6e3onacHocTn Poccuiickon Pepepaumm n MuHncTepcTea MHGOPMALMNOHHBIX TEX-
Honoruin n ceasn Poccurickon @epepaunn ot 13 dpepana 2008 r. Ne 55/86/20 “O6 yTBEpPXAEHUN
[Mopsaka nposeneHnd knaccnoukaumm MHOOPMaLIMOHHBIX CUCTEM NEPCOHASbHbIX AaHHbIX” [7].

7.11.3. B opraHmngdaunu bC P®D gonxHbl ObiTb onpeaeneHsbl n 4OKYMEHTabHO 3adUKCUPOBaHbI
kputepun knaccndukauumm NCINOH n nopagok nposegeHns knaccmbukaumnm NCMax.

Knaccuownkaumsa NCMNOH ponxkHa NpoBOANTLCS B TOM YMC/E HA OCHOBE KaTteropuii obpabathbl-
Baembix B MCMNOH nepCoHanbHbIX AAHHbIX.

PeaynbTatbl knaccudbukaunm UCTOH [onxHbl ObITh AOKYMEHTANLHO ONpeaesneHbl U yTBEPXOe-
Hbl PYKOBOACTBOM opraHunsauum bC P®.

7.11.4. TpeboBaHusa No ob6ecnevyeHnio 6€30NacHOCTV NEePCOHANbHbIX JaHHbIX MPY X 0O6paboT-
ke B UCMNOH onpepensaiotca anga kaxaoro knacca VCIMAH Ha ocHoBe:

— TpeboBaHuii 7-ro n 8-ro pa3genosB HACTOALWEro cTaHaapTa C y4eTOM NONOXEHNA pEKOMEHAA-
umii B obnactm ctaHgaptmuaaumm barka Poccun PC BP MBBC-2.3 “O6ecneyeHne nHdopmaum-
OHHO 6e30MacHOCTM opraHmM3aumini 6aHkoBckon cuctembl Poccuiickoin enepaunmn. Tpebo-
BaHUs No obecneyeHmo 6e30NacHOCTN NePCOHaNbHbIX AaHHbIX B UHPOPMALMOHHbLIX CUCTEMAX
nepcoHasnbHbIX AaHHbIX OpraHmM3aumini 6aHKOBCKOM cucTembl Poccuiickon denepaumn’, peta-
JNIN3NPYIOLLINX YKa3aHHbIe TpeboBaHUS;

TpeboBaHusa 7-ro u 8-ro pasgenoB HaCTOALWEro cTaHaapTa HanpaeieHbl HA HENTPaIN3aLnio
aKkTyanbHbIX! (MPUMEHNTENBHO K O0NBLLUMHCTBY opraHmsaumin BC P®) yrpo3 6e30nacHOCTY NepPCOHab-
HbIX AaHHbIX Npu 06paboTke B UCMOH opraHnsaumin BC PP 1 o6pasytoT 6a30BbIin HAbop TpeboBaHwui,
NPUMEHUMBI K 60nbLUMHCTBY opraHmn3auuii BC P®. C yyetom cneumdunkm ob6paboTkm n obecneye-
HUS 6e30MacHOCTMN NepPCOoHabHbIX AAaHHbLIX B opraHn3aumsax BC PD yrpoabl yTeuku nepcoHasibHbIX
[aHHbIX MO TEXHMYECKUM KaHanam aBnsioTcs ansg opraHmaaumini BC PO HeakTyanbHbIMU.

— OLLEHKM PUCKOB HapyLleHns 6€30MacHOCTY NEPCOHASTbHbIX JAHHbIX.

Pe3ynbTaTtoM OLEHKN PUCKOB HapylleHns 6e30NacHOCTN NepCcoHasbHbIX AAHHbIX ABNSETCS
Mopenb yrpo3 6e30nacHOCTV NePCOHasbHbIX AaHHbIX, COAEPXallas akTyasbHble 8 OpraHmM3aumm
BC P® yrposbl b, Ha ocHOBe KOTOPOW BblpabaTbiBaloTCS TPebOBaHMS, YiMTbIBAKOLLNME OCOOEHHOCTH
06paboTKM NepcoHasbHbIX AaHHbLIX B KOHKPETHOM opraHusaumn bC P, n paclumpsiowme tTpebosa-
HUS 7-ro 1 8-ro pa3aenoB HACTOALLErO CTaHAAPTa U (M) MONOXEHUS PEKOMEHAALMIA B 061aCTU CTaH-
napTtmzaumn banka Poccun PC BP UBBC-2.3 “ObecneyeHne nHpopmarMoHHOM 6€30nacHOCTY opra-
HU3aumMin 6aHKOBCKOW cucTeMbl Poccuinckoin @epepaumn. TpeboBaHus No obecneyveHmto 6e3onacHo-
CTV NePCOHaIbHbIX AaHHbIX B UHPOPMALMOHHbIX CUCTEMAxX NePCOHaNbHbIX AAaHHbIX OpraHn3auni 6aH-
KOBCKOW cucTemMbl Poccuiickon denepaumn”.

1 AKTyanbHbIMU SIBASILOTCS T Yrpo3bl, PUCK peanu3aumm KoTopbix B opraHnsaumn 6C PO sensetcst HenonycTUMbIM.
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8. Cucrema MeHeAKMeHTa MH(POPMALIMOHHOM
0e30MacHOCTH OpraHM3aumii 0aHKOBCKOW CUCTEMBI
Poccuitckon ®eaepaumnm

8.1. O6LwmMe nonoxeHns

8.1.1. Ansa peanusauumn, akcnnyaTaunm, KOHTPONS U NoaaepXxaHus Ha AoKHOM ypoBHe CONB
B opraHunsauun bC P® cnenyet peanusoBaTk psg npoueccos CMUB, crpynnupoBaHHbIX B BUAE LMK-
nnyeckon mogenn emuHra: “... — nnaHMpoBaHue — peanm3aumsa — npoBepka — COBEPLUEHCTBOBA-
HWe — nnaHnpoBaHve — ...”.

8.1.2. Llenbto BbINOMHEHNS AEATENLHOCTU B paMkax rpynnbl NPOLECCOB “niaaHMpoBaHne” aB-
ngaetca 3anyck “uukna” CMUB nytem onpeneneHns nepBoHaYvasbHbIX MIaHOB NOCTPOEHMS, BBOAA B
nencteme n koHTpons CONB, a Takke onpeaeneHns niaHos no cosepluieHcTeoBaHuio CONB Ha ocHo-
BaHMW PELUEHWNI, MPUHATBIX HA 9Tane “CoBepLUEHCTBOBaHME” . BbINOTHEHWE AEATENBLHOCTM Ha cTaann
“nnaHMpoBaHue” 3aksvaeTcsa B onpeneneHnm/KoppekTnposke obnactu gecteus COUB, dpopma-
nmsaummn noaxopaa K oueHke puckos VB n pacnpeneneHum pecypcos, NpoBeaeHn oLLeHkn puckos Vb
1 ONpeaeneHnn/Koppekumm niaHoB nx 06paboTkn. BaxxHo, 4TOGbI BCE peLLeHns No peannaaumm/Kop-
pekTpoBke COUB 6blnn NpuHATLI PyKOBOACTBOM opraHmsaumnn 6C PO (nanee — pykoBOACTBO).

8.1.3. 9tan “peannsdaums” BbIMOJHAETCSA N0 pedyfibTaTaM BbINOSIHEHWS 3TaNOB “niaHnpoBaHme”
1 (Mn) “CoOBEPLLEHCTBOBAHME” 1 3aKN04AETCS B BbIMOJIHEHNM BCEX MIAHOB, CBA3AHHbLIX C MOCTPOEHM-
€M, BBOIOM B AieicTBME N coBeplueHcTBoBaHnem COVB, onpeneneHHbix Ha aTane “nnaHnposaHue”,
1 (UNKn) peann3aumm peLleHnin, onpeaeneHHbIX Ha aTane “CoBepLLUEHCTBOBAHME” N He TPEBYIOLLMX Bbl-
NOJIHEHNS OeATEeNbHOCTU MO MJIaHNPOBAHMIO COOTBETCTBYIOLLMX YydLIeHWA. B TOM 4micne BaXHbIM
ABNIIETCS BbINOJIHEHME TAKNX BUAOB OEATENBbHOCTU, Kak OpraHM3aums o0y4eHns 1 noBbILLEHME OCBE-
nomneHHocTn B obnacTtu b, peanndaumns oOHapyXXeHus n pearnpoBaHns Ha nHumpeHTsl B, obec-
nevyeHne HenpepbIBHOCTM Bu3Heca opraHmaaummn 6C PO.

OpraHugauus BC P® ponxHa BbIGUpaTth 3alUTHbIE MePbI, aAeKBaTHbIE MOAENSM Yrpo3 U Ha-
pyLUMTENen, ¢ y4eToM 3aTpaT Ha peanmaaumio Takmux Mep 1 06bema BO3MOXHbIX MOTEPL OT peannsa-
umnm yrpos. OpraHunsdauus BC PO nomkHa NPUMEHSTL TOJSIbKO Te 3aLUMTHbIE MEPbI, MPAaBUIILHOCTL pa-
O0Tbl KOTOPbLIX MOXET OblTb MPOBEPEHA, NPU 3TOM opraHmnsauus bC PO gomkHa perynspHo oueHu-
BaTb afleKBATHOCTb 3ALLUNTHLIX MeP U 3DPEKTUBHOCTb UX peanmaaumn ¢ y4eTOM BIINAHUA 3aLLUTHbIX
Mep Ha BU3HEC-LLENN OpraHn3aumu.

8.1.4. Llenbio BbINOAHEHNS AEATENBHOCTU B paMKax rpynnbl MPOLECCOB “nposepka” asnseTcs
obecrneyeHne JO0CTaTOYHOM YyBEPEHHOCTH B TOM, 4To COWNB, BktoYas 3aLUTHbIE Mepbl, PYHKLVOHM-
pyeT Haanexalm o06pa3omM 1 aaekBaTHa CyLLecTBYoLWMM yrpo3am Ub, a Takke BHYTPEHHUM U (1n)
BHELLHUM YCNOBUAM PYHKLMOHMPOBaHUS opraHn3aumm bC PO, ceazaHHbiM ¢ IB. Kpome TOro, Heo6-
XOOMMO paccMoTpeThb NoOble N3MEHEHMS B AOMNYLLEHUAX UM B 001aCTW OLLEHKN PUCKOB. YkadaHHas
[esATeNbHOCTb MOXET NPOBOAUTLCS B NI060e BpeMS 1 C I0OO0M HacTOTOM, B 3aBUCMMOCTU OT TOT0, YTO
ABNSETCA NOOXOAALMM ANS KOHKPETHON cuTyaumn. Ha atane “nposepka” HeoOXoaMMO OCyLLEeCTB-
NI9Tb MOHUTOPVIHT U KOHTPOJIb UCMOMIb3yEeMbIX 3aLLMUTHBLIX MEP, NEPUOLMYECKM BbINONHATbL OedTelb-
HOCTb Mo caMooLieHke cooTBeTcTBUs VB opraHnsaumm BC PP TpeboBaHnsM HacTosILLEro cTaHaapTa
(nanee — camooueHka MB) n nposoautb ayant VB, aHannauposatb GyHKUMoHnposaHue COUB B Le-
JIOM, B TOM 4ucCIie CO CTOPOHbI PYKOBOACTBA.

Opranunzauusa BC P® pomkHa cBOEBPEMEHHO 0OHAPYXMBATb NPOBEMbI, MPAMO NI KOCBEHHO
oTHocswmecs k B, noTeHunanbHO CNoCcoBHbIE MOBNUATL Ha ee OM3HeC-Luenn. PekoMeHayeTcs BbisiB-
NATb NPUYMHHO-CNIEACTBEHHYIO CBSI3b BO3MOXHbIX MPOBGSEM N CTPOUTb HA 3TOW OCHOBE MPOrHO3 NX
pasBuTuS.

PesynbTaTt BbINONIHEHUS AEATENbHOCTM Ha 9Tane “npoBepka” ABaseTcsd OCHOBOM A5 BbIMNOJIHE-
HUS 4eaTeNbHOCTN NO coBepLueHcTBOBaHMIO COUB.

8.1.5. 'pynna npoueccoB “coBeplueHCTBOBaHME” BkOYAET B cebs AeATeNbHOCTb MO NPUHS-
TUIO PELLUEHNI O peann3aunmn TakTUYeCckmnx n (unu) ctparermyeckmx ynydwennii COMB. YkasaHHas
LEATENBHOCTb, T.€. MEPEXOA K 3Tany “CoBEpPLLUEHCTBOBAHME”, peannadyeTcd TONbKO Toraa, koraa Bbl-
NosHeHne NPoLLECCOB 3Tana “nposepka” gano pesdynbtar, Tpebyowmii coeplueHcTsoBaHus COUB.
Mpn 9TOM cama JeatenbHOCTb N0 coBepLleHcTBoBaHMI0O COUB ponxHa peann3osBbiBaTbCA B paMkax
rpynn npoueccoB “peannsauusa” n Nnpu HeobxoanmMmocTn — “nnaHvposaHune”. Npumep nepeom cuTya-
UMM — BBELEHME B AENCTBUE CYLLECTBYIOLLErO niaHa obecneyeHns HenpepbIBHOCTM OM3Heca, no-
CKONbKY Ha CTaamn “npoBepka” onpegenieHa HeobxoaMMocCTb B 9TOM. Nprumep BTOPOM cutyaumm —
naeHTudmnKaumsa HOBOM yrpo3bl 1 Nocneayolwme oOHOBAEHNS OLEHKN PUCKOB Ha CTaZAMN “NaHnpo-
BaHue”. Npu 3TOM BaXHO, 4TOObI BCE 3aMHTEPECOBAHHbIE CTOPOHbI HEMEOEHHO U3BELLANNCH O NPO-
BOAUMBIX yny4ieHnax CONB n npu Heo6XoAMMOCTY NPOBOAUIOCH COOTBETCTBYIOLLEE OOYYEHME.
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Opranuzaumsa 6C PO ponmxkHa HakanameaTtb, 0600LLAaTh U MICNONb30BaTh KaK CBOM OMbIT, Tak U
OMbIT APYrMX OPraHn3aunii Ha BCEX YPOBHAX MPUHATUS PELUEHUI N UX UCMOJIHEHWS.
8.1.6. Ong ycnewHoro ¢oyHkumoHnposaHmsa CMUB B opraHundaumm 6C P® cnenyet BbINONHUTL
cnenyloume rpynnsl TpeboBaHNIA:

— TpeboBaHWs K OpraHn3aumm n GyHKUNOHUPOBaHUIO ciyx6bl VB opraHndaummn 6C Pd;

— TpeboBaHus K onpeaeneHunto/koppekunm obnactm gerictena COUB;

— TpeboBaHWs K BbIOOPY/KOPPEKLMM NOAXOAA K OLLeHKE PUCKOB HapyleHus VB n npoBeaeHuio
OLEHKU PUCKOB HapyLleHus UB;

— TpeboBaHus K pa3paboTke nNnaHoB 06paboTkM PUCKOB HapyLueHus UB;

— TpeboBaHus K pa3apaboTke/KoppeKLMU BHYTPEHHUX AOKYMEHTOB, PEFNaMEHTUPYIOLLNX AeaTeNb-
HOCTb B 06nactu obecrneyeHuns UB;

— TpeboBaHUs K NPUHATUIO PYKOBOACTBOM opraHu3aummn 6C PD pelueHnin o peanusaumm n akc-
nnyataunn COUB;

— TpeboBaHWs K OpraHn3aummn peanmsaunm nnaHoB 06paboTkm pUCKoB HapyLeHns UB;

— TpeboBaHusa K pa3paboTke U opraHM3aunmn peanmsauun NnporpaMm no 06y4eHMIO 1 NOBbILLE-
HUIO ocBegoOMNEeHHOCTM B obnacTtu Ub;

— TpeboBaHWs K OpraHM3aLmmn obHapPYyXeHNS N pearnpoBaHns Ha MHUMAEHTLI 6€30MacHOCTY;

— TpeboBaHua K opraHmaaumm obecneyeHns HenpepbIBHOCTM Omn3dHeca 1 ero BOCCTaHOBEHNS
nocne npepbiBaHnN;

— TpeboBaHUSA K MOHUTOPUHIY 1 KOHTPOJTIO 3aLLMUTHbBIX MEp;

— TpeboBaHus K NpoBeaeHnio camooueHkn UB;

— TpeboBaHus K NnpoBeaeHuio ayamta Mb;

— TpeboBaHus K aHann3y GyHkunoHnpoBaHus COUB;

— TpeboBaHus kK aHanndy COUMB co cTopoHbl pykoBoacTBa opraHmsaumnmn 6C PO;

— TpeboBaHUS K MPUHATUIO PELLEHWUI NO TakTUYeCKUM ynydeHnam COUB;

— TpeboBaHVs K MPUHATUIO PELLEHNUI NO cTpaTernyecknum yny4dweHmnam COUB.

8.2. TpeboBaHuA K opraHusauum u PyHKLLMOHUPOBAHUIO CNYXKObl UHPOPMALMOHHON
6e3onacHOCTU opraHu3auum 6aHKOBCKOM cuctemsl Poccuiickoin depepaumnm

8.2.1. Anga peanusaumn, dkcnayataumm, KOHTPOASA U NOAAEPXaHUsA Ha JO0MKHOM ypoBHe COMB
PYKOBOACTBY cnenyet chopmmpoBaTb cnyx0y b (HadHa4YMTb YNONHOMOYEHHOE N1LLO), a Takke yT-
BEPOUTb LeNn 1 3aJa4u ee AeaTelbHOCTH.

Cnyx6a VB ponxHa nmeTb yTBEPXOEHHbIE PYKOBOACTBOM NOSIHOMOYUS 1 PECYPCbI, HE0OX0AN-
Mbl€ 19 BbINOJIHEHUS YCTAHOBJIEHHbIX LIENen 1 3aa4, a TakKe Ha3HAYeHHOro U3 Y1cna PyKoBOACTBA
kypatopa. Npu atom cnyx6a b n cnyxba nidopmaTtmsaumm (aBTomaTnsaunm) He 4OJDKHbl UMETb
obuero KypaTtopa.

PekomeHnayeTtcsa HagenuTb cny0y VIb coB6CTBEHHbBIM BI00XETOM.

Oprannzauuam BC PD, nmerowmm cetb GUnmManos nnm pernoHanbHbiX NpeacTaBUTENbCTB, pe-
KOMeHAOyeTCs BblAeNnaTb COOTBETCTBYOLWME noapasaeneHns Nb (ynonHOMOYEHHbIX f1L) Ha MecTax,
obecneymB nx HEOOBXOAMMbIMY PECYPCAMU U HOPMATMBHOM 6a30M.

8.2.2. Cnyx6a Vb (ynonHOMO4YeHHOE N1L0) OoJIKHA ObiTh HaAeNeHa cnenyowmmMmym MMHUManb-
HbIMW NMOSTHOMOYUNAMMU:

— OpraH1M30BbIBaTb COCTaBMIEHME N KOHTPONMPOBATb BbINOIHEHME BCEX MNIAHOB N0 06ecnevyeHmnio
B opranmnzaunn 6C P®;

— paspabaTbiBaTbh M BHOCUTb NPEANOXEHMS N0 U3MEHEHMIO nonnTuk B opranmnsauunm;

— OpraHM30BbIBaTb M3MEHEHME CYLLLECTBYIOLMNX N MPUHATUE PYKOBOACTBOM HOBbIX BHYTPEHHMX
[OKYMEHTOB, pernamMmeHTUpYIoLLIMX OesTeNlbHOCTb No o6ecneyeHuto Vb opranmsaummn 6C PO;

— onpenenatb TpeboBaHusa K Mepam obecnedveHus Nb opranmsauum 6C PO;

— KOHTPOJSIMPOBaTb paboTHMKOB opraHndaumnmn 6C PD B 4acTu BLINONIHEHUS UMW TPEOOBAHNIA BHYT-
PEHHUX JIOKYMEHTOB, PErNaMeHTUPYIOLLMX AeaTeNbHOCTbL B 06nactu obecneyeHns UB, B nep-
BYIO o4epeab pabOTHUKOB, UMEIOLLMX MaKCUMasbHble MOSIHOMOYNSA MO A0CTYNY K 3aLLMLLAEMbIM
MHPOPMALIMOHHBIM aKTUBAM,;

— OCYLLECTBAATE MOHUTOPUHT COObITUIA, CBA3aHHbIX C o6ecnevyeHnem UB;

— yyacTBOBaThb B paccnenoBaHnmn cobbiTUiA, CBA3AHHLIX C MHUMAeHTaMun Wb, 1 B cnydae Heo6xo-
OVMOCTU BbIXOANTb C NPEASIOKEHUAMM MO MPUMEHEHUIO CaHKLIMIA B OTHOLLEHWN NNLL, OCYLLECT-
BuBwnx HCA v HPA, Hanpumep, HapyLMBLUMX TPeOOBaHMS MHCTPYKLUWIA, PYKOBOACTB U T.M. NO
obecneyeHunio b oprannsaunm 6C P®;

— yyacTBOBaTb B AeMNCTBUSAX NO BOCccTaHoBNeHuto pabotocnocobHocTu ABC nocne c6oeB un
aBapuin;

— y4yacTBOBaTb B CO34aHUK, NoAnepXaHuu, akcnayataumm n coeepieHctsosaHnm COWMB opra-
HMn3auum 6C P®.
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8.3. TpebGoBaHu4a kK onpeaesieHnio/KoppeKkum oénacTm geicTeug CUCTEMBbI
o6ecnevyeHns uHpopmaLMOHHO 6e30nacHOCTU

8.3.1. JomxkHa ObITb AOKYMEHTANIbHO ONpeaesieHa/CKoppeKTMPOBaHa ONNCh CTPYKTYPUPOBAHHbIX
no Ksaccam 3awmiaeMbiX MHOOPMALMOHHBIX aKTUBOB (TUNOB MHPOPMALIMOHHbBIX aKTUBOB — TUMOB UH-
dopmaumn). Knaccuopumnkaumio MHOOPMaLMOHHBIX aKTUBOB PEKOMEHAYETCH NPOBOAUTL HA OCHOBaHUM
OLLEHOK LIEHHOCTU MH(OPMALIMOHHbIX aKTMBOB AJ11 UHTEPECOB (Lenei) opraHmusaumm bC PD, Hanpu-
Mep, B COOTBETCTBUN C TAXECTLIO MOCNEACTBUIA NoTepn cBoncTB B MHGOPMaLMOHHLIX aKTUBOB.

8.3.2. B cnyyae Hanuuua B opraHmsauuu bC P® knaccudurkaumm nHpopmMauMOHHbIX akTUBOB
OnNncb MHPOPMaLMOHHBIX aKTUBOB OJIXKHA COAepPXaTb MHGOPMALMIO O MPUHALASIEXHOCTU KOHKPETHO-
ro MHPOPMALMOHHOIO aKTUBA K BblAENIEHHbIM TUMNaM NHGOPMALMOHHbIX aKTUBOB.

8.3.3. Onuck MHGOPMaLIMOHHBIX aKTUBOB (TMNOB MHDOPMALMOHHbBIX aKTUBOB) A0JXHA COAep-
XaTb nepeyeHb Nx 06bEKTOB cpeabl. [epedyeHb 0OBLEKTOB Cpepbl AOMKEH NOKPbLIBATb BCE YPOBHU WH-
dopMaLMoHHOK NHPpPacTPyKTypbl opraHndaumm 6C P®, onpeneneHHor B pasgene 6 HacTosLwero
cTaHgapTa.

8.3.4. JomxHbl OblTb AOKYMEHTaNbHO ONpeaeneHbl Nnpoueaypbl aHanmaa u nepecmoTpa obnac-
™ pgencteug CONB, B 4aCTHOCTU, NpoLeaypbl NepecMoTpa Npu U3MeHeHUn nepeydHs MHOOPMaLLMOH-
HbIX aKTUBOB OpraHmaaumm (TUNos NHGOPMALMOHHbLIX aKTUBOB).

8.3.5. B opraHusaummn 6C PD gonmkHbl ObITb JOKYMEHTaNLHO ONPEAENEHbl PO NO onpeaene-
Huio/koppekumn obnactu gencrtema CONB, No cocTaBneHMio N NepecMoTpy onMcu MHGOpPMaLMOH-
HbIX aKTUBOB (TUMOB MHPOPMALMOHHbIX aKTUBOB), HaX0aaLLmMXcs B o6nactu gericteua COUB. B opra-
Hu3auun 5C PP nonxHbl 6bITb HA3HAYEHbI OTBETCTBEHHbIE 32 BbINONHEHWE YKAa3aHHbIX POSEN.

8.4. Tpe6GoBaHMA K BbIOOPY/KOPpPEKLMM NOAX0Aa K OLLeHKE PUCKOB HapyLleHUs
nHdpopmMaLmMoHHOV 6e30NacCHOCTU U NPOBEAEHUIO OLLEHKU PUCKOB HapyLUeHUs
nHPopMaLMOHHOM 6e3onacHOCTHU

8.4.1. B opranmzaumm bC P® pgomxHa OblTb NPUHATA/KOPPEKTUPOBATLCA METOANKA OLEHKN
puckoB HapyLeHua B / noaxon, K oueHKe puckoB HapylueHua UNB.

8.4.2. B opranmzaummn bC P® gonxHbl 6biTb ONpeaeneHbl KOUTEPUU MPUHATUS PUCKOB HapyLUe-
HUsa NB v ypoBeHb A0MYyCTUMOro pucka HapyliueHus Vb.

8.4.3. MeToanka OLEHKN PUCKOB HapyweHus VB / noaxond K OueHKe pUCKOB HapyweHus b
opraHusdaummn 6C P® ponxHa onpenensts cnocob 1 nopsaok Ka4eCTBEHHOTO UM KOJIMYECTBEHHOIO
OLEeHVBaHWA pucka HapylweHna b Ha ocCHOoBaHUKM OLLEeHNBaHNUSA:

— CTeneHn BO3MOXHOCTU peanusaumuv yrpos NB BbISBNEHHBIMU U (M) NpeanonaraeMbiMy nUc-
TOYHMKamun yrpo3 B, 3admnkcrpoBaHHbIMY B MOLENAX YIPO3 N HAPYLUUTENs B pesynbrate nux
BO3AENCTBUS HA 0O6bEKTHI cpeabl MHPOPMALIMOHHBLIX aKTUBOB opraHusaumnn 6C PO (Tunos mH-
GOpPMaLMOHHbIX aKTUBOB);

— CTeneHu TIXeCcTn NocneacTBUn OT NoTepu cBOWCTB B, B 4aCTHOCTU, CBOMCTB AOCTYMHOCTH,
LLeSIOCTHOCTU M KOHDUOEHLMANBbHOCTHN, 19 pacCMaTpMBaEeMbIX MHHOPMALIMOHHbIX aKTUBOB (TU-
NoB MHPOPMAaLVIOHHbLIX aKTUBOB).

Mopaaok OLEHKM PUCKOB HapyLleHus B nomxeH onpenensats HeoOXxoanMble NpoLeaypbl OLEH-
K1 puckoB HapyleHus UMb, a Takxke nocnenoBaTenbHOCTb UX BbIMOHEHUS.

8.4.4. OugeHka puckoB HapyleHus Nb npoBoauTcs anga ceoncTte b Bcex MHOOPMALMOHHbIX
aKTVBOB (TUNOB MHPOPMALIMOHHbLIX aKTUBOB) obnacTtu aerictens COUB.

8.4.5. B opraHmndauum 6C P® pekomeHayeTcs co3aatb U NOAAEPXKMBATbL B akTyaslbHOM CO-
CTOSIHUM eANHbIN MHDOPMALIMOHHbIN pecypc (6a3y AaHHbIX), coaepXalimin tHdopmauuno 06 MHUM-
nentax UB.

8.4.6. lNonyyeHHble B pe3dynibTaTe OLLEHMBAHWS PUCKOB HapyLLueHns VB BeNnYmnHbI pUCKOB AOXKHbI
ObITb COOTHECEHbI C YPOBHEM AOMYCTMMOr0 pUCKa, MPUHATOro B opraHmnsauum bC P®O. PeaynstaTtom
BbIMOJIHEHNS YKA3aHHOW Npoueaypbl 9BASETCS LOKYMEHTaNbHO ODOPMIIEHHbIV NepeYyeHb Hegomnyc-
TUMbIX PUCKOB HapyLeHns UB.

8.4.7. B opraHusauum 5C PD gonxHbl ObITb AOKYMEHTaIbHO OnpeaesieHbl posin, CBA3aHHbIE C
LEeATENbHOCTbIO N0 ONPeaeneHnio/KoppexkLm METOANKN OLEHKN PUCKOB HapyweHna B / noaxona K
OLLEeHKE PUCKOB HapyLeHus B 1 Ha3HayeHbl OTBETCTBEHHbIE 3a BbIMOJIHEHNE YKA3aHHbIX POSIEN.

8.4.8. B opranunsauunm 5C PD gomkHbl 6bITb LOKYMEHTaIbHO ONpeaeieHbl PO Mo OLLEHKE pUcC-
KOB HapyLieHuns Vb n HadHavyeHbl OTBETCTBEHHbIE 3a BbINOJIHEHME YKA3aHHbIX POSEN.

8.5. Tpe6GoBaHua kK paspaboTKe NnaHOB 00PabOTKU PUCKOB HApPYLUEHUS
nHPOopMaLMOHHOW 6e30nacHOCTHU

8.5.1. [No kaxxaomMy 13 puckos HapyLleHus b, KoTopblin ABNSETCS HeA0MYyCTUMbIM, OOJIXKEH ObITh
[OKYMEHTaNIbHO OnpeaesieH nnaH, onpeaensowmini 0anH N3 BO3MOXHbIX CNoco60B ero 06paboTku:
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— MEePEHOC pMCKa Ha CTOPOHHME OpraHnsaunm (Hanpumep, NyTemM CTPaxoBaHUs YyKa3aHHOro
pucka);
— yXxop, OoT pucka (Hanpumep, nyTemM 0Tkasa OT AeATEe/IbHOCTU, BbINOSHEHE KOTOPOW NPUBOANT K

NMOSIBAIEHUIO PUCKA);

— OCO3HaHHOE NMPUHATNE PUCKA;
— ¢dopmMunpoBaHmne TpeboBaHuii No obecneyeHunio b, cHuxalowmx puck HapyweHnus Nb oo no-

NyCTUMOIO YPOBHS, 1 GOPMUPOBAHUS MIAHOB MO UX peanm3auuni.

8.5.2. MnaHbl 06paboTkn pnckoB HapyLeHus B [omkHbl ObliTb COrlaCoBaHbl C PyKOBOAUTE-
nem cnyx6bl Ub nn6o nuuom, oTeevaiowmm B opraHusaumm bC PO 3a o6ecnevenune Vb, n yteepxae-
Hbl PYKOBOACTBOM.

8.5.8. MnaHbl peanusaunii TpeboBaHmin No obecnedyeHnto b fomkHbI coaepxaTb NocnenoBa-
TENbHOCTb U CPOKM peann3aummn v BHegpPEHNS OPraHn3aLMOHHbIX, TEXHUYECKUX Y UHbBIX 3aLLUTHBIX Mep.

8.5.4. B opraHmzaummn 6C PD aomkHbl OblTb 4OKYMEHTANIbHO ONpeaeNieHbl Ponuv No paspaboTke
nnaHoB 06paboTkyn pUCKOB HapyLueHns Nb 1 Ha3HayYeHbl OTBETCTBEHHbIE 3@ BbINOSHEHME YKa3aHHbIX
ponen.

8.6. TpeGoBaHuA kK pa3paboTKe/KOPPEKLUN BHYTPEHHUX JOKYMEHTOB,
pernamMeHTUpPYIOLWUX AeATeNIbHOCTb B 0651acTu o6ecneyeHus
nHPOpPMaLMOHHOM 6e30nacHOCTU

8.6.1. Pa3zpaboTky/KOpPPEeKLMIO BHYTPEHHUX JOKYMEHTOB, PerfnamMeHTUPYIoLWNX AeaTeNbHOCTb
B obnactu obecneyveHns Vb B opraHusaunm 6C PO, pekomeHayeTcs NpoBOAUTb C Y4ETOM PEKOMEH-
naumin no ctangaptTudaunm banka Poccum PC BEP MBEBEC-2.0 “O6ecneyveHne nHdopmMaLmnoHHon 6e3o-
NMacHOCTW opraHnsauuin 6aHKoBCKOM cucteMbl Poccuiickon depepaumn. Metognyeckmne pekoMeH-
haummn no AokymeHTaummn B obnactn obecnevyeHns nHGopmMaLMoHHOM 6e30MacHOCTM B COOTBETCTBUN
¢ TpeboaHnamm CTO BP MBBC-1.0".

8.6.2. B opraHusaumm 6C P® ponxHbl pazpabaTbiBaTbCs/KOPPEKTUPOBATLCS CleayoLMeE BHYT-
PEHHME OOKYMEHTbI:

— nonutunka Vb opranmsaumn 6C P®d;

— yacTHble nonuTtukn VB opranmsaummn 6C Pd;

— JOOKYMEHTbI, PerfamMmeHTupyloLme npoueaypbl BbIMOHEHUS OTAESIbHbIX BUAOB AEATENIbHOCTH,
CBsI3aHHbIX ¢ o6ecneyeHnem UMb opranusauum 6C PO.

Kpome Toro, nonxHol 6bITb onpeaeneHsbl nepedyeHb U GOpMbl JOKYMEHTOB, SBASIOLLMXCS CBU-
[eTesIbCTBOM BbINOJIHEHUS OesTeNnbHOCTU no obecnedveHunio Vb B opraHnadaumm 6C PO.

Monutuka VB opranmnzauum bC P® pomxHa ObiTh yTBEPXAEHA PYKOBOACTBOM.

8.6.3. B nonnTuke (B 4acTHbIx nonmntukax) b gonmkHel onpenensaTbCs/KOppPeKTUPOBATLCS:

— uenu n 3aga4m obecnedyenns MUB;

— OCHOBHble obnacTtu obecneveHuns MNb;

— TUMbl OCHOBHBbIX 3aLUNLLAEMbIX MHPOPMALVIOHHbLIX aKTUBOB;

— MOJENN Yyrpo3 U HapyLunTenemn;

— COBOKYMHOCTb NpaswuJ1, Tpeb6OBaHMIN U PYKOBOAALLMX NPUHLMNOB B 06nacTtn UB;

— OCHOBHble TpeboBaHug no obecneyveHuio Mb;

— MPUHUMUMbLI NPOTUBOAENCTBUSA yrpo3am Vb no OTHOLWEHUIO K TMMaM OCHOBHBbIX 3aLUMLLAEMBbIX
MHOOPMALIMOHHbIX aKTUBOB;

— OCHOBHbIE MPUHLNIbI NOBbILLEHWS YPOBHSI OCO3HAHUSA 1 0CBeAO0MIIEHHOCTU B o6nactn UB;

— MPUHLMNbI peanm3aumn n KOHTPOS BbINOIHEHNS TpeboBaHmin nonntmnkn Ub.

8.6.4. Pa3paboTka/KOpPPEKTUPOBKA BHYTPEHHUX OOKYMEHTOB, PErNaMeHTUPYIOLLNX OeATENb-
HOCTb B 06nacTn obecneyeHns Vb, nomkHa NPoOBOANTLCS HA OCHOBE:

— 3akoHopartenbcTBa Poccuiickon Denepaunu;

— komnnekca bP UBBC, B yacTHOCTU, TpeboBaHWin 7 1 8 pa3aenoB HAaCTOSLLErO CTaHAapPTa;

— HOPMAaTUBHbIX aKTOB 1 NPEANMCaHUin PErYINPYIOLLNX U HAO30PHbIX OPraHoB;

— [OroBOpHLIX TpeboBaHuin opraHn3aumm 5C PP co CTOPOHHUMN OpraHn3aLnsMu;

— pe3ynbTaToB OLLEHKW PUCKOB, BbINMO/IHEHHOW C COOTBETCTBYIOLLEN YPOBHIO pa3pabaTbiBaeMoro
LOKYMEHTa getanusaumen paccmarpmBaeMbliXx MHGOPMaLVOHHBLIX akTUBOB (TUMOB MHGOpMa-
LLMOHHbIX 2aKTUBOB).

8.6.5. CoBOKYMHOCTb BHYTPEHHNX OKYMEHTOB, PErNaMeHTUPYIOLLNX AEATENbHOCTL B 061acTun
obecneyeHns b, nomkHa copepxaTb TpeboBaHusa no obecnedyeHntio B Bcex BbIIBNEHHbIX MHDOP-
MaLMOHHbIX aKTUBOB (TUMNOB MHMOPMALIMOHHbBIX aKTUBOB), HaxoasLuxcs B obnactu gencteus CONB
opranunsdaumm 6C PO®.

8.6.6. [1oKyMEHTbI, pernaMeHTupyioLLme NpoLeaypbl BbINMOJHEHNSA OTAENbHbIX BUOOB AedTelb-
HOCTU, CBSA3aHHbIX ¢ 06ecnevyeHnemMm b, A0MKHbI OeTannM3npoBaTh NONIOXEHUS MONTUKN (HACTHbIX
nonutuk) b n He NpoTMBOPEYUTE UM.
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8.6.7. B cnyyae Hanuums B CTPYKTYPHbIX noapasaeneHunsx opraHusaumm 6C PO paboTHUKOB,
OTBETCTBEHHbIX 32 06ecneyeHne Vb, B opraHmnzauum 6C PD gonxeH 6bITb yTBEPXKAEH PYKOBOACTBOM
nopsaoK B3anMOAeNCTBMS (KOOPAMHMPOBaHMS paboTel) cnyx6bl VB ¢ ykazaHHbIMU paboTHUKAMMU.

8.6.8. B cocTaBe BHYTPEHHUX AOKYMEHTOB, PErIaMEHTMPYIOLLMX OeATeNbHOCTb B 061acTn obec-
nevyeHuns b, HeobxoaMMo onpeaennTb:

— nepeyeHb CBUOETENbCTB BbIMOJHEHNS AEATENbHOCTH;
— OTBETCTBEHHOCTb PaboTHUKOB opraHmsaummn BC PP 3a BbINONHEHNE 3TO AEATENBHOCTU.

8.6.9. [lomKHbI ObITb AOKYMEHTANIbHO ONpeaeneHbl NPoueaypbl BhIAENEHUS N pacnpenenenuns
ponei B o6nactmn obecnevyeHuns NB.

8.6.10. JomkeH ObITb JOKYMEHTaIbHO ONpeaesieH Nopsaok pa3paboTku, Nogaep>XKkm, nepe-
CMOTPa M KOHTPONSA NCMNONHEHNSA BHYTPEHHNX OOKYMEHTOB, PErnamMeHTUpyLWmx eaTeNbHOCTb Mo
obecneyeHnio Vb B opraHunsauum 6C PO.

8.6.11. B opranumzaummn bC P® gomkHbl ObiTb 4OKYMEHTANIbHO ONpeaeNieHbl ponv nNo pas3paboT-
Ke, NoOAAEpPXKE, NePecMOTPY M KOHTPOJIKO UCMOSIHEHUS BHYTPEHHUX AOKYMEHTOB, perfiaMeHTUpylo-
LMX OeaTenbHOCTb No obecnedveHuio VB, a Takxe Ha3HayeHbl OTBETCTBEHHbIE 32 BbINMOJIHEHNE YKa-
3aHHbIX PONEeN.

8.7. Tpe6GoBaHMA K NPUHATUIO PYKOBOACTBOM OpraHM3auumn 6aHKOBCKO CUCTEMbI
Poccuiickoi Pepepauum pelueHnii o peanusaumm n aKkcnayataumum CUCTEMbI
o6ecnevyeHns uHpopmMaLMOHHO Oe3onacHOCTU

8.7.1. PeweHuns o peanusauum n akcnnyataumm CONB onmkHbl yTBEPXAATLCS PYKOBOACTBOM
opraHusaummn BC P®. B yactHocTK, B opraHusaummn 6C Pd TpebyeTcs AOKYMEHTaNbHO 0POPMUTL
pelleHns pykoBoacTea:

— 00 aHanm3e 1 NPUHATUN OCTaTOUYHbIX PUCKOB HapyLleHus VB;
— 0 nnaHupoBaHun 3TanoB BHeapeHns COWB, B yacTHoCTH, TpeboBaHuii no obecnedyeHuio Vb,

M3NOXEHHbIX B 7-M 1 8-M pasfgenax HacTosLWEero cTaHaapTa;

— 0 pacnpegneneHnn ponei B obnactn obecneveHns b opraHmnsauum 6C PO;
— O MPUHATUX CO CTOPOHbI PYKOBOACTBA MJIAHOB BHEAPEHUS 3aLLUNTHLIX MEP, HanpaBfEHHbIX HA
peanuzaumio TpeboBaHui 7-ro 1 8-ro pasgenoB HACTOALWEro CTaHAapTa U CHUXEHNE PUCKOB

b;

— 0 BblAENIEHNM PECYPCOB, HEOOXOAMMBIX AN peannsaunm n akcnnyataummn COUB.

8.7.2. Bce nnaHbl BHeapeHus COMB, B yacTHOCTU, NaaHbl peanusaunm TpeboBaHun 7-ro n
8-ro pasgenoB HacTosAWEro cTaHgapTa, naaHbl 06paboTkn puckoB HapyweHusa B 1 BHeapeHus
3aWMTHbIX Mep A0JXHbl ObiTb YTBEPXAEHbLI PYKOBOACTBOM. YKa3aHHble nnaHbl A0/XKHbl JOKYMEH-
TanbHO GUKCUPOBATD:

— N0oCNeaoBaTeNlbHOCTb BbINMOIHEHUS MEPONPUATUN B paMKax ykas3aHHbIX MJIaHOB;
— CPOKM Ha4vana 1 OKOH4YaHWS 3anjaHNpPoOBaHHbIX MEPONPUATUI;
— AOOJDKHOCTHbIX NuL, (noapasneneHns), OTBETCTBEHHbIX 3a BbIMOJIHEHME KaXO0r0 yKa3aHHOro

MEepPOoNpUaTUS.

8.7.3. JomxeH OblTb LOKYMEHTASIbHO ONpPeAeNieH NOPSAA0K paspaboTkm, NepecMoTpa U KOHTPOS
MCnosIHeHUs nNnaHoB no odecneyveHnto B opraHmzaumn 6C PO.

8.7.4. B opranuzaunm 6C P® gonxHbl 6bITb AOKYMEHTaNbHO 0ODOPMIIEHBI PeLleHUs PyKo-
BOJACTBA, CBS3aHHbIE C HA3HA4YeHMEM 1 pacnpeneneHnemM ponen aas Bcex CTPYKTYPHbIX nogpas-
LENEHNIN B COOTBETCTBUM C MONIOXKEHUAMUN BHYTPEHHUX JOKYMEHTOB, PEMNaMEHTUPYIOLLVX AeATENb-
HOCTb No obecneyvyeHuio N6 opraHnsaunm 5C PO.

8.8. Tpe6GoBaHNA K OpraHu3auum peajansaumnv N1aHoB BHEAPEHUS CUCTEMBbI
o6ecneyeHus MHOPMaLUOHHOK 6Ge30NacHOCTU

8.8.1. Jo/kHbl BbITb AOKYMEHTAILHO ONpPeAesneHbl U BbINOJHATLCS NMPOEKTUPOBaHME/NpUooG-
peTeHne/pas3BepTbiBaHNe, BHEOPEHME, IKCIlyaTauns, KOHTPOJb U COMNPOBOXAEHME SKCryaTaumm
3almTHbIX Mep (CUB), npeaycMoTpeHHbIX nnaHamMu peanusaunii TpebosaHuii no obecneverHunio Vb.

8.8.2. Onqa noctpoeHus anemeHToB CUB npMeHnTENbHO K KOHKPETHOM obnactn nnn chepe
nesaTenbHocTu opraHmsaumnn 6C PO nomxHbl 6bITb peann3oBaHbl KOHKPETHbIE 3aLLMTHbIE MEpPbI, MPU-
MeHsieMble K 06bekTaM cpefbl B COOTBETCTBUM C CYLLECTBYOLWMMUY B opraHmsaumnn bC Pd tpebosa-
HUAMK no obecnedeHntio Vb, chopmynmpoBaHHbIMUK B nonntuke b 1 Apyrux BHYTPEHHUX AOKYMEH-
Tax opraHnsauun 6C P®.

8.8.3. B opraHmzauum bC PD gomkHbl ObiTb LOKYMEHTAIbHO ONPEAENEeHbl POJIM, CBA3AHHbIE C
peanusaumen nnaHoB o0paboTkn pMcKoB HapyweHus VB n ¢ peanmnsaumen Tpebyembix 3aLMTHbIX
Mep, 1 Ha3Ha4yeHbl OTBETCTBEHHbIE 3@ BbINOJIHEHME YKa3aHHbIX POJIEN.
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8.9. TpebGoBaHu4 k pa3paboTke U opraHu3auuu peanmsaumm nporpamMmm no ooyyeHuio
1 NMOBbILLEHUIO OCBEA0MJIEHHOCTU B 06n1acTu HPOpMaLMOHHOK Ge3onacHoCTU

8.9.1. JonxHa ObITb OpraHn3oBaHa AOKYMeHTanbHO 0bOpPMAEHHasa 1 yTBEPXAEHHAsd PyKo-
BOACTBOM paboTa ¢ nepcoHanom opraHmsaumm bC PO B HanpaBneHnM NOBbILLEHNS OCBEAOMIIEHHOCTH
1 00yyeHua B ob6nactm UB, Bknoyas pa3paboTky 1 peanmsaumio NaaHoB 1 nporpamMmM 006y4eHNs 1 NOBbI-
LLIeHMS OCBEAOMIIEHHOCTU B 06nactu VB 1 KOHTpONs pe3ynbTaToB BbINMOMHEHUS YKa3aHHbIX MaHOB.

8.9.2. B nnaHax o0y4eHuns 1 NOBbILLEHMS OCBEAOMAEHHOCTU OOMKHbI OblTb YCTAHOBNEHbI TPE-
60BaHVS K NEPUONYHOCTY 0OYHEHUS U NOBbILLEHNS OCBEAO0MIIEHHOCTH.

8.9.3. Mporpammbl 06y4eHMst N MOBbILLEHWS OCBEAOMAEHHOCTM A0KHbI BKJOYATb MHPOPMaLMIO:

— o cyuwecTBylowmMmM nonntmukam Ub;

— Mo NpUMeHsieMbIM B oprann3aummn BC P® 3alwmtHbIM Mepawm;

— M0 NPaBWMJIbHOMY UCMOJIb30BAHUIO 3ALLUTHBLIX MEP B COOTBETCTBUM C BHYTPEHHUMU AOKYMEHTA-
Mu opraHusauum 6C P®;

— 0 3HAYMMOCTU N BXKHOCTU OeATENBLHOCTU PaboTHUKOB ans obecneyveHus Vb opraHnsaumm 6C
P®.

8.9.4. B opraHusdaumm bC P® nonxeH 6bITb onpeaeneH nepedyeHb JOKYMEHTOB, ABNAIOLLMXCS
CBMOETENbCTBOM BbIMOSHEHWS NPOrpaMmm 06y4YeHMs 1 NOBbILLEHNSA OCBEAOMAEHHOCTH B o6nactn Vb.
B yacTHOCTU, TAKUMW OKYMEHTAMWN MOTYT ABNATLCA:

— OOKYMEHTbI (XKypHasbl), MOATBEPXAAIOLWME NPOXOXAEHNE PYKOBOAUTENSAMN N pabOTHUKaAMU
opraHunsdaumm BC P® obyueHua B obnactu VB ¢ ykasaHmem ypoBHs 06pa3oBaHns, HaBbIKOB,
onbiTa u kBanudmkaumm obyyaemsbix;

— [OKYMEHTbI, coaepXallme pesynbTaThl TPOBepoK 06yyeHns paboTHUKOB opraHnsauum 6C Pd;

— [OOKYMEHTbI, cCoaepxalume pesynbraTbl NPOBEPOK OCBEAOMAEHHOCTH B o6nactn Vb B opraHun-
3aunn BC PO.

8.9.5. Inga paboTHMKA, MONYYMBLLEFO HOBYIO POJib, AOJIKHO OblTb OPraHM30BaHO 00yYeHne Nan
MHCTPYKTax B o6nactu Vb, cooTBETCTBYIOLLEE MOTyHEHHOM PO,

8.9.6. B opraHusaumn 5C P® gonxHbl 6bITb AOKYMEHTANILHO ONpeaeneHbl posuv no paspaboT-
Ke, peanMaauum niaHoB 1 NporpamMmm o0y4eHnst 1 NOBbILLIEHNS OCBEAOMIEHHOCTM B o6nactu Vb n no
KOHTPOJIO pe3yNibTaToB, a TakKe Ha3HaYeHbl OTBETCTBEHHbIE 32 BbINOSHEHNE yKa3aHHbIX PONe.

8.10. Tpe6GoBaHuA K OpraHu3auun o6Hapy>XeHUs U pearupoBaHUs Ha UHLUAEHTDI
nHPOpPMaLMOHHOV 6e30nacHOCTU

8.10.1. B opraHmnzaumm BC P® nosxkHbl ObITb JOKYMEHTHI, PEFaMEHTUPYIOLLME NPOLLEaypPbI
06paboTKM NHUMOEHTOB, BKIIOHAOLLNE:
— npoueaypbl 06HapyXeHns nHuuaeHTos UB;
— npouenypbl MUHPOPMUPOBAHUS 06 NHUMAEHTAX;
— npoueaypbl knaccudukaumm NHUMAEHTOB U OLLEHKN yulepba, HaHECEHHOro HUMaeHTom UB;
— npoueaypbl pearnpoBaHns Ha MHUMOEHT;
— npoueaypbl aHanM3a NpuYmMH NHUMaeHToB Vb n oueHkn pesynbtaTtoB pearpoBaHns Ha MHUM-
neHTbl IB (Npyn HE0B6X0AMMOCTHY C y4aCTMEM BHELLHNX 9kcnepToB B obnactn UB).

8.10.2. B opranusaumm bC PP pekomeHayeTcs chopMmpoBaTh U NOALEPXKMBATL B akTyaslb-
HOM COCTOSIHUW LLEHTPannM30BaHHy 6a3y AaHHbIX MHUMAEHTOB VB. JonxHbl ObiTb JOKYMEHTaNbHO
onpegeneHsl npouenypbl No XxpaHeHuo MHGopMaLummn 06 nHupaeHTax Nb, npakTukax aHannsa nHum-
neHtoB VB n pesynbtatax pearnpoBaHmns Ha MHUMAEHTbI UB.

8.10.3. JomKHbl 6bITb JOKYMEHTAIbHO ONpeaeneHbl Nopsakn AecTBU paboTHUKOB OpraHm-
3aumn BC PD npun 06Hapy>KEHUN HETUMNNYHBIX COObLITUI, CBSI3aHHbIX ¢ B, 1 nHdopmMurpoBaHum o naH-
HbIX COObITUAX. PaBOTHNKM OpraHM3aumnmn AOMKHbI OblTb OCBEAOMEHbI 00 YKa3aHHbIX MOpsAKax.

8.10.4. NMpouenypsbl paccnenoBaHUsa MHUNAEHTOB B O0MXHbI y4UThIBaTb AENCTBYIOLLEE 3aKO-
HopaTenbCcTBO Poccuiickon Denepaumm, NonoXeHUs HOpMaTMBHbIX akToB baHka Poccuun, a Takxke
BHYTPEHHUX OOKYMeHTOB opraHndaunn bC P® B obnactn UB.

8.10.5. B opranungauusax bC P®D gomkHbl NPUHUMATBLCS U BIMOMHATLCS JOKYMEHTanbHO 0hOpPM-
JIEHHbIE PELLUEHNS MO BCEM BbISIBIEHHbIM MHUMAeHTam NB.

8.10.6. B opraHusaumm BC P® pomxHbl 6blTb AOKYMEHTaNbLHO ONpeaeneHbl posav no obHapy-
XEHUIO, Knaccudunkaummn, pearmpoBaHunio, aHaamay 1 paccienoBanunio nHumaeHTos VB n HasHaveHbl
OTBETCTBEHHbIE 3a BbINOJIHEHNE YKA3aHHbIX POJSIEN.

8.11. Tpe6GoBaHusa K opraHnsauum o6ecneyeHus HenpepbLIBHOCTU OM3Heca
1 ero BOCCTaHOBJIEHUS NOCJie NpepbiBaHU

8.11.1. B onucu 3awpmuwaemMbix MHGOPMALMOHHbLIX aKTUBOB AOJKHbI ObITb BblAeNneHbl MHGopMa-
LIMOHHbIE aKTMBbI, CYLLIECTBEHHbIE AJ15 06ecnevyeHms HenpepbIBHOCTU BuaHeca opraHmnsauum 6C PO.
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8.11.2. B opranusaummn 6C P® nomkHbl 6biTb AOKYMEHTANILHO ONpeaeneHbl TpeboBaHus no
obecneyeHnio b, pernameHTupyioLLme Bonpockl 06ecneyeHns HenpepbiBHOCTM OM3Heca 1 ero BoC-
CTaHOBJ/IEHMS NOCNE NPEPbIBAHMS.

8.11.3. JonxeH BbITb AOKYMEHTAIBHO OonpeaeneH ninaH obecnevyeHms HenpepbiBHOCTY OM3He-
Ca 1 ero BOCCTaHOBMIEHWNS MOCE BO3MOXHOIO NpepbiBaHus. [naH 40MKEH COAEPXATb MHCTPYKLUUM U
nopsifoK AencTBuid paboTHMKOB opraHmsaumm BC P® no BoccTtaHoBneHuo 6usHeca. B yactHocTu, B
COCTaB MJiaHa A0JIKHbl ObITb BKIOYEHbI:

— YCNOBUS akTMBU3aALMN NAaHa;

— [encTBuUS, KOTOPbIE A0KHbI ObITb MPEANPUHATLI Nocne nHuuaeHTa Ub;

— npoueaypbl BOCCTaHOBIEHMS;

— npoueaypbl TECTUPOBAHUS 1 MPOBEPKMN MaHa;

— nnaH 06y4eHUsi N NOBbILLEHWS OCBELOMIIEHHOCTM PaboTHMKOB opraHusaumm bC PO;

— 00693aHHOCTM PabOTHMKOB OpPraHM3aLmm ¢ ykasaHmemM OTBETCTBEHHbIX 32 BbINMOSHEHNE KaXa0-
roO U3 MNONOXEHW NaaHa.

8.11.4. PazpaboTka nnaHoB ob6ecrneyeHns HernpepbIBHOCTN OM3HECa U ero BOCCTaHOBIEHUS
nocne npepbiBaHNs A0/KHA OCHOBbLIBATbCS HA JOKYMEHTAIbHO O(POPMIIEHHbIX PEe3ybTaTax OLLEHKN
puckoB HapyweHus B opraHusaummn BC PO npyMeHUTENbHO K MIHPOPMALMOHHbBIM aKTMBaM, CyLle-
CTBEHHbIM N5 06ecneyeHns HenpepbIBHOCTN BU3HECA 1 ero BOCCTaHOBNEHUS NOCe NpepbiBaHNS.

8.11.5. B opranusaumm BC PP fomkHbl ObITb AOKYMEHTANBLHO ONPEAENEHbI, PEaNN30BaHbI U
MCNONb30BaTbCH 3aLLMUTHBIE MePbl 06ecnevyeHns HenpPepPbIBHOCTY B3Heca NPUMEHUTENBHO K MHDOP-
MaLMOHHbBIM aKTUBaM, CYLLLECTBEHHbIM 719 00eCcnevyeHns HenpPepbIBHOCTM GU3HECA U €ro BOCCTaHOB-
JIEHVSA NOCne NpepbIBaHns.

Peanusaums n ncnonb3oBaHne 3aLUTHbIX MepP 06ecneyeHnss HenpepbIBHOCTN BM3Heca 1 ero
BOCCTAHOB/EHMS NOCEe NpepbiBaHNS A0KHbI OCHOBbLIBATLCS HA COOTBETCTBYIOLLMX TPEOOBaHUAX MO
obecneyeHunio UNB.

8.11.6. NnaH obecneyeHns HeNpepbIBHOCTN OM3HECa 1 ero BOCCTAHOBEHMS NOCNe NpepbiBa-
HUS 0OMKEH ObITb COrNlacoBaH C CYLLLECTBYIOLMMI B OpraHmM3auum npoueaypamm o6paboTkm NHLUM-
neHtos Ub.

8.11.7. JoMKHO BbITb AOKYMEHTANLHO ONPEAENEHO 1 BbIMONHATLCS NEPUOANYECKOE TECTUPO-
BaHue nnaHa obecneyeHns HenpepbIBHOCTN Bn3Heca n ero BOCCTaHOBMIEHWS MOCe npepbiBaHng. o
pesynbTaTtamM TECTUPOBAHUS NPU HEOOXOAMMOCTU NPOBOAUTCS COOTBETCTBYIOLLAA KOPPEKTUPOBKA
nnaHa. CueHapuin TECTMPOBaHUS A0KEH OblTb COCTaBMIEH C yH€TOM CYLLECTBYIOLLEN B OpraHn3aLumm
BC P® monenu yrpos n HapyLumTenemn, a Takke pe3ynbTaToB OLLEHKM PUCKOB.

8.11.8. B opraHusaumm 6C PD pgonxHa ObiTb peann3oBaHa nporpammMa o6y4yeHus n nosbille-
HUS OCBEAOMIIEHHOCTN PaboTHMKOB B 06n1acTn ob6ecnevyeHns HenpepbIBHOCTM BU3HEeca 1 ero Boccra-
HOBJIEHMS NOCEe NPePbIBAHUNA.

8.11.9. lonxHbl OblTb 4OKYMEHTANIbHO ONpeAesNieHbl U BbINMOHATLCS NPOLUEeaAypbl PerynspHoro
nepecmMoTpa 1 0OHOBNEHUs naaHa obecneyeHns HENPepPbIBHOCTN OM3HECa 1 ero BOCCTAHOBNEHUS
nocre npepbiBaHns onsa o6ecrneyeHns yBepeHHOCTH B nx addekTuBHocTuU. [NpoLeaypbl nepecMoTtpa
1 0BHOBMEHUS NNaHa A0JKHbI YYUTbIBATb U3MEHEHUS B NMpuopuTeTax, Lenax n nirepecax busHeca
opraHusdaummn bC P®; nepecMoTp Moaenei yrpos; oLeHKy puckoB HapyLueHus Ub.

8.11.10. B opranumsaumm BC P® gonxHbl 6bITb JOKYMEHTaNIbHO ONpeaesieHbl poan rno paspa-
60TKe nnaHa obecneyvyeHns HeNPepPbIBHOCTM BM3HECa U ero BOCCTAHOB/IEHNS NMOCIE NMPEPbIBAHUS U
Ha3Ha4YeHbl OTBETCTBEHHbIE 3a BbIMNOJIHEHME YKA3aHHbIX POSIEN.

8.12. TpeGoBaHUSA K MOHUTOPUHIY M KOHTPOJIIO 3aLUMTHbIX Mep

8.12.1. JosmkHbl ObITb JOKYMEHTaNbHO onpeaeneHbl npoueaypbl MoHUTOpuHra COUB 1 KoH-
TPONS 3aWMTHBLIX Mep, BKJloYas KOHTPOJIb NapaMeTpoB KOHMUrypauum 1 HacTpoek CPeacTB 1 Mexa-
HM3MOB 3alUUTbI. YKasaHHble npouenypbl A0SXKHbI MPOBOAUTLCS NepcoHasioMm opraHusaunn 6C PO,
OTBETCTBEHHbIM 32 06ecneyeHune Nb, n oxeaTbiBaTb BCE peann30BaHHbIE M 3KCMyaTUpyeMble 3aLnT-
Hble Mepbl, Bxoasuine B CUB.

8.12.2. Pe3ynbrarthl BbiNOHEHNUS npoueanyp MoHunTopuHra COUB v KOHTPONS 3aLLMTHBIX MepP
LOJKHbI AOKYMEHTaNIbHO (PUKCUPOBATLCS.

8.12.3. lomKHbl ObITb AOKYMEHTaIbHO ONpeaeneHbl 1 BbINMOHATLCA Npoueaypbl cbopa 1 xpa-
HeHns MHdopMaLnKM 0 AeNCcTBUAX paboTHNUKOB opraHmaauum BC P, cobbiTuax 1 napamMeTpax, MMeto-
LMX OTHOLLIEHNE K DYHKLMOHNPOBAHMIO 3aLLUTHBLIX Mep.

8.12.4. Indpopmaumsa 060 BCeX MHLIMAEHTAX, BbIIBJIEHHbIX B npouecce MoHuTopuHra COUB u
KOHTPONS 3aLLUUTHBLIX Mep, AOJIKHA BKJlOYaTbCs B 6a3y AaHHbIX MHUMAeHToB UB.

8.12.5. Mpoueanypbl MOHUTOPUHra COMB 1 KOHTPONS 3aLLMUTHBIX MEP A0JKHbI NMOABEPraTbCS
pPerynsipHbIM 1 IOKYMeHTanbHO 3adUKCMPOBaHHbLIM NepPecMoTpaM B CBA3M C UBMEHEHUSIMU B COCTaBe
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1 cnocobax NCMNoJIb30BaHNSA 3aALLUTHbLIX MEP, BbIIBIEHMEM HOBbIX Yrpo3 1 ya3BumMmocTel b, a Takxke
Ha OCHOBe AaHHbIX 00 nHunaeHTax Ub. Mopsaaok BeINOMHEHNS NPOLLEAYP NepecMoTpa A0KEH ObiTh
[OKYMEHTaJIbHO OnpenesneH.

8.12.6. B opraHusaunmn 6C P® gonxHbl 6bITb AOKYMEHTaIbHO OnpenesieHbl POsiv, CBA3aHHbIE C
BbIMNOJIHEHVEM npoueayp MoHUTopuHra COUB 1 KOHTPONS 3almMTHbIX MEpP, a TakKe NepecMoTpoMm
yKa3aHHbIX Npoueayp, U Ha3Ha4YeHbl OTBETCTBEHHbIE 3a BbIMOJIHEHNE YKA3aHHbIX POJIEN.

8.13. TpeGoBaHUA K NPOBEAEHNI0O CaMOOLLeHKU MH¢OpPMaLMOHHOK 6e3onacHOCTU

8.13.1. CamooueHka b gonxHa npoBoaMTbCA B COOTBETCTBUM CO cTaHaapTom baHka Poccun
CTO BP MBBC-1.2 “O6ecneyeHne nHpopmMaLnoHHOM 6€30nacHOCTY opraHu3aumin 6%aHKOBCKOM cuc-
TemMbl Poccuiickon @enepaunn. Metoanka oLeHKM COOTBETCTBUSA MHPOPMALIMOHHO 6e30MacHOCTH
opraHusaumin 6aHKkoBCcKoM cnuctembl Poccuinckon @epepaunm tpedoaHuam CTO BP MBBC-1.0". Mo-
psooK npoeeaeHnsa camooueHku MIb pekomeHayeTcsa opraHn3oBbiBaTb B COOTBETCTBUMN C PEKOMEH-
naumamm no ctaHgapTtusaumn banka Poccun PC BP MBBC-2.1 “O6ecneyeHne NMHGOPMaLMOHHOWN
6e3onacHoOCTM opraHnsauunii 6aHkoBCcKko cuctembl Poccuinckoii Pepepaunm. PykoBOACTBO Mo ca-
MOOLIEHKE COOTBETCTBUS MHPOPMaLMOHHOM 6e30nacHOCTN opraHm3aLmini GaHKOBCKOM cucTeMbl Poc-
cuinckon ®epepaunm TpedosaHmnam CTO BP MBBC-1.0".

8.13.2. JonxHa ObITb AOKYMEHTaNIbHO OnpeaesieHa 1 peanM3oBaHa NporpaMmMa caMmooLEHOK
B, copepxallas MHpopMaLmo, He0OXOANMYIO AJ19 NSIaHNPOBAHUS N OpraHmM3aLuum camooueHok b,
MX KOHTPOJIS, aHanM3a 1 COBEPLLEHCTBOBaHMS, a Takke obecrnevyeHns nx pecypcamm, HeobxoaMMbIMm
ona adOEKTUBHOIO 1 pe3dynbTaTUBHOIO MPOBEAEHUS yKa3aHHbIX caMmooLeHOK VB B 3agaHHbIe Cpoku.

8.13.3. B opraHusaumu 6C P® gomkHbl ObITb JOKYMEHTaNIbHO onpeneneHsbi:

— nopsaok GopMrpoBaHms, cbopa 1 XpaHeHUs CBUAETENbCTB caMooLeHkn UB;
— Nepuogn4HOCTb NpoBeaeHns camooueHkn Ub;
— NOpPsa0K XPaHEHUS U UCNONb30BaHUSA Pe3ynbTaToB camMmooLeHkn UB.
8.13.4. [ina kaxnoii nposoanmoin B opraHnsaunm 6C PP camooueHkn B Heo6xoauMO A0KY-
MeHTaslbHO 0POPMUTL NAAH NPOBEAEHNS CAMOOLEHKN, ONPEaENSIOLMNIA:
— uenb camooLeHkn UB;
— 00beKTbl n OeaTeNbHOCTb, NoaBepratLmecsd camooLeHke UB;
— MNOPSA0K U CPOKM BbINOSIHEHUS MepOoNpuaTUii camooLeHkn UB;
— pacnpepeneHve ponen cpeam paboTHMKOB opraHm3aumn BC, cBsa3aHHbIX C NpOBeAEHMEM Ca-

MooueHku NB.

8.13.5. Mo peaynbTatam npoBefeHns camooueHoK B gomkHbl 6bITb MOATOTOBAEHbI OTYETHI.
PesynbTaTthl camooueHok B, a Takxke COOTBETCTBYIOLLME OTYETHI A0IKHbI OblTb A0BEAEHbI A0 PYKO-
BoacTBa opraHusaunu 6C PO,

8.13.6. B opranusaummn 6C P® nomkHbl 6bITb LOKYMEHTAIbHO ONPeAeNeHbl PO, CBA3aHHbIE C
BbINOJIHEHMEM MPOrpamMmbl CaMmooLeHOK NB, n HagHayYyeHbl OTBETCTBEHHbIE 32 BbINOJIHEHWE YKa3aH-
HbIX PONen.

8.14. TpeGoBaHua K NpoBeAEHUIO ayaUTa MHPOPMaLMOHHOW Ge3onacHOCTHU

8.14.1. Ayout VB opraHusaummn bC PD nonxeH NpoBoANTLCS B COOTBETCTBUU C TPeOOBaHMAMN
ctaHpapToB baHka Poccum CTO BP MBBC-1.1 “ObecneveHne nHpopmMaumMoHHoM 6e30nacHOCTU Op-
raHusaumin 6GaHKkoBCKOM cucTembl Poccuinckon @epepaumm. Ayamt nHgopmMaLlmoHHom 6e3onacHoctun”
n CTO BP NBBC-1.2 “ObecnevyeHne MHGopMauroHHON 6e30MacHOCTY opraHn3auni 6aHKOBCKOWM CUC-
Tembl Poccuiickon @epepaumn. Metoamka oLEHKN COOTBETCTBUS MHPOPMaLMOHHOK 6e30nacHoCTur
opraHmaaumin 6aHkoBcKkon cuctembl Poccuiickonn epepauum tpebosanmam CTO BP MBBC-1.0".

8.14.2. onxHa 6bITb AOKYMEHTaIbHO OnpeaesieHa n peann3oBbiBaTbCs NporpamMma ayamTos
B, copmepxalian nHpopmMaLuio, HeoOXoaAnMYO A9 NNaHMPOBaHUSA 1 opraHn3auun ayamutos Vb, nx
KOHTPOS, aHanM3a 1 COBEPLLUEHCTBOBaHMS, a Takke obecrneyeHns ux pecypcamm, HeobxoaMmMbIMn
ons 9pdEKTUBHOIO 1 pe3ynbTaTUBHOIO NPOBEeAEHUS yka3aHHbIx ayauTtos VB B 3agaHHbIE CpOKN.

8.14.3. nqa kaXa0ro npoBoanMoro B opraHusauum 5C P® ayamta MIb Heo6xoaMMO A0KYMEH-
TanbHO 0POPMUTL NNAH ayauTa, onpeaensoni;

— uenb ayguta Ub;

— Kputepuun ayamta UB;

— obnacTtb ayauta UbB;

— JaTy 1 NnpoaoIKNTENbHOCTb NpoBeaeHus ayauta UB;

— cocTaB ayamMTOPCKOW rpynmnbl;

— onucaHue AesaTenbHOCTN U MEPONPUATUIA NO NPOBEAEHUIO ayauTa;
— pacnpegneneHne pecypcoB Npu NnpoBeaeHnn aygmra.
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8.14.4. B opranmzauum BC P®D gomxHbl ObiITb 0DOPMIIEHBI 4OrOBOPbI C aYAUTOPCKUMN OpPraHun-
3auuamMu, a Takke JOKYMEeHTaIbHO ornpeaesieHsbl:
— MNOPSA0K XPaHEHUS, AOCTYNa U MCNOJIb30BaHMS MaTepuanos, Nosly4aeMbix B MPOLLECCE NPOBe-
neHuns ayguta UB;
— NOpsA0K B3aMMOAENCTBMUS C ayAMTOPCKON OpraHmM3aumen B npouecce nposeaeHuns ayamta Ub;
— NOpPS40K B3aUMOLENCTBUSA ayaUTOPCKONM rpynmnbl M PYKOBOACTBA, NO3BONAIOLWMIA NpeacTaBu-
TENsM ayaAMTOPCKOWM rpynmnbl NPy HEOOBXOAMMOCTU HEMOCPEACTBEHHO 06paLLLATLCS K PYyKOBOA-
CTBY;
— NopsA0K OpraHM3aumm onpoca paboTHUKOB;
— MopsiAOK opraHn3aunmn HabMoaeHUS 3a AeTENbHOCTbIO PaboTHUKOB opraHmsaumm 6C PO co
CTOPOHbI NpeacTaBuTener ayanTopCcKon opraHmusaumn.
8.14.5. No pesdynbTaTtamMm NpoBeAeHUS ayanTa OOMKHbI ObITb MOArOTOBAEHbI OTYEThI. Pe3ynbTa-
Thl QyAUTOB, @ TakKXXe COOTBETCTBYIOLLME OTYEThI AOJIKHbI ObITh OBEAEHbBI O PYKOBOACTBA.
8.14.6. JonxeH ObITb LOKYMEHTaIbHO ONpeaesieH NOPSAoK XpaHeHUs, A0CTyna u MCNofib3oBa-
HVS MaTepunanos, NoJsly4aeMbix B NPOLLECCE NMPOBEAEHMS ayANTOB, B HaCTHOCTU, OTHETOB ayANTOB.
8.14.7. B opranusauum 6C PD nomxHbl ObITb AOKYMEHTaNbHO OnpeaeneHbl ponn, CBA3aHHbIE C
opraHmaaumen BbINOJIHEHUS NPOrpaMm ayanToB 1 NIaHOB OTAENbHbIX ayAUTOB, Y Ha3HA4Y€eHbl OTBET-
CTBEHHbIE 3a BbINOJIHEHWE YKa3aHHbIX POJIENA.

8.15. Tpe6oBaHua Kk aHannU3y GyHKLUOHUPOBAHUSA CUCTEMbI 00ecrnevyeHus
MHPOpPMaLMOHHOV 6e30nacHOCTHU

8.15.1. B opraHugaumm 6C P® pomxeH npoBoanTbCcs aHann3 yHkumoHnposaHms COUB, nc-
NoJib3YOLWWIA B TOM YUCHE:

— pe3ynbTtatbl MOHUTOPUHra COMB 1 KOHTPONS 3aWKUTHBIX MEp;

— cBefgeHus 00 nHumaeHTax Mb;

— peaynbTaTthl NpoBeneHus ayantos Vb, camooueHok UB;

— JaHHble 006 yrpo3ax, BO3MOXHbIX HAPYLUUTENSX U ya3BuMocTax UB;

— JaHHble 06 U3MEeHEeHUsAX BHYTpU opraHmsaumn 6C PD, Hanpumep, AaHHble 00 N3MEHEHUSX B
npoueccax n TEXHOJOMMsX, peanmadyemMbiX B paMKax OCHOBHOIO NPOLLECCHOro noToka, M3MeHe-
HUSIX BO BHYTPEHHUX AOKYMeHTax opraHusaunmn 6C PO;

— JOaHHble 06 N3MeHeHusix BHe opraHusaummn 6C P®, Hanpumep, faHHble 06 NU3MEeHEeHUsX B 3aK0-
HopatenbcTBe Poccuiickon Pepepauumn, nameHeHnsax B TpeboBaHuax komnnekca P MBBC,
M3MEHEHUSX B LOTOBOPHbIX 0093aTEeNbCTBAX OpraHmn3aumn.

8.15.2. AHann3 dyHkumoHnposaHna COUB ponxeH BknoYaTb B TOM YUCHE:

— aHaan3 COOTBETCTBUS KOMIJIEKCA BHYTPEHHUX JOKYMEHTOB, PeraMeHTUPYIOLWNX AeATeNbHOCTb
no obecneyveHnio b B opranmsaumm 6C PD, TpeboBaHuam 3akoHoaaTenbcTBa Poccuiickon
depepaunu, TpeboBaHuaM cTaHaapToB baHka Poccum, B 4acTHOCTU, TpeBOoBaHUSM HACTOS-
Lero ctaHaapTa, KOHTPaKTHbIM TPeBGOBAHMSAM OpraHn3aumu;

— aHaJIn3 COOTBETCTBUS BHYTPEHHUX AOKYMEHTOB HUXHUX YDOBHEN MEPapPXnun, PErnaMeHTUpyio-
WKMX OeaTenbHOCTb No obecnedenunto Vb B opraHmzaumm BC PO, TpeboBaHusam nonmtuk UMb
opraHunsaumn 6C P®;

— OUEHKY aieKkBaTHOCTN MoAenu yrpo3 opraHmnsauum bC PP cywecteyowmm yrposam UB;

— OLLEHKY p1CKOB B 061actu MIb opraHnadaumu, BkoYas OLEHKY YPOBHS OCTAaTOYHOrO 1 4OMNyCTU-
MOrO PUCK3;

— MNPOBEPKY a4eKBaTHOCTU NCMONb3YEMbIX 3ALLUTHBIX MepP TPEOOBAHUAM BHYTPEHHUX AOKYMEH-
TOB opraHusaumnn 6C P® v pedynbTaTtamMm OLLEHKM PUCKOB;

— aHann3 OTCYTCTBUS Pa3pbIBOB B TEXHOIOMMYECKMX NpoLeccax obecneveHns Vb, a Takke Heco-
rn1acoBaHHOCTU B UCMOJIb30BAHMN 3aLMUTHBIX MEP.

8.15.8. Pe3ynbTathl aHannsa pyHkumoHmposaHus COUB [omkHbl AOKYMEHTMPOBATLCS.

8.15.4. B opranmzauuu BC P®D nonxHbl OblTh AOKYMEHTANILHO ONpeaeneHbl POSiv, CBA3aHHbIE C
npouenypamm aHanmnada oyHkunoHnposaHusg COUB, n Ha3HayeHbl OTBETCTBEHHbLIE 3@ BbINMOJIHEHNE
yKa3aHHbIX POJIEN.

8.16. TpeGoBaHusa kK aHanu3y cucTeMbl o6ecnevyeHus MHGoOpPMaLUOHHOK 6e30MacHOCTHU
CO CTOPOHbI PYKOBOACTBA OpraHn3auun 6aHKOBCKOW CUCTEMBI
Poccuiickou Pepepauun

8.16.1. B opraHusaumm 6C PD ponkeH 6biTb YTBEPXKAEH NePeYeHb JOKYMEHTOB (OaHHbIX), He-
ob6xoanMbIx ons GopMnpoBaHnsa MHGopmMaumm, nNpenocTaBNseMon PyKOBOACTBY C LEeNblo NpoBeae-
Hus aHannsa CONB. B 4acTHOCTM, B yKa3aHHbI NepeyeHb JOKYMEHTOB A0JIKHbI BXOOUTb:

— OT4eTbl ¢ pedynbTatamm MoHnTopmHra COUB 1 KOHTPONS 3alUTHBLIX Mep;
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— OT4eTbl C pedynbTataMmn aHanmaa GyHkumoHnposaHug COUB;

— OT4YeTbl C pedynbTatamun ayamTos Vb;

— OT4EeTHI C pe3ynbTatamm camooLeHok Ub;

— [OKYMEHTbI, cogepxatiye nidopmaLmio o cnocobax n MeToaax 3alnTbl, 3aLLMTHBIX Mepax Uam
npolenypax nx UCMosb30BaHUs, KOTOPblIE MO Obl UCMONL30BATLCSA 41K YAyHLIEHUA DYyHK-
umoHnposaHusa COMB;

— DOKYMEHTbI, coaepxalime nHGOopMaLMIO O HOBbIX BbISIBIEHHbIX YI3BUMOCTSX 1 yrpo3ax Ub;

— [OOKYMEHTbI, coaepxatume nHbopmaumio o 4eNCTBUSX, MPEANPUHSATLIX MO UTOram NpeablayLLmx
aHannzos COUB, ocyLLEeCTBNEHHbIX PYKOBOLCTBOM;

— [OOKYMEHTbI, coaepxatume nHbdopmMaumio 06 N3MEeHEeHUsX, KOTOPble MOrn Obl NOBANSATL HA OP-
raHnsauuio COWB, Hanpumep, n3mMeHeHns B 3akoHodaTenbcTBe Poccuiickon ®epepaunm n
(nnn) B nonoxeHmnsax ctaHgaptos baHka Poccuu;

— [OKYMEHTbI, cogepxxawye nHdopmaLmio No BelBAEHHbIM nHumnaeHtam Ub;

— [OOKYMEHTbIl, NOATBEPXAAloLLME BbINONHEHNE TpebyeMon aearensHoCcTn no obecneyerHnio B,
HanpuMep, BbINOJSIHEHNE MIaHOB 06PabOTKM PUCKOB;

— [OOKYMEHTbI, TOATBEPXAatoLLMe BbiNoSIHEHE TpeboBaHMn HENPEPLIBHOCTN OM3HECa 1 ero BOC-
CTaHOBJIEHUS MOCE NPEPbLIBAHUS.

8.16.2. B opraHmnzauum BC PD pgonxeH ObITb onpeaeneH n yTBepXaeH pykoBOACTBOM MiaH
BbIMOJIHEHNS AEATENbHOCTU N0 KOHTPOO 1 aHanudy COMB. B yacTHOCTK, yka3aHHbIV NiaH OOJIXEH
coaepXaTtb NONOXEHMS MO NPOBEAEHNIO COBELLLAHUI HA YPOBHE PYKOBOACTBA, HAa KOTOPbIX B TOM YUC-
1€ NPOU3BOAATCA NOUCK 1 aHann3 npobnem VB, Bausiowmx Ha 6usHec opraHmsauum 6C PO.

8.16.3. B opraHusaummn 6C P® gonxHbl 6bITb 4OKYMEHTaIbHO OnpeaesieHbl POon, CBA3aHHbIe C
NnoAaroToBKoM nHdopmaunu, Heobxoammon ana aHannsda COUMB pykoBoacTBOM, U Ha3HAYeHbl OTBET-
CTBEHHbIE 3a BbINOJIHEHME YKA3aHHbIX POJIEN.

8.17. Tpe6GoBaHNA K NPUHATUIO PeLleHNiA MO TaKTUYECKUM' yJly4LLEeHUsM CUCTEMbI
o6ecnevyeHus HpopMaLMOHHONM 6e3onacHOCTHU

8.17.1. Ing NpuHATUSA peLLeHni, CBA3aHHbIX C TakTU4ecknmm ynydueHuamm COUB, Heobxoau-
MO pacCcMOTPeTb CPean NPoYero 4OKYMEHTaslbHO 0pOPMIIEHHbIE Pe3ysibTaThl:
— ayaunToB Ub;
— camooueHok Ub;
— MoHUTOpuHra COUB 1 KOHTPONS 3aLLNTHBIX MEP;
— aHannsa eyHkumnoHmposaHus COUB;
— 006paboTku nHunaeHToB MB;
— BbISIBJIEHMS HOBbIX YrpO3 U ysa3BumocTen UB;
— OLLEHKWN PUCKOB;
— aHanusa nepeyHs 3almTHbIX Mep, BO3MOXHbIX AJ1 MPUMEHEHNS;
— cTpaternyeckunx ynyywenunii COUB;
— aHanu3a COVB co CTOPOHbI pyKOBOACTBA;
— aHanu3a ycnewHbIX NPakTuk B 06n1actn Vb (COBCTBEHHbIX UKW APYrUX OpraHmM3auunii).

8.17.2. PeweHunsa no Taktnyeckum ynydweHnam COUMB pomkHbl ObiTb 4OKYMEHTaNbHO 3aduk-
CUPOBaHbI 1 COAEPXaTb MO0 BbIBOALI 06 OTCYTCTBMM HEOOXOAMMOCTM TakTU4EeCKNX ynydiieHuii COUB,
B0 A0KHbI ObITh YKa3aHbl HanpaBneHns TakTndecknx ynydwennin COVB B Buae KoppekTUpyoLLmx
W MPEBEHTUBHbBIX AENCTBUN, HAaNpUMep:

— MNepecMoTp NPOLLEAYP BbINOSHEHNS OTAENbHbLIX BUAOB AEeATENbHOCTM No obecneyeHuto UB;

— MNepecMoTp NpoLenyp akcnayataunm OTAeNbHbIX BUAOB 3ALLUNTHBIX Mep;

— nepecmoTp npoLeayp obHapyxeHus n 06paboTKu MHUMOEHTOB;

— YTOYHEHMEe ONncu NHGOPMALMOHHbBIX aKTUBOB;

— MNepecMoTp NporpamMmbl 00y4eHUS 1 NOBbILLEHNS OCBEAOMIEHHOCTN NepcoHana;

— NepecMoTp nyiaHa obecneyeHns HenPEpPbIBHOCTY BU3HECA 1 €r0 BOCCTAHOBJIEHWS NOCE Npe-
pblBaHUS;

— nepecmoTp NaaHoB 06paboTkM PUCKOB;

— BbIHECEHME CaHKUMI B OTHOLLEHUN NepcoHana;

— nepecmoTp npouenyp MmoHntopmHra COUB 1 KOHTPONS 3aLLUNTHBIX MEP;

— MNepecMoTp NporpaMmm ayamnTos;

K Taktdeckum ynyuiwerusm COUB cnemyeT 0THOCUTbL KOPPEKTUPYIOLLME UM NPEBEHTUBHBIE IEICTBYS, CBA3aHHbIE C NEPECMOTPOM OT-
JeNbHbIX NpoLeayp BbiNonHeHus aestensHocTv B pamkax COUB opranusaumm BC PO u He Tpebytowme nepecmotpa nonutuku UB u
yacTHbix nonutuk U6 opranmsauum BC PO. Kak npasuno, Taktudeckue ynyywenns COUB He TpeByHoT BbIMOHEHNS [ESTENLHOCTY B PaM-
kax aTama “nnanuposaHne” CMUB.
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— KOPPEKTMPOBKA COOTBETCTBYIOLLMX BHYTPEHHUX JOKYMEHTOB, PEFIaMEHTUPYIOLLMX NPOLEeaypbI

BbINONHEHUSA AeATeNbHOCTM No obecnedeHunio B 1 akcnayaTaumm 3amTHbIX Mep;

— BBOJ, HOBbIX U1 3aMEHA MCMNOJIb3YEMbIX 3aLLUUTHBLIX MEP.

8.17.3. Bca gesatenbHOCTb MO peann3aumm TakTUHECKUX YAyHLIEHUA A0KHA AOKYMEHTANbHO
pernctpupoBaTtbCs. JomkHbl ObITb ONPeaAeneHbl JOKYMEHThI, COAepKaLlMe niaHbl peanndaumm Tak-
Tnyeckmnx ynyyweHnii COMB, n [oKyMeHTbl, B KOTOPbIX PUKCUMPYIOTCS pe3yfbTaThl BbIMOAHEHUS yKa-
3aHHbIX MJIaHOB.

8.17.4. NeaTenbHOCTb, CBA3aHHAs C peannsaumen Taktnieckmnx ynydweHmin COUMB, gonmkHa 6biTb
CaHKUVOHMPOBAHa 1 KOHTPONIMPOBATbLCS PYKOBOACTBOM cinyx6bl B opraHmsauum 6C PO.

8.17.5. JomxkHbl ObITb AOKYMEHTANIbHO ONPEAEEHbl 1 BbINOHATLCS NPOLEeAypbl COrlacoBaHUs
1 MHHOPMUPOBAHUSA 3aMHTEPECOBAHHBLIX CTOPOH O TakTu4eckmx ynyyieHusax COUNB, B yactHocTu, 06
N3MEHEeHUsX, OTHoCALLMXCS K obecnedeHmnio VB, K oTBeTCTBEHHOCTU B o6nactu NB, kK TpeboBaHmam
no o6ecneyveHunio Vb, a Takxe A0MKHbI ObITb JOKYMEHTaIbHO 3adUKCUPOBaHbI Pe3Y/bTaThl BbIMNOJIHE-
HUS yKasaHHbIX npoueayp.

8.17.6. B cnyyasax NpuHATUS peLLEHUIA NO TakTU4eckmm ynydweHnam COUB aonmkHbl ObiTh Ha-
3Ha4YeHbl OTBETCTBEHHbIE 3a X peannsaumio.

8.18. Tpe6GoBaHUA K NPUHATUIO PeLUEeHnid No cTpaTernyecknum' yayyiieHnsamM cucTembl
o6ecnevyeHus HpopMaLMOHHONK 6e30NacHOCTHU

8.18.1. Ins NpUHATUS peLLeHWniA, CBA3aHHbIX CO cTpaTernyeckmmm ynydweHmamm CONB, Heob-
XOAMMO PacCMOTPETb Cpean NPoYero AOKYMEHTaIbHO OPOPMIIEHHbIE Pe3y/ibTaTbl:
— aypguTtoB UB;
— camooueHok UB;
— MoHuTopuHra COUB n KOHTPONS 3aLUTHBIX Mep;
— aHannsa eyHkunoHmposaHus COUB;
— 006paboTku nHunaeHToB B;
— BbISIBAIEHNS HOBbIX MHDOPMaLMOHHbIX akTUBOB opraHunaaumm 6C P®D nnn nx Tmnos;
— BbIFBJIEHNS HOBbIX YrpO3 U ya3BumocTen MB;
— OULEHKWN PUCKOB;
— nepecmoTpa OCHOBHbIX pUCKOB UB;
— aHanusa COWB co CTOpOHbI pyKOBOACTBA;
— aHanumsa ycneLuHbIX NPakTuK B 06n1actn b (COBCTBEHHbIX UKW APYrUX OpraHmM3aunii);

a TaKkxe N3MeHeHus:

— B 3akoHogaTenbcTBe Poccuiickon bepepauunm;

— B HOpMaTKMBHbIX akTax baHka Poccun, B HacTHOCTU, TPeBOBaHMSAX HACTOSALLEro CTaHaapTa;
— WHTEepecoB, uenen u 3aaay 6musHeca opraHnsaunm bC PO;

— KOHTPaKTHbIX 06513aTenscTB opraHmsaumm 6C PO.

8.18.2. PeweHunsa no ctpatermyecknm ynydeHnam COUB gomkHbl 6bITb LOKYMEHTAIBHO 3a-
durkcmnpoBaHbl 1 cogepxaTb MO0 BbIBOALI 00 OTCYTCTBUN HEOOXOAMMOCTN CTPaTErMYeCKnX yay4Lue-
Huii COUB, nnbo ykasbiBaTh HanpaBneHus cTpaTternyeckux ynydieHnii COVB B Buae KOPPEKTUPYIO-
LLMX MY NPEBEHTUBHBIX OEACTBU, HANPUMeEp:

— YTOYHeHue/nepecMoTp Lenen n 3agad obecneveHnsa VB, onpeaeneHHbix B paMmkax NnoanTUKm

B nnn yacTHbix nonutnk N6 opranmsaummn 6C P®d;

— unameHeHue B obnactu gencteua COUB;

— YTOYHEHME ONNCKU TUMOB MHPOPMALIMOHHbLIX aKTUBOB;

— NepecMoTp MoAenen yrpos n HapyLunuTenen;

— W3MEHeHMe NoAX0A0B K oLeHke puckoB VB, kputepures npuHatusg pucka Ub.

8.18.3. Bca oeatenbHOCTb N0 peann3aunm CTpaTerniyeckmx ynydLueHnin 4OKHA AOKYMEHTalb-
HO pernctTpmpoBaTbCs. JomkHbl ObiTb ONpeaeneHbl AOKYMEHThI, CoaepXaline naaHbl peann3aumm
cTpaternyeckux ynydweHun COUB, n ookymMeHTbl, B KOTOPbIX GUKCUMPYIOTCA pe3dyfibTaTbl BbIMNOJIHE-
HWS yKa3aHHbIX MN1aHOB.

8.18.4. leaTenbHOCTb, CBS3aHHAs C peanu3aumen ctparterndeckux ynydweHnin CONB, ponx-
Ha ObITb CaHKLMOHMPOBAHA U KOHTPONMPOBATLCS PYKOBOACTBOM opraHusaumm bC PO.

8.18.5. B cnyyae ctpaterndeckmx ynydwenuin CONB pomkHa ObiTb BbIMOIHEHA OEATENbHOCTb
no peanusaumn COOTBETCTBYIOLUMX TaKkTUYeCKnx ynyyweHnii COMB pnga Bcex HeoO6XoAMMbIX NpoLie-
nyp obecneyeHua Nb, ncnonb3yembix 3aLUTHBLIX MEP U COOTBETCTBYIOLLMX BHYTPEHHNX JOKYMEHTOB.
B yacTHOCTW, HEOBXOAMMO BbINOAHUTb:

! K cTparernyeckum ynyywennsm COUB cnemyeT OTHOCUTL KOPPEKTUPYIOLLME MW NPEBEHTUBHBIE AMCTBUS, CBA3aHHbIE C NEPECMOTPOM
nonuTukn UB 1 yacTHbix nonutuk UB opranusaumm 6C P®, ¢ nocneaytowmm BbIMOIHEHNEM COOTBETCTBYIOLMX TAKTUMECKUX YNYHLLIEHNI
COWB. Crparernyeckue ynyyweHus COUB Bcerna TpebyIOT BbINOMHEHNS AESTENLHOCTY B pamkax aTana “nnanuposaHne” CMUB.
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— BbIPabOTKY NIAHOB TaKTUYeCKUX ynydiueHnin COUB;
— YTOYHEeHue nNnaHoB 06paboTKM PUCKOB;
— YTOYHEHME NPorpamMmMbl BHEAPEHUS 3ALLUTHBLIX MEp;
— YTO4YHEeHue npoueayp NCNoJb30BaHNS 3aLNTHBIX Mep.
8.18.6. 1omKHbI OGbITb OKYMEHTaNLHO ONpeAesieHbl 1 BbIMOIHATLCA NPoLeaypbl COrnacoBaHus
M MHPOPMNPOBAHNSA 3AMHTEPECOBAHHbIX CTOPOH O CTpaTermyeckux ynydwenunax COMB, B yacTHocTw,
006 n3meHeHusIx, oTHocaLmxcs kK obecnedeHmto Vb, K oTBeTCTBEHHOCTU B o6nactu UMb, k TpeboBaHn-
M no obecneyeHunio VB, a Takxke [OMKHbI OblTb AOKYMEHTaNbHO 3adUKCUPOBaHbl pe3dyfbTaTtbl Bbl-
NMOJIHEHUS YKa3aHHbIX NpoLenyp.
8.18.7. B cnyyasx npuHATUSA peLueHnin no ctparternyeckmm ynydweHmam COUB ponxHbel 6biTb
Ha3Ha4YeHbl OTBETCTBEHHbIE 3@ UX Peann3aLmio.

9. MNMpoBepka U oueHka MHPOPMALIMOHHOI Ge30NacHOCTH
opraHu3aumit 6aHKOBCKOM CUCTEMBI
Poccuinckon Meaepaumnm

9.1. MpoBepka n oueHka b opraHmsaunin BC PP npoBoauTcs NyTEM BbINOSHEHWS CeAYOLLNX
npoLEeccoB:
— MOHUTOPUHIa N KOHTPOASA 3aLLMTHbBIX Mep;
— camooueHku NB;
— ayauta Ub;
— aHanunsa ¢yHkunoHmposaHus COUB (B TOM Yncne Co CTOPOHbI PYKOBOACTBA).

Yka3aHHble MPOLLECCHI ABASIOTCS 4aCTbto rpynnbl npoLeccoB “nposepka” CMUB, TpeboBaHus K
KOTOpPbIM NPMBELEHbI B pasgene 8 HacTosLWwero craHgapTra.

9.2. OCHOBHbIMU LLESIIMN MOHUTOPMHIa U KOHTPONS 3aLUTHBLIX Mep B opraHn3aumm 6C PO aB-
NATCA OnepaTuUBHOE U NOCTOSHHOE HabnoaeHne, coop, aHanus n o6paboTka JaHHbIX MO 3a4aHHbIE
uenu. Takumu uensaMm aHanmaa MoryT ObiTb:

— KOHTPOJb 32 peanm3aaumneri NonoXeHU BHYyTPEHHNX JOKYMEHTOB No obecneyeHuto VB B opra-

Hun3auumn 6C PO;

— BbISIBJ/IEHME HELUTATHbIX, B TOM YMCIE 3/I0YMbILLIEHHbIX, AencTBuii B ABC opraHmndauuu;
— BbIgBNeHne nHumaeHTos Mb.

MOHUTOPWHI 1 KOHTPOJIb 3aLLUTHBLIX MEP MPOBOAUTCS NepcoHanom opraHmsauum 6C PP, oT-
BeTCTBeHHbIM 3a UB.

TpeboBaHWs K MPOBEAEHNIO MOHUTOPUHIA U KOHTPOJS 3aLUUTHbIX Mep B opraHmn3auuun 6C PO
onpegeneHsl B nogpasaene 8.12 HacToswlero ctaHgapTa.

9.3. Mpu noarotoeke k ayauty b pekomeHayeTcs npoeaeHmne camooueHkm Mb. CamooueHka
MB npoBoanTcsa co6CTBEHHBIMU CUamMn 1 N0 MHULIMATUBE PYKOBOACTBA OpraHmM3aumu.

Mopsaaok npoeeneHns camooLeHkn VB B opraHmsaummn 5C PO onpeneneH B pekoMeHaaumnsx B
obnacTtu ctaHgapTmdauum banka Poccum PC BP MBBC-2.1 “O6ecnevyeHne nHdopmMmaumMoHHon 6e30-
nacHOCTM opraHmn3auuni 6aHkoBCKoOM cnuctemMbl Poccuinckon Pepepaumm. PykoBoACTBO NO CaMOOLLEHKE
COOTBETCTBUSA MHPOPMaLMOHHOM 6e30NacHOCTU opraHm3aumini 6aHKOBCKOW cucTeMbl Poccuiickon
depnepaunm TpeboBaHuam ctaHgapTa CTO BP MBBC-1.0”.

B npouecce camooueHkn B npoBoasaTcs oueHKka CTeNeHM BbINOSHEHNS TPeOOBaHN HAcTosALLE-
ro cTaHgapTa 1 Ha ee OCHOBE — Bbl4MCIIEHME UTOroBOro ypoBHsa VB opraHmnzdauumn BC PD. MNopsaaok
NpoOBeAEeHNS YKa3aHHOM OeATENbHOCTM (OLEHKa 1 BbIYMCIEHME) pErnaMeHTMpyeTca ctaHaapTom baHka
Poccumn CTO BP MBBC-1.2 “O6ecneyeHne nHGopMaLMOoHHON 6€30MacHOCTY OpraHmM3aunii GaHKOBCKOWA
cucteMbl Poccuiickon @epepaunn. MeToamka OLEeHKM COOTBETCTBUS MHDOPMaLVOHHOW 6e30nacHo-
CTW opraH1saumii 6aHkoBCKon cuctembl Poccuiickor depepaumm TpebosaHuam CTO BP MBBC-1.0".

9.4. Ayant VB, NpoBOANMBI BHELLIHMMMW MO OTHOLUEHUIO K opraHun3daunn 6C P® He3aBUCUMBbI-
MW NPOBEPSIOLLMMN OPraHn3aumsamMu, SBAsgeTCs 04HON N3 GopM NPOBEPKUN U OLLEHKU (KOHTPOS) Bbl-
nonHeHus opraHnsaumeii BC P® TpeboBaHuin HAacTOsLWEro cTaHaapTa.

Ayant B npoBoanTcs kak ans cCoO6CTBEHHBbIX Lienel camoi opraHmsaumnm BC PO, Tak v ¢ Lenbio
MOBbILLIEHNS JOBEPUS K HEN CO CTOPOHbI APYrvX OpraHn3auun.

AynouTt Vb npoBOANTCS B COOTBETCTBUN C TpeboBaHUAMI noapasaena 8.14 HacToSLLLErO CTaH-
[apTa, a TakxXe B COOTBETCTBUN C TpeboBaHusaMu ctaHaapToB barHka Poccun CTO BP MBBC-1.1 “Obec-
neyeHne MHPGOPMaLMOHHOW 6e30MacHOCTN opraHmM3aunii 6aHKOBCKOM cuctemsl Poccuinckon depne-
paunn. Ayant nipopmaunoHHon 6e3onacHocTn”.

B npouecce ayanta b npoBOoAATCS OLEeHKa CTEMEHU BbINONIHEHUS TPEOOBAHMN HACTOSILLLE-
ro ctaHgapTa U Ha ee OCHOBE — BblYMCIEHME UTOroBOro ypoBHSA VB opraHumzaummn 6C P®. Mops-
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LOK MPOBEAEHNA YKa3aHHOM AeaTeNIbHOCTU (OLEHKA 1 BbIYMNCTIEHNE) pernaMmeHTMpyeTcs ctaHaap-
ToM baHka Poccum CTO BP MBBC-1.2 “O6ecnevyeHne nHdopmaumoHHo 6€30nacHOCTM OpraHn-
3aunii 6aHKoBCKOM cuctembl Poccuiickon @epepaumnn. Metoamka OUeHKM COOTBETCTBUSA MHDOP-
MaLNOHHOW 6e30MacHOCTN opraHM3auunini 6aHKkoBCckoWn cucTeMbl Poccuiickoin depepaunm Tpebdo-
BaHuam CTO BP MBBC-1.0".

B kavecTBe NpPoOBEPAIOLLNX OPraHM3aumin PEKOMEHAYETCHA NPUBJIEKATb OPraHn3aLnm, UMeto-
e KkBanndukaumio 1 onbiT NPOBeAeHNs OLLEHKM cooTBeTCTBUSA VB TpeboBaHNAM HACTOSILLIENO CTaH-
papra.

Mopsnok npoBeaeHns paboT NO KOHTPOJIIO U HAA30pPY, BKIIOYAIOLLWIA, B HACTHOCTU, BOMPOCHI:

npoBefeHNs BeAOMCTBEHHOIO KOHTPOS (C ydyacTnem baHka Poccuu, npeanpuatuin nnueH3va-
TOB, CAMOOLLEHKMW);

rocynapCcTBEHHOro KOHTPOJISA, NpeaycMoTpeHHoro @eaepasnbHbiM 3aKoHOM “O nepcoHanbHbIX
naHHbiX” [5], co ctopoHbl PCE Poccum u @CTIK Poccuu;

B3aMMOEeNCTBUSA CTOPOH NPW NPOBEAEHUN YKa3aHHbIX BUOOB KOHTPOJIS;

cornacoBaHuvs NaaHoB, MHOOPMALMOHHOIO B3aMMOLAENCTBUSA, GOPM NPEeEOCTaBNEHUS OTYET-
HOCTM U T.A4.;

a Takxke pernameHtauus obecneyeHms 6e30NacHOCTU NePCOHasNbHbIX AAaHHbIX MPU UCMOJb30-
BaHUM CPeACTB KpunTorpaduryeckorn 3awmtel tHGopmMaumm OyayT N3N0XeEHbl B OTAENbHbIX JOKYMEH-
Tax.

9.5. AHanna dyHkumoHnposaHus COUB npoBoauTcst nepcoHasiom opraHmsauum bC P®d, oT-
BeTCTBEHHbIM 3a obecnedeHne MB, a Takke pykoBOACTBOM, B TOM YMC/ie HA OCHOBAHWUM MOAroTOB-
JNIEHHBIX AJ1 PYKOBOACTBA JOKYMEHTOB (AAHHbIX).

OcHOBHbIMU LengIMK NpoBeaeHns aHanmaa GyHkumoHnposaHnsa COUB aenaioTcs:

— oueHka appekTnBHocTn COUB;

— oueHka cooTBeTcTBMS COUB TpeboBaHuaM 3akoHoaaTensctea Poccuinckon depepaumm v ctaH-
naptoB baHka Poccuu;

— oueHka cootBeTcTBMa COUB cyLecTBYIOWMM U BO3MOXHbIM yrpo3am UB;

— oueHka cnegoBaHus npuHumnam Vb n BeinonHeHns TpebosaHnii no obecnevenmio VB, 3akpen-
neHHbIM B nonutuke UMb oprannsauum BC PD, a Takke B MHbIX BHYTPEHHUX AOKYMEHTax opra-
Hun3auun 6C P®.

PesynbTaTthbl, NONy4YeHHbIE B X04€ aHann3a oyHkumoHmposaHua COUB, asnaioTca cpeam npo-
4yero OCHOBOW gns coBeplueHcTBoBaHus COUB.

TpeboBaHUs K NPOBEeAEHNIO aHanm3a dyHKUMoHupoBaHus COUMB onpeneneHsl B nogpasne-
nax 8.15 n 8.16 HacTosLWero craHgapTa.

9.6. B HacTosiLLeM cTaHaapTe TpeboBaHMe NoNyYeHUs NULLEH3NN Ha AEATENbHOCTb MO TEXHU-
4eCcKOoW 3aLmTe KOHOUAEHUMANTbHON MHOpMaLMK (MHDOPMaLLMK OrPaHNYEHHOMO AO0CTYNa) NpW Npo-
BeAEeHNN MeponpuaTuini no obecnedeHnio 6esonacHocT B crneuunanbHbix MCMOH ang co6CTBEHHbIX
HyXnA opraHmnzaumnii BC P®, a Takxe TpeboBaHne NnpoBeaeHus atTectauum cneunansHbix WCMNOH He
yCTaHaBnumBatTcs. B cnyyae BBeaeHus B AeCTBUE cTaHaapTa B opraHn3aumm 6C PP ykazaHHble Tpe-
00BaHUS He ABNFI0TCA 0093aTeNbHbIMY NPU NPOBEAEHNM KOMMIEKCA MEPOMNPUATUIA N0 o6ecnevyeHnio
©6e30MacHOCTM NepcoHasbHbIX AaHHbIX B cneumanbHbix UCIMOH opraHmzaumin 6C PO.

9.7. Nony4yeHune opraHmnzaumein bC PP nuueHanm ®CE Poccumn — B COOTBETCTBUN C TpeboBa-
HUAMK 3aKoHoaaTeNnbcTBa Poccuiickon Denepaumu.
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(1]

(2]
(3]
(4]
(5]
(6]

(7]

bubAnorpacpus

denepanbHbiii 3akoH “O 6aHkax n 6aHkoBckol aeatenbHocTn” oT 01.12.1990 Ne 395-1 B pe-
Dakunn PepepanbHoro 3akoHa ot 03.02.1996 Ne 17-P3, ot 31.07.1998 Ne 151-P3, ot
05.07.1999 Ne 126-®3, o1 08.07.1999 Ne 136-P3, o1 19.06.2001 Ne 82-d3, o1 07.08.2001
Ne 121-d3, o1 21.03.2002 Ne 31-PD3 ¢ M3MEHEHUAMM, BHECEHHbIMW MOocTaHOBIeHEeM KOH-
CTUTYLMOHHOro cyaa P® o1 23.02.1999 Ne 4-1.

depnepanbHbin 3akoH “O LieHTpanbHoM 6aHke Poccuiickor Denepaunn (baHke Poccum)” ot
10 nions 2002 r. Ne 86-P3.

depepanbHblii 3akoH “O6 nHPopMaLMn, MHPOPMALMOHHBLIX TEXHONIOMNSAX U O 3aLLMTe MHPOP-
Maunmn” ot 27 nona 2006 r. Ne 149-d3.

ISO/IEC IS 27001-2005 Information technology. Security techniques. Information security
management systems. Requirements.

depepanbHbiii 3akoH “O NepcoHanbHbIX AaHHbIX” 0T 27 uionsa 2006 r. Ne 152-D3.
MocTaHoBneHue Mpasutenbctea PP oT 15 ceHTabpsa 2008 r. Ne 687 “O6 yTBepxaeHuu MNo-
noxeHns 06 0coBeHHOCTAX 06pPabOTKM NEPCOHANbHbIX AAHHbIX, OCYLLECTBASEeMON 6e3 nc-
noNb30BaHMS CPeacTB aBToMaTudaummn’”.

Mpuka3 denepanbHOM CNyxObl MO TEXHNYECKOMY U 9KCMOPTHOMY KOHTpoSo, denepansHoi
cnyx6bl 6esonacHocTn Poccuiickon Pepepaunm n MuHucTepcTBa MHOOPMALMOHHbBIX TeX-
Honoruin u cea3m Poccuiickon depepauunm ot 13 dpepans 2008 r. Ne 55/86/20 “O6 yTBEp-
xaeHuun Mopsaaka npoeBeaeHns knaccmbukaunum MHOGOPMaALMOHHbBIX CUCTEM NEPCOHANTbHbIX
JaHHbIX”.
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KntoueBble cnosa: 6aHkoBckas cuctema Poccuiickoin @enepaumnmn, cucteMa MeHeKMeHTa UH-
dopMaLMOHHOW 6€e30MaCHOCTU, NOAUTUKA MHPOPMALIMOHHOW 6E€30MACHOCTU.




